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Smart metering

Energy allocation -
forecasting

Promote awareness

Fraud detection

Billing
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Privacy concerns
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“Guidelines for Smart Grid Cyber Security: Vol. 2, Privacy and the Smart Grid”



Existing work

• Private aggregation of data

– Secret sharing [ET2012]

– Differential privacy [JK2012, CSS2012, RN2010]

– Trusted Key Dealer [SCRCS2011, JL2013]
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Motivation

• Provide accurate individual Statistics

When did dwelling 
consume the 

maximum energy?

Promote awareness

Obfuscate real values but 
reveal the order

Augment functionality by 
detecting spontaneous 

peaks
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Building blocks

• Symmetric Order Preserving Encryption

• Secure Delta encoding

EOPE

[BCLN2009]
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Our Scheme
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Third Party Obliviousness

xi,t

i≠{0,1,2,3}

Outputs b’. Is b’=b?

EOPE(xi,t,si)=ci,t

Learning 

phase

Challenge

 
𝑐1, 𝑐0 𝑖𝑓 𝑏=0

𝑐3, 𝑐2 𝑖𝑓 𝑏=1

𝑑0 = 𝑥1 − 𝑥0, 𝑑1 = 𝑥3 − 𝑥2,
𝑥1, 𝑥0 , {𝑥3, 𝑥2} same order

𝑏 ← {0,1}
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Reductionist proof to POPF-CCA

xi,t i≠{0,1,2,3}

Outputs b
∗
=

 
0, 𝑖𝑓 𝑑0 = 𝑥2 − 𝑥0
1, 𝑜𝑡ℎ𝑒𝑟𝑤𝑖𝑠𝑒

𝑖𝑓 𝑏 = 0

 
1, 𝑖𝑓 𝑑1 = 𝑥2 − 𝑥1
0, 𝑜𝑡ℎ𝑒𝑟𝑤𝑖𝑠𝑒

𝑖𝑓 𝑏 = 1

𝑑0 = 𝑥2 − 𝑥0, 𝑑1 = 𝑥2 − 𝑥1,
𝑥1, 𝑥0 , {𝑥3, 𝑥2} same order𝑏

∗
← {0,1}

𝐺𝑎𝑚𝑒𝑃𝑂𝑃𝐹−𝐶𝐶𝐴 𝐴𝐵

𝑥0, 𝑥1

, c2

xi i ≠ 0,1

{ci}
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Evaluation

• Data set [BMICSA2009]
– 1700 square foot home

– Maximum 2KB

• Device [Texas Instruments MSP430 
Microcontrollers]
– 16-bit RISC MSP430X MCU

– 256KB Flash

– 20 MHz clock rate

– AES Accelerator
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Encryption overhead
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[GL12]



Recap

• Identify the time interval of the continuous 
maximum consumption

• With privacy guarantees where nothing but 
the time interval is revealed

• Solution : OPE + delta encodings

• Reductionist security proof to POPF-CCA
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Thank you!!!
Iraklis Leontiadis

leontiad@eurecom.fr

Questions?
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