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Abstract

Interceptois are a meanto addspecificnetwork-oriented
capabilities(sudh as authentication flow control, caching
etc.) to a distributed applicationwhich runs over a mid-
dleware without changing either the application code or
themiddlevare’s one However, interceptoss could be non-
intuitive and this could in turn limit their useon a large
scale In this paperwepresentresultsof aninvestigatioron
CORBA portableinterceptos in Java on various CORBA
platforms. This studyincludesthe identificationof the ba-
sic medanismsprovidedby an interceptor of their limita-
tions, a proxy-basededniqueto overcomesomeof these
limitations and a performanceanalysis. We also release
fragmentof Javacodeusedfor experimentn Interceptor

1 Intr oduction

A middlewareis a software layer that sits betweenthe
applicationand the operatingsystemin a distributed sys-
tem,facilitatingthedevelopmentindthedeploymentof dis-
tributed applications. Examplesof middleware platforms
include DCE [1], DCOM [5]. Most middlewvaresachiere
this goal by providing locationtransparenmethodinvoca-
tion on remoteobjects,andby taking careof all issueghat
arisefrom the heterogeneityf distributed systems. Mid-
dleware undertales the burden of dealingwith low level
networking problems datarepresentationsnarshalingand
unmarshalinglocationtransparengandothersimilar prob-
lems, letting the programmerconcentrateon the essential
part of the development,without worrying aboutthe inci-
dentalpart[3]. For this reasonmiddlevaresarebecoming
extremelyimportantin designingdistributedapplications.

Interceptorsare non-intrusve hooksallowing to extend
the middleware functionality without usingintrusive tech-

niquessuch as either modifying the application existing

code, or the middlewvare core infrastructure. Interceptors
arepreferableo intrusive solutionfor severalreasonfirst,

by pluggingin extensionsto an existing middleware, one

enjoys the benefitof economyof scale. Thatis, core mid-

dleware infrastructurehasnot to take into accountexten-

sionsthatwill beusedonly by a specificsetof applications.
Second,interceptorscan be pluggedin middleware from

variousvendors.As describedn [6], interceptoranhelp

the applicationto managesomespecificnetwork-oriented
taskssuchas: authenticationgaching,load balancing flow

controljustto namea few.

In this paperwe focuson RequesPortablelnterceptors
[13] for CORBA [12]. CORBA is adistributedobjectcom-
puting (DOC) middlevarebasedon a standarcarchitecture
that allows programmerdo createand accesddistributed
objects. CORBA achievesfull interoperabilityin hetero-
geneouservironmentshy providing location, platformand
languagetranspareng In CORBA, the commonmiddle-
waretasks(e.g. objectlocation, requestmarshalingmes-
sagetransmissionmessageainmarshalingetc.) areunder
takenby the ObjectRequesBroker(ORB)componentThe
basicideaof CORBA Portablelnterceptorss thusto insert
into the CORBA ORB someinterceptionpointswherethe
developercanregister somecode, automaticallyexecuted
by the ORB, i.e. transparenthto client and sener appli-
cations.The Portablelnterceptorspecificatiordefinestwo
typesof interceptorsnamelyRequestnterceptos andIOR
interceptos. Requestinterceptorscan be usedto modify
the standardORB behaiour uponthe event of sendingor
receving arequestareply or anexception(e.g.to perform
requestredirection,piggybackingetc). Similarly, IOR In-
terceptorarehooksinto the ORB allowing themodification
of aninteroperabl®bjectReferencglOR, the CORBA ob-
jectidentifier) atits creationtime without impactingon the
applicationcode.

The aim of this paperis to help the readerto under



standrequestinterceptorcapabilities,limitations and per
formance.In particular we focuson:

o identifying the base mechanismamplementableby
portablerequesinterceptorsnamely requestedirec-
tion andpiggybacking.For eachmechanismyve pro-
vide the Java interceptioncode registeredwith the
ORBs(the codeis availableonlineat[9]);

o identifying limitations of portable interceptors(e.g.
the impossibility of generatingreplies and, in Java
ORB implementationspf readingvariousrequestpa-
rameters);

e analyzingthe implementationof a proxy-basedech-
nique (proposedin [6]), which exploits the mecha-
nismsimplementableby interceptorsand overcomes
theirlimitations;

e evaluatingthe cost of the basicinterceptionmecha-
nismsandof the proxy-basedechniquewhenconsid-
ering several designchoices. This evaluation study
proposeseveralbenchmark®btainedby runningex-
perimentson three different Jasza ORB implementa-
tions (JaCorb[8], Orbacus[15] and Orbix 2000 for
Java[16]).

Even thoughquite promising, the technologybasedon
interceptoris far from beinga maturetechnology: during
our experimentswe found severalbugsin the ORBsunder
test. Someof thesebugswerefixedby the developersof the
ORBsduringtheexperimentsptherbugs,atthetime of this
writing, arestill presenin someORB andmadeimpossible
the executionof afew experimentgseeSection4).

Let us finally remarkthat this study on interceptorsis
a part of a projectthat we are carryingout in our depart-
mentto develop a Fault TolerantCORBA Compliant[14]
InteroperableReplicationLogic (IRL) runningover ORBs
implementationf variousvendors[10, 11]. In the IRL
project,portableinterceptorplay akey role for implement-
ing client-sidefailover andreplicationtranspareng

Theremaindeof this papertis structuredasfollows: Sec-
tion 2 presentsaand overview of requestportableintercep-
tor by shawing their limitations andassets.Section3 pro-
poseghebasicmechanismgmplementedy portableinter-
ceptors: redirectionand piggybacking. The samesection
shows a proxy-basedechniquehatovercomesomeof the
limitationsdescribedn Section2. Section4 dealswith the
resultsof the experiments. Section5 concludeghe paper
Fragmentf the coderegisteredin theinterceptionpoints
andusedin theexperimentsareavailableat[9].

2 Overview of RequestPortable Inter ceptors

PortableRequestinterceptorgPIs) area mechanismnal-
lowing to modify the ORB or the applicationbehaiour

uponthe event of sendingor receving a messagde.g. a
requesta reply or an exception)without impactingeither
onthe ORB codeor ontheapplicationone.RequesPlsare
logically seton top of the ORB layer (Figure1) andcanbe
installedin an ORB by invoking their interfaces. Request
Interceptorsare classifiedn client requesinterceptos and
server requestinterceptos. The former are installed in
client-sideORBs and can interceptoutgoingrequestsand
contets aswell asincomingrepliesand exceptions.Con-
versely thelatterareinstalledin sener-sideORBsandcan
interceptincomingrequestsand contexts aswell asoutgo-
ing repliesandexceptionysee[9]). Plscanperformopera-
tionsatdifferentpointsduringrequesprocessingFigurel
shaws suchinterceptionpoints

In particular client requestinterceptorsare activated
either when a client issuesa request(by implement-
ing the send_request () or thesend_pol | () meth-
ods) or when a client receves a reply or an excep-
tion (by implementing the recei ve_reply(), the
recei ve_exception() or the receive_other()
methods).

Sener request interceptors are activated either
upon receving a request (by implementing the re-
ceiverequest(), receivepoll() or re-
cei verequest servi ce_contexts()) or upon
the sending of a reply or of an exception (by imple-
mentingthe send_repl y(), send_excepti on() or
send_ot her () methods).

By implementingthe methodslisted above, requestin-
terceptorsanbe configuredto:

e accesgequestor reply information (this is a strictly
platformdependenissueaspointedoutin Section2.1)
to performsomeaction;

o redirectarequesto anothetargetby throwing aFor -
war dRequest exception;

o throw otherCORBA exceptions;

e manipulatethe requestservicecontext, e.g. to piggy-
backadditionalinformationontoa message;

o performtheir own invocations;
e delayarequesor areply.

Providing suchfeaturespPIsactuallybecomea powerful
developmentool. Without impactingon applicationcode,
they canbe used for instanceto piggybackauthentication
informationinto GIOP' messagefiowing betweena client

1GIOPis the acrorym of Generalinte-ORB Protocol,i.e. the speci-
fication of the abstractprotocolallowing CORBA remoteobjectinterop-
eration. This generalspecificationis instanciatedver a specifictransport
layer, e.g. the InternetinteORB Protocolis the GIOP instanceover the
TCP/IPtransporiayet
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andasener, to uniquelyidentify clientrequestsindredirect
themamongdifferentreplicasof afault-tolerantsener[10,
11], to sharethe load amongdifferentcopiesof a sener,
to implementcachingmechanism$4] or to implementflow
control,asalsoshavnin [6].

However, in somecircumstancesPls do not suffice to
meetthe applicationrequirement.In particular Pl limita-
tionscanbe summarizedsfollows:

o clientrequestPls cannotgenerateheir own repliesto
interceptedequests;

o Plscandefinitively block a requesbr areply only by
raisinganexception;

e Pls canredirecta requestonly by throwing a For -
war dRequest exception;

o Plscannotalternoneof the parametersf arequesor
of areply;

e PIs cannotmodify the requestservice contexts (but
they canaddtheir own contexts);

After their installation,Pls interceptall the requestor
repliesexchangedetweerclientandsener ORB. Different
interceptorinstancescan be registeredwith a single ORB
and,oncea requestis interceptedall the registeredinter-
ceptorinstanceswill be invoked by the ORB uponthe ar
rival of a triggering event. The invocationorderis ORB
implementationdependentnd cannotbe eitherinspected
or modifiec’.

2.1 JavaPortable Inter ceptorsLimitations

The main limitation of Java implementation®f the Pls
specificatiorconsistdn theimpossibilityof accessingome
importantfields of a requestor of a reply from a request
interceptor In particulay with Java portable bindings,

2Actually, someORB implementationsallow to chaininterceptorsin
acustomizabldashion,e.qg. by definingtheir invocationorder However,
assumptionn the order of invocationof multiple interceptorresultin
non-portablénterceptioncode.

an interceptorcannotaccesshe Request | nf o interface
to readthe following attributes: ar gunent s, excep-
tions,cont exts,operationcontext,result.

Roughlyspeakinga Java Pl cannotaccessnorethanthe
oper at i on nameof the Request | nf o interfacefields
concerninghe signatureof anoperation.If a Pl triesto do
s0, a NOLRESOURCES systemexceptionis thrown. This
limitation implies that, with Java portable bindings, it is
impossiblefor aninterceptorto performactionsdepending
from the attributesmentionedabove (e.g. the operationar-
guments). This actually limits the scopeof Pls. To over
comethis limitations alongwith theimpossibility of creat-
ing replies,the proxy designpattern[7] canbeused.In [6],
several commonproblemssuchasimplementingcaching,
load-balancinggetc. are addressedising Pls and proxies.
Note that the proxy patternincreaseshe flexibility of the
implementedsolution, by decouplingthe requestredirec-
tion aspectdrom the applicationdependenbnes. We thus
suggesthe applicationof this patternalsowith languages
allowing to accessall of the Request | nf o interfaceat-
tributes,e.g.with C++.

3 Pl-basedClient-side Techniques

In this sectionwe focuson the Pl-basedclient-sideen-
hancemenbasicbuilding blocks.In particular we dealwith
the requestredirectiontechniquesthe piggybackingtech-
nigue and with the implementationof a proxy sener that
canaccesgherequestagumentscontet etc. andcanthus
performactionsdependentrom suchinformation.

3.1 Redirection Techniques

Oneof themainissuesaddressedly the Pl specification
is transparentequestedirection. This techniqueallows to
transparentlyredirecta client requestowardsa target dif-
ferentfrom the onecodedin thelOR heldby theclient.

In orderto accessequesinformation,clientrequesPls
have accesgo aCl i ent Request | nf o object. This ob-
jectinheritsthe Request | nf o interface(andthussuffers
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of all the restriction of such object) and storesinforma-
tion aboutclient siderequestparametersin particulat the
d i ent Request I nf o objectcontainsthet ar get and
effecti ve_t arget fields,which areusuallyequaland
storetherequestlestinationOR.

Requestredirection can be implementedby letting a
client requestPI throw a For war dRequest exception
eachtime it capturesan outgoingrequest,.e. by throw-
ing such exceptionin the send_request () or in the
send_pol | () methodimplementations.This exception
hasa CORBA (bj ect type attribute, namedf or war d,
and a booleanattribute, namedper manent . Thef or -
war d objectis usedto setthe new requestarget. Indepen-
dentlyfrom theper manent flagvalue,uponreceving the
For war dRequest exception,the ORB:

e reprogramsthe ef f ecti ve_target field of the
d i ent Request | nf o objectto thef or war d ob-
jectvalueandthen

e sendgherequesto thef or war d object.

It is importantto notethatalsothere-issuedequesiill
flow throughtheclientrequesPI. Thismeanghatamecha-
nismhasto beimplementednsidethe Pl in orderto distin-
guish betweenfirst-time-caughtand re-issuedinvocations
(e.g. eitherby comparingthe ef f ecti ve_t ar get and

thet ar get C i ent Request | nf o fieldsor by aflag).

The per manent flag indicateswhetherthef or war d
objecthasto becomethe permanentarget of all the fol-
lowing client requestsor hasto be usedonly on the re-
guestbeingforwarded.Whenusinganon-permanerfor -
war dRequest exception,i.e. with theper manent flag
setto false,the object referenceheld by the client is not
modified. This allows per-requestredirection: eachtime
theclientsendsarequesto agiventarget,anon-permanent
For war dRequest exceptioncan be thrown to redirect
the requestto a distinct target. Figure 2 illustratesper
requestredirection: eachtime a client performsan invo-
cationto Sener2,the client requestPl catcheghe request
andcreatesa For war dRequest exceptionobject. Then
it setsthef or war d objectvalueto the Senerlobjectref-
erencethe per manent flagto falseandthenthrows the
exception. Upon receving suchexception,the client ORB
re-issueghe requesthaving setSenerl asthe requestar
get. For eachsuccessie invocation,the client requestPI
behaesexactly the same,andit is alsoallowedto change
therequestarget.

On the contrary whena client requestP| throws a per
manent~or war dRequest exception,i.e. with theper -
manent flag setto true, the objectreferenceheld by the
client is changedinto the f or war d objectvalue. This
causeghe ORB to automaticallyredirecteachfollowing



o
Client ORB

© Interception pant
[ Piggybadked information

add_request_service_context

Client
. op\\ ' result/,’
Client Request PI I ‘
Server Reguest PI m
Server L4

get’ request_service_context

Figure 4. The piggybacking technique

client requestto the new target, i.e. perclient redirec-
tion. As a consequencehoththe ef f ecti ve_t ar get
andthet ar get fieldsof theCl i ent Request | nf o ob-
jectfieldswill besetto thef or war d objectvalue. Figure
3 illustratessuchtechnique. The first time the client per
formsaninvocationto Sener2,theclientrequesPI throws
apermanenkEor war dRequest exception(having setthe
per manent objectvalueto Senerlobjectreferenceand
theper manent flagto true). Uponreceving suchexcep-
tion, the client ORB permanentlysubstitutesghe Sener2
referencewith the Senerlreference.Finally, the ORB re-
issuegherequesinvoking Senerl. All thefollowing invo-
cationswill thusbeaddressetly theclientORBto Senerl,
andtheclientrequesPI will notbeableto throw ary other
For war dRequest exception.

Also in this casea mechanismto distinguishbetween
first-time-caughtindre-issuednvocationsis neededn the
PI, but cannotbe implementedoy comparingthe ef f ec-
tive target andthet arget fields of thed i en-
t Request | nf o interfacé.

Notethatif aPlraisesaFor war dRequest exception,
no otherinstalledinterceptoris invokedat thatinterception
point by the ORB. Furthermore a client requestPI is al-
lowedto throw atmostonepermanenEor war dRequest
exception.

3.2 Piggybacking

Pls can be usedto piggybackinformation onto GIOP
messagege.g. a requestor a reply) without modify-
ing clients, seners and ORBs (e.g. for authentication
purposes). In such contets a client requestPIl and a
sener requestPl canbe used. The flow of piggybacled
information can be bidirectional,i.e. from a client to a
sener and vice-versa. As an example, we shav how to
implementpiggybackingfrom client to sener. To achieve
this, a client requestPI on the client ORB and a sener

3This issueactuallyis applicationdependentRecursie scenariogan
be avoided by using a t hr own booleanflag inside the interceptor or
by letting the interceptorknow which are the requeston which a For -
war dRequest exceptionhasor hasnotto bethrown.

requestPl on the sener ORB have to beinstalled. Figure
4 shows the piggybackingtechniqguemplementatiorusing
Pls: the client requestPI interceptsoutgoing requests
(e.g. usingthe send_r equest () orthesend_pol | ()
method)and augmentghemwith a GIOP servicecontext
(I OP: : Servi ceCont ext ) by invoking a client request
Pl method (add_request servi ce_context()).
Such contet contains a byte array to which pig-
gybacled information has to be corverted by the
Pl. When the request reachesthe sener ORB, the
sener request Pl interceptsit (by implementingre-
cei ve_request servi ce_context() method)and
then extracts the piggybacled information (by imple-
menting the get _request service_context()
method).

3.3 Proxy-basedTechniques

In this sectionwe describenhow to overcomethe Pl gen-
eral limitations describedn Section2 andthe Java imple-
mentationonesdescribedn Section2.1. The mainissues
we addresdereis how to performactionsthat strictly de-
pendson the requestcontent. As shawn in [6], this prob-
lemarisedn mary contextssuchasloadbalancingcaching,
softwarefaulttoleranceetc?.

Providedthata client Pl cannotreply to caughtrequests
by its own and,in the caseof Java, cannotevenreadmary
of Request | nf o attributes,a naturalway of overcoming
suchlimitations is implementinga local proxy sener [7].
In sucha scenarioa client requestPl| redirectseachinter
ceptedclient requesto alocal proxy, whichis ableto read
therequesttontentandperformoperationgo meetthe ap-
plication requirementsHowever, dependingrom suchre-
quirementsdifferentdesignchoicesconcerningboththein-
terceptotbehaiour andtheproxy deploymentcanbemade.

In particularwe considerthefollowing designchoices:

e per-requestand per-client redirection: as pointed
out is Section 3.1, client requestPlIs can be pro-

4This problemcanarisealsoin very simplescenariozoncerningecu-
rity, e.g.whenaclient hasto transparentlygenda digestof therequesto a
sener for authenticatiorpurposes.
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grammedor performingeitherperrequestedirection
or perclientredirectionto a proxy object. Perrequest
redirectioncan be useful, for instancewhena proxy
implementsfunctionality relatedto a given operation
of an objectand the interceptorcan decideby itself
whetherinvoke or not the proxy by readingthe op-
er ati on attribute of the Request | nf o interface
(alwaysavailable). On the otherhand,if a proxy en-
tirely “wraps” a sener object,thenperclient redirec-
tion couldbetheappropriatechoice.

collocatedand non-collocatedproxies asshavn in

Figureb, aproxyis collocatedif compiledin thesame
client addressablespace. Otherwiseit can be non-
collocated i.e. deployedin adistinctprocessunning
on the client host (thus allowing mary clientsto use
the sameproxy). We do not consideremoteproxies,
i.e. proxiesresidingon hostsdifferentfrom the client
one.

Note that requestsoutgoing from collocatedproxies
areinterceptedy the underlyingclientreques®PI and
alsoin this casea mechanisnto avoid recursve sce-
narioshasto beimplementedCollocatedoroxieshave
to be compiledwith the client, reducingmodification
flexibility but improving performance. On the other
hand,non-collocategroxiescanhandlerequestgom-
ing from morethanoneclientandaremodifiablewith-
outrecompilingthe clients.

static and dynamic proxies a proxy is staticif im-
plementedhrougha stubanda skeleton,i.e. exposing
a static skeletontowardsthe client(s) and exploiting
a stubto invoke the remotesener(s). A proxy is dy-
namicif implementecthroughDSI andDlI, i.e. ex-
ploiting DSl to readclientrequestandDIl to dynami-

cally invoke remoteobjects.Staticproxiesaresimpler
to implementbut lessflexible than dynamics,which
also strongly decoupleclient, proxy and sener inter-
faceq17].

Theright choiceamongsuchdimensionsactuallyis ap-
plication dependent. For example, for high performance
application,an appropriatechoice could be implementing
astatic,collocatedoroxywith perclientredirection.Onthe
contrary for highly flexible applications,a dynamic,non-
collocatedproxy with perrequestredirectioncould be the
appropriatechoice. Costsof such designchoicewill be
evaluatedn thefollowing section.

4 PerformanceEvaluation

In this sectionwe first describethe testbedervironment
and how we carriedout the experiments. Thenwe intro-
ducethelandmarksof our benchmarksi.e. thelateng and
thethroughpubf simplestream-basedliientsenerinterac-
tions, for eachof the ORBswe tested.Finally, we present
benchmark$or eachof thetechniqueslescribedn the pre-
vioussection.

4.1 Testbed Platform, Experiments and Land-
marks

Our testbedernvironmentconsistsin two workstations
equippedwith a 300Mhz Pentiumll processarl28Mbyte
of RAM and interconnectedy a 10Mbit EthernetLAN.
The workstationsrun Microsoft Windows NT Workstation
asoperatve systemandare equippedwith the Java Devel-
opmentKit v.1.2.2.On eachworkstation threeJava ORBs
implementingthe PI specificationhave beeninstalledand
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configured: JacORBv.1.3_21 [8], ORBacusv.4 [15] and
Orbix 2000for Javav.2.1[16].

For eachORB, we implementedn JaraastaticCORBA
client performing a synchronousinvocation to a static
CORBA sener, deployed on the other host. The (Java)
sener repliesassoonasit receivesthe request.In sucha
simple scenariowe testedand measuredhe costof redi-
rection,of piggybackingandof proxy-basedonfigurations
in orderto evaluatethe costof exploiting suchtechniques.

In particular eachof the following experimentsmea-
suredateng andthroughputf thetechniqueslescribedn
the previous section. To measurdateng, for eachexperi-
ment,we launched20 timesa batchof 10000requests.To
measurethroughput,for eachexperimentwe launched20
timesa batchof 15 second=f duration. Averagelateng
andthroughputhave beenevaluatedalwaysdiscardingthe
dataconcerningthe first request,during which the ORBs
interconnect.

The first landmarkfor comparingthe following results
is shavn in thefirst column(namedBas§ of Figure®6, that
reportslateny and throughputfor a simple stream-based
CORBA clientsenerinteraction.In thetestscenarionoin-
terceptoiis installedanda clientinvokesa serer operation

via stub Theseneris static(it implementsa skeleton)and
immediatelyreturns.On averageto completesucha client
sener interactionORBacustakes about1,1 msec(with a
throughputof 917 reg/sec)Orbix aboutl,44msec.(with a
throughpubof 694reg/secandJacORBaboutl msec.(with
athroughputof 1040req/sec).

Thesecondandmarkis thelateng increas€andthecor-
respondingthroughputdecreaseyhen a no-op client re-
qguestPl is installedin the client ORB, i.e. the cost of
potential flexibility due to interceptorg ([17]). The re-
sults are showvn in the secondcolumn (namedPI no-op
of Figure6. Installing client requestPIsincreasedateng
of about6.36%in ORBacus,1.39%in Orbix and 10% in
JacORB,causinga throughputdecreaseof, respectiely,
7.13%,1.46%and15.94%.

4.2 Redirection Performance

The third and the fourth columnsof Figure 6 (named
Pl Permanentand Pl Non Permanen} showv lateny and
throughput for permanent(i.e.  perclient) and non-

5This testactuallymeasureshe costof potentialclient-sideflexibility,
having notregisteredsener requesPIswith thesener ORB.
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permanen{i.e. perrequest)edirectiontechnique.Using
perclient redirectionresultsin performancesctually sim-
ilar to the PI no-op scenario. This is dueto the fact that
theFor war dRequest exceptionis thrown only uponthe
firstinterceptedtlientrequesi(seealsoFigure3).
Whenusingperrequestedirection,however, the For -

war dRequest exceptionis thrown for eachrequest(see
alsoFigure?2) andthusperformancesharplyreduceswith
respecto thebasescenariolateng increasesf 85.45%for
ORBacus97.92%for Orbix andof 780.00%for JacORE.
As a consequencethroughputhas a reduction of aboul
87.91%for ORBacus,98.29%for Orbix and of 890.48%
for JacORB.

4.3 PiggybackingPerformance

Figure7 shavsthroughputandlateng of a clientsener
interactionexploiting the piggybackingechniquelescriber
in Section3.2 andtransferringa string from the client re-
guestPl to thesenerrequesPl.

6Note that values obtainedby JacORBin such configuration (per
requestredirection)are influencedby an ORB bug that we found during
theexperimentsJacORBdevelopersapidly deliveredusapatchedelease
thatfixedthatbug, withoutdealingwith efficiency issuesThis explainsthe
high costof perrequestedirectionin JacORB.

We evaluatedpiggybackingcostfor threedistinct string
sizes,i.e. 10,100,1K and 10K bytes. For completeness,
we alsodraw in Figure7, latengy andthroughputof thetwo
landmarks As expectedthe costof piggybackingncreases
with thesizeof thepiggybacledinformationfor all theplat-
forms. Thefollowing tableshaws the percentageariations
of lateng andthroughputhatwe measured.

Latency Increment

Comparison with landmark "Base" Comparison with landmark "PI no-op"
__ORBs _|[10byte 100byte  1Kbyte 10Kbyte |10byte 100byte  1Kbyte 10Kbyte
IJORBacuS 13,64%  28,18%  47,23% 14545% 6,84%  20,51%  38,46% 130,77%
Orbix 9,03% 19,44%  36,83%  91,67% 753% 17,81%  34,93%  89,04%
acORB 32% 50% 69% 171%) 20%  36,36% 78,18% 146,36%
Throughput Decrement
Comparison with landmark "Base" Comparison with landmark "PI no-op" )
ORBs _|[10byte 100byte  1Kbyte 10Kbyte [10byte 100byte  1Kbyte 10Kbyte
[ORBacus 15,49%  29,89%  50,32% 149,18% 7,81%  21,25%  40,32% 132,61%
Orbix 9,81% 1528%  33,20%  92,24% 8,23%  13,62%  31,28%  89,47%
IJacORB 37,54% 5758% 79,62% 185,71% 18,65% 35,91%  54,92% 146,43%

4.4 Proxy-basedTechniquePerformance

We testedall off the possibleconfigurationof the proxy-
basedechniqueslescribedn Section3.3. In eachof these
configurationsuponreceving the client requestedirected
by the client requestPI, the local proxy objectissuesa re-
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Figure 10. Comparison of dynamic

questto theremotesener, waitsfor thereply andthengen-
eratesa reply for the client (i.e. it essentiallypbehaesre-
laysto the sener eachclientrequest).Theresultsfor static
proxies,areshowvn in Figure8, in which we comparewith
the landmarks(i.e. the Baseand PI no-op columns)the
throughputandthelateng of collocatedColloc) andnon-
collocated(Non Colloc.) proxieswith anunderlyinginter-
ceptorperformingeitherperclient (Perm) or perrequest
(NonPerm) redirectior.

Similarly, Figure 9 shaws the result obtainedwith dy-
namicproxiescomparedyith thelandmarks.

The cost of implementinga proxy basedtechnique
strictly dependsrom the redirectiontechniqueexploited.
As we expected proxy-basedaonfigurationexploiting per
client redirection performsbetter than configurationsex-
ploiting perrequestedirection.

Whendealingwith proxy deploymentissue we expected
betterperformancaisingcollocatedoroxiesexploiting both
perrequestand perclient redirections. However, as the
graphicspoints out, in JacORBthis doesnot hold: using
this ORB, in fact, we noticedthatin the configurationsex-
ploiting perclient redirection,collocatedproxiesperforms
worsethan non-collocated.This is actually impossibleto
verify for Orbix atthemoment.

To addresshe problemof measuringhe costof flexibil-
ity dueto exploiting dynamicinterfacesin the proxy-based
redirectioncontext, we comparedhe costof implementing
staticproxieswith the onesof implementingdynamicprox-
ies: Figure10shownstheincremenbf costsdueto theuseof
dynamicinterfacedor implementingheproxy, i.e. theper
centagancrementof the lateng andthe percentagelecre-
mentof the throughputdueto the choiceof implementing
flexible, dynamicproxies.Suchcostrangesrom about3%
of the Orbix platform (obtainedin the Perm. Non Collo-
catedcase), upto aboutl5%measureanthe Orbacusone

7In suchfigures,therearesomecolumnsmissing. We got a bug when
runningthe collocated-permanersicenarioover Orbix ORB. The system
entersaninfinite loop. We arein touchwith IONA tech. to receve anew
ORBIX releasehatfixesthis problem.

% throughput
decrement

" JacORB
Orbix
ORBacus

Perm. Non Perm. Perm. Non Non Perm.
Colloc. Colloc. Collocated Non Colloc.

and static proxy-based techniques.

(obtainedn the Perm. Colloc. case).

Let us finally comparethe proxy-basedconfigurations
requiredby high performancdstaticcollocatedproxy with
permanentedirection)and highly flexible (dynamicnon-
collocatedproxy with non-permanentedirection)applica-
tions (SeeSection3.3). The costof a proxy-basedonfig-
uration, in term of lateng, that addsmaximumflexibility
to the applicationis abouttwice the costof the mostrigid
proxy-baseaonfiguratiof.

5 Conclusions

The interceptortechnologyis one of the most promis-
ing tools to add specificnetwork-orientedcapabilitiesto a
distributed applicationwhich runs over a distributed sys-
temcomposedby oneor severalMiddlewares.In this paper
we have investigatedimitations and assetf a particular
type of interceptorspnamelythe RequesPortablelntercep-
tors, recentlyadoptedby OMG as a part of the CORBA
specification. In particular we have pointedout the main
mechanismsmplementableby portableinterceptorssuch
asredirectionandpiggybackinganddiscussedhow to over
comesomelimitations (suchas no generationof requests
andimpossibility of readingthe context of a requestat the
portableinterceptoievel) by proposinga proxy-basedech-
nique. We did a performanceanalysisof the costof adding
interceptorsn asimpleclient/serer scenariovhenconsid-
ering several designingchoices. Fragmentf the request
interceptorcode usedin the experimentsare available on-
line at[9].
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