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Abstract

Content-based publish/subscribe communication sys-
tems are a popular technology for many-to-many informa-
tion diffusion over large scale networks. Scalable solutions
are obtained considering a network of distributed event bro-
kers, dispatching information (events) from producers (pub-
lishers) to consumers (subscribers). Many scalable and ef-
ficient solution for routing events in content-based systems
exist, that selectively send events only toward the interested
subscribers. However, if subscribers having similar interest
are present in different parts of the network, the benefits of
such routing strategies significantly decrease. In this paper
we propose a novel approach for enhancing content-based
routing, based on the dynamic reconfiguration of the bro-
ker network. The reconfiguration aims at aiding the routing
process by placing closeto each others brokers that manage
subscribers with similar interests. Metrics for measuring
similarity of interests are discussed and a reconfiguration
algorithmis presented.

1 Introduction

Publish/subscribe  (pub/sub)
widespread and powerful
for message-based distributed infrastructure.

has emerged as

them to all intended receivers.
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It is based
on the concept of event service, a piece of software that
decouples producers and consumers of events. In particula
consumersubscribe to the event service by submitting the

features of the events to be notified for, while producers
publish such events to the event service which will dispatch

I

Early implementations of the pub/sub paradigm fol-
lowed thetopic-based scheme ([5, 7, 11]), where events are
grouped in topics (or subject) i.e., a subscriber declare its
interest for a particular topic and will receive all events re-
lated to that topic. Recently, a more general approach has
emerged in the literatureontent-based publish/subscribe
([2, 1, 3, 6]), where subscriptions are specified through con-
straints on properties of each event. In other words, each
subscription is a predicate composed by a set of constraints
on the values of attributes of the event.

Even though content-based pub/sub is more flexible than
its topic-based counterpart, it is notably more difficult to
implement: for example the set of intended receivers for an
event cannot be determined a priori but must be computed
on a per-event basis. This makes content-based pub/sub not
immediately scalable to a large system size, where a high
number of subscribers, publishers and event publications
must be supported. To get scalability, distributed imple-
mentations of the event service have to be considered: these
are based on a set of event brokers that exchange messages
over a topology formed by TCP-like connections. In this
case, events and subscriptions are submitted by clients to
one of the event brokers and the delivery of the events to
the intended subscribers passes through two basic functions
to be executed at each brokéi) calculating for each event

a : : :
o ; the set of receivers and:) propagating: to all such re-
communication paradigm c ni) propag

ceivers. Both functions are based onesmnt routing. To
improve the performance of such matching and diffusion
mechanisms, a key metric is to reduce as many as possible
the number of TCP hops experienced by an event e to be de-
livered to all its intended subscribers. Content-based rout-
ing of Siena for example avoids an event to be diffused in
parts of the network where there are not subscribers for that
event. This obviously improves the aforementioned metric.
However Siena works on a static network topology connect-
ing the brokers (i.e., the network topology graph is given a
priori and do not change over the time): this poses an im-



plicit limit to this improvement due to the fact that two bro- dispatching events only to actual subscribers. All these sys-
kers with similar subscriptions could be very far each other tems are built through an application level network of event

in terms of TCP hops, whesgmilar means that most of the  brokers but Hermes is the only one providing reconfigura-

events matching subscriptions managed by one broker, theyion mechanisms. Specifically, Hermes reconfiguration pro-

also match subscriptions managed by the other. vide repair mechanisms in case of brokers’ faults.

In this paper we propose a dynamic and acyclic network  Reconfiguration in application-level networks has been
of brokers which reconfigures itself by removing and adding widely studied in the context of structured peer-to-peer
TCP connections following aimilarity principle over the  overlay network infrastructures, such as Chord [9], Pastry
set of current subscriptions. More specifically, two brokers [8] and Tapestry [12]. Such systems offer high-performance
which manage similar subscriptions should be placed verypoint-to-point routing for large scale networks. Their
close (in the best case they should be neighbors) in the netself-reconfiguration capability is exploited for fault-tolerant
work topology graph. In this way when an eventatch- routing and for adjusting routing paths with respect to met-
ing subscriptions at both brokers will be received by one of rics of the underlying network.
them it will be delivered also to the other broker in as few  Overlay network infrastructures represent a general con-
as possible TCP hops. nectivity framework for many classes of peer-to-peer ap-

This reconfiguration algorithm has naturally to work in plications. For example, Scribe [7] and Bayeux [11] are
synergy with an underlying content-based routing protocol two topic-based publish/subscribe systems built on top of
as similarity among subscriptions can be found by locally two overlay network infrastructures (respectively Pastry and
exploiting content-based routing information each time a Tapestry). They do not deal with reconfiguration as it is
subscription change occurs at a broker. The algorithm re-completely managed by the overlay network level.
arranges the network topology on a local base and endows With respect to the aforementioned systems, our ap-
two main mechanisms: proach to reconfiguration differentiate in two senses: i) it
o i o is specific for the content-based routing problem and ii) it
e A s.|m|la_r|ty metric (a._ssgaanwty) local at each bro.ke.r, operateson the same level as content-based routing. That

which gives an heuristic to count the degree of similar- js rather than basing reconfiguration on the underlying net-
ity of the subscriptions managed by a broker with the o1k e start from an existing routing algorithm (Siena’s)
ones of its neighbors. This function is computed each 504 add a dynamic behavior that rearranges the topology

Eme there is a change at a broker in its local subscrip- ¢onsidering the distribution of interest on the subscribers.
ions.

e Aprotocol, initiated at a brokeB, when thereisasus- 3 Publish/Subscribe M odel
pect that the associativity function could be increased

by connecting directlyB to another broke’ with This section defines the key concepts related to the
high degree of similarity. This protocol first finds' model of content-based publish/subscribe event service we
(if any). In the affirmative, it connect® to B’ and refer to in the rest of the paper, including a presentation of

removes the connection betweéhand its neighbor  the content-based routing algorithm on which our reconfig-

which is on the path to get tB’. uration algorithm is based.

The paper is structured as follows. Section 2 presents th<=3
related work, Section 3 introduces the system model. Sec-

ion 4 ri first the rational hind the pr Igo- o .
tion 4 describes first the rationale behind the proposed algo Subscriptions and events are defined over a predeter-

rithm and then the reconfiguration algorithm itself. Section mined event schema. constituted by a seh afttributes

5 discusses some improvements over the reconfiguration al_each defined throu h 2 name and );t e where th’e he

gorithm and Section 6 finally concludes the paper. an. ype, yp
can be a common basic type such as integer, real or string.

The event schema can be graphically represented as an n-
2 Related Work dimensionakvent space. In the following of the paper we

consider a structured and fixed event space, that is all events

The contribution of this paper relates to two research and subscriptions adhere to a same structure defined by the

topics: content-based publish/subscribe systems and selfevent space itself. We follow this approach for ease of pre-
configurable application-level networks. Content-based sentation, though the majority of the actual systems use an
routing algorithms have been widely studied in the litera- unstructured event space. However, all the concepts here
ture. Systems such as Siena [2], Gryphon [1], JEDI [3] and, can be simply generalized to the unstructured case.
more recently, Hermes [6] implement efficient and scalable  An event is a set ofi values for each attribute, whose
routing algorithms that reduce network traffic by selectively type is consistent with that attribute’s type. If all values

.1 Eventsand Subscriptions



are defined for every attribute, an event can be considered
as a point in the event space. Therefore in the sequel for
simplicity we abstract the notion of subscription as a sub-

set of events of the event space defined by using a set of

!

constraints over numerical attributes. We say that an event /
matches a subscription if the point it represents falls inside zone |/

the zone identified by the subscription. As far as figures wnl — = w
are concerned, for ease of presentation we only consider a - '
2-dimensional event space. “

3.2 Publish/Subscribe Event Service Figure 1. Routing Table Example

A distributed event notification service is composed by a
set of processes, namadyent brokers, {Bjy, .., B, } inter-
connected through transport-level links. In particular main-
tains a set of open connectiotigks) with other brokers (its
neighbors). The link connecting brokels and B; is indi-
cated withl; ; (or /; ;) and the set of neighbors &f; is in-
dicated withV;. A broker can be contacted by clients, that
depending on their role, can be divided dubscribers or
publishers. Publishers produce information by firing events X i
to one of the brokers, while subscribers express their inter- Figure 1 S_hOW_S an example of routing table for braker

where outgoing links are denotég; andl, .. The second

ests for specific events by issuing subscriptions to one of | foach h . ¢ all th
the brokers. Each broker stores locally these subscriptionsc? umn o ea(; benlir%ﬂ; reﬁ_rek;sentst eunion o aht € zr(])ne
and communicate with other brokers in order to propagate0 interests of brokers which are connectedpthroug

events fired by its publishers. We define as tbee of in- [0 e denote such union as the zaoeered by lo,;.
terest of a brokerB, denotedZ s, the union of all local sub-

Routing tables have to be kept updated whenever a sub-
scription change occurs When a new subscriptioX ar-
rives at a broke3;, if X is not a subset ofz,, it propa-
gatesX to the other brokers and is added t&Z,. When a
brokerB; becomes aware of through a message received
from one of its incoming TCP links, namely it updates
its routing table by addin( to the to thel's entry in the
routing table.

scriptions atB. 4 The Reconfiguration Algorithm
Each time an event is received by a brokeB either
from its local publishers or from a link, it matchesgainst We callreconfiguration the process through which a bro-

all local subscriptions and then forwarethrough the links  ker alters the topology of the network in order to improve

which can lead to potentials subscribers (this corresponds  the performance of the routing algorithm. This section firsts

to a routing operation). In this case we say tBaacts asa  describes the idea underlying reconfiguration based on sub-

forwarder fore. scription similarity and then presents a reconfiguration al-
Finally, the following basic assumptions state: gorithm.

e brokers are initially arranged in an acyclic topology 41 Basicldea
graph where an edge is a TCP-like connection; '

e there exists an underlying content-based routing proto- ~ Let us consider a random acyclic topology characterized
col whose specification are given in the next section. by an average distandebetween two brokers. L&t be a
broker of such a network antl the subscription it holds. If
3.3 Content-based routing protocol all brokers can generate an event of interestBawith the
same probability, then the valdealso provides the average
We consider the content-based routing algorithm for cost, expressed in terms of TCP hops, required to deliver
acyclic peer-to-peer topologies introduced in Siena [2]: sub-the event toB. Let now B’ be another broker that holds
scriptions are diffused in order to build paths for routing the same subscriptioX’. The minimum average cost of
events; subscription diffusion is limited exploiting cover- delivery the events both t6 andB’ is obtained whe and
age relationships among subscriptions. The key aspect of’ are directly connected. The simulation results reported

Siena is to dispatch events to all the intended subscriberdn [4] provides a quantitative analysis of the improvements
by excluding parts of the network with no interested sub- OPtained when brokers with similar interests are kept close

scribers. This allow to largely reduce event traffic with re- ©&ch other. In particular, it is evident from simulations that

spect to naively flooding each event over the entire network™ 14 complete description of Siena is out of the aim of this paper, the in-
[4]. terested reader can refer to [2] for a complete description of the algorithm.




when similar subscriptions are scattered over the network,selectivity of the routing algorithm. However, other issues
the routing algorithm falls into its worst case, offering little arise when trying to improve the efficiency of the routing
advantages over a simple flooding of events. process. We will discuss them in Section 5.2.

The rationale underlying our reconfiguration approach is
the following: suppose that the current network of brokers
is represented by the gragh and letB be the only bro-
ker with subscriptionX. When a brokeB’ in the network
receives the same subscriptigh (or one that is “similar”
to X), the topology of the network is rearranged in a such

a way that, ifG’ is the new graph then: (B and B’ are
neighbors inG’, (ii) the graphG’ remains acyclic; (iii))G
andG’ have the same average distance between two brokers
(i.e. the graph&’ andG have the same “randomness”).

—
)

—
N
~

4.2 Associativity

= |

One main point of our approach to reconfiguration is to QKC(.E)
define how subscription similarity can be measured. Be-

ing B; and B, two brokers hosting subscriptions that partly

overlap, there is some probability that some events in which  Figure 2. Possible Approaches to Reconfigu-

B isinterested also intereB%, or viceversa. Following this ration

simple interpretation, it is straightforward to measure the

communality of interest between two brokeXsandY as

the area of the intersection of their zones of intefésind

Y. Then, we can consider as the first objective of reconfigu-4.3 Design Constraints

ration the reduction of the distance between brokers having

intersecting zones of interest. The metric that a broker will  Different solutions may be considered for placing broker
locally try to enhance in order to obtain this behavior is the with similar interest close to each other:

associativity. Given two zones X andY, we define the

associativity betwee andY as following: e Moving clients. A subscriber client may be forced to

connect to a broker that already hosts similar subscrip-
tions (Figure 2(a)). This solution can lead to badly

distributing load among brokers, because brokers with
more subscriptions will also have to maintain a higher

AS(X,Y) = |XOY]

Being B; and B, two brokers, with zones of interest

Zp, and Zp, respectively, the associativity betweéh
and B, is defined asAS(B;,Bs) = AS(Zg,,ZB,). If
Zp, N Zp, = @thenAS(B;,B2) = 0. In the following

number of client connections. Moreover, the number
of connections that a client has to maintain can unpre-
dictably grow when it has subscriptions spanning dif-

the notatioru; ; will also be used to denote the associativity
between broker®; andB;. Subsequently, an overall value _ o _ .
of the associativity for a broke!is’ can be simply defined as e Moving subscriptions. Clients remain connected to

the sum of the associativity values wifky and each of its the broker they contacted first, but their subscription
neighbors: are moved to a different broker (Figure 2(b)). Simi-

lar subscriptions can be assigned to neighbor brokers.
The idea of moving subscriptions from one broker to
another is exploited by topic-based systems such as
Bayeux [11], Scribe [7]: such system assigns subscrip-
tion for a same topic to be hosted on a same broker.
Though this is surely an interesting approach, many
problems arise when applying it to a dynamic content-
based system: defining a criteria for grouping content-
based subscriptions and assigning uniquely a group of
to a broker is a difficult task, especially when assum-
ing that the number of brokers may change over time.
Wang et al. in [10] apply this idea to content-based

ferent interests.

AS(Bi) = >_p, en;, AS(Bi, Bi)

Rearranging the network in order to obtain an increment
of the associativity at every single broker, means increas-
ing the probability that two brokers with similar interest get
close to each other. This enhances the overall degree of lo-
cality in the network, approximating a situation wheté
brokers with same interest are in a same part of the net-
work, that for the discussion in Section 4.1 enhances the

2Here with “zone” we refer indifferently to a zone of interest of a broker
or a zone covered by a link.



The reconfiguration process is structured in two phases,
namelydiscovery andrearrangement. Each of the phases
corresponds to one of the constraints imposed by the
content-based routing (Figure 3):

e SinceB does not know all the interests of the brokers,
adiscovery phase is executed to find the possible new
neighbors. The discovery phase is based on a query-
reply cycle: B sends a series of Discovery Request
messagesl{ REQ) on the network routed through all
the possible neighbors. Each broker receiving the mes-

. ] . sage can either reply or forward it further to its neigh-

Figure 3. Reconfiguration Example bors. Eventually, a reply is generated for each request

and sent taB;. The reply message can be either a pos-

itive (PRE P) or negative VRE P) response. A pos-
itive response contains the reference of the brokers to
which B; has to connect.

Discovery phase Rearrangement phase

systems but only considering subscriptions with equal-
ity operators and a fixed number of broker.

e Moving brokers. A broker creates a connection to
one that has a similar zone of interest (Figure 2(c)).
This approach is the one that more easily adapts to
the content-based routing algorithm presented in Sec-
tion 3.3. It can be realized acting only on the connec-
tion among brokers without having to involve clients
or move subscriptions.

e When B opens a new connection, this creates a cycle
in the network. Then, whe® adds a new neighbor it
also has taemove one of its old ones, in a way such
that the no cycles appear. In tr@rrangement phase,

a new link is created fronB;, in correspondence to
all the positive reply messages. When a new connec-
tion with a brokerB’ is created, network topology is
maintained acyclic, simply by deleting the link from
which the request that reachétl has been sent. Fi-
nally, routing tables are updated.

The algorithm presented in this paper exploits the latter
solution. The idea of the algorithm is very simple: when a
broker changes its zone of interest, it identifies a new neigh-

bor with a high similarity and_ tries to con_nect_ to it. How- Figure 3 depicts an example of reconfiguration triggered
ever, th_e cqntent-based routing mechanism imposes some, brokerB, when its zone of interest switches i , with
constraints in the actual realization: X1NX + ©. During the discovery phase, thgR EQ mes-
sage reacheB,. In the rearrangement phase the new link
from By to By is created, and the previous neighligy is
disconnected by3,. Finally, we specify the behavior of a
broker in case its zone of interest shrinks, after an unsub-
scription: the reconfiguration process is simply triggered in
e The topology must be maintained acyclic also after re- 0ne of the neighbors, reducing to the described case.

configuration occurs. This is a basic assumption for

the routing algorithm to work properly and efficiently. 4.5 Algorithm Details

e A broker does not have the exact knowledge of all
the subscriptions stored by other brokers in the sys-
tem. Through its routing table it only keeps an approx-
imated view of the subscription distribution.

In the remainder of this section we introduce a reconfig-  This section analyzes in more details the reconfiguration
uration algorithm that accounts the constraints above. algorithm, in the case a brokét; augments its zone of in-
terest due to a subscribe request from a client.
4.4 Algorithm Description
Starting the Reconfiguration When a client issues a sub-
The reconfiguration algorithm can be triggered when the scribe request, the zone of interest at a brakeremains
overall associativity at a brokdB changes due to a mod- unchanged if the zone added by the subscriber is already
ification in its zone of interest, after a subscribe or an un- covered by other subscriptions. Obviously in this case nei-
subscribe request from a client. When the zone of interestther reconfiguration nor routing table update are triggered.
grows, it can be an opportunity f@ to increase its associa- When B,’s zone of interest increases froM,;; to X,
tivity: B has to find a brokeB’ in the network such thatby B, will try to substitute its neighbors in order to enhance
connecting with it, a contribution to associativity is gained its associativity. Intuitively, a reconfiguration starts when
with respect to the new zone of interest. can find a more convenient neighbor. Thizs,will remove



neighborBy,, whose associativity withs; is a x, if it exists

a brokerB,, reachable from link; 5, whose associativity
with B, is higher tham, . The presence of such a broker
can be inferred by3; only from the routing table. That is,
if B, exists, its zone of interest will be included in the zone
covered byB;,’s links.

That s, a discovery request message,
DREQ(Bs, X, tx), is sent through any link, ; cov-
ering a zoneZ; such thatAS(X,Z;) > asi. The
messageD RE(Q contains the new zon&', the reference
of the source brokeB, and theassociativity threshold
tr = AS(X, Zy) — Qs k-

Discovery Phase The discovery phase consists in for-

Figure 4. Alterative Mechanism for Link Re-
moval

5 Improvementson the Basic Algorithm

warding the request message through the brokers’ network This section discusses some inefficiency in the defini-

to greedily reach the first broker whose associativity with
B, exceeds the associativity threshold.

When a broketB receives aDREQ(B,, X, t) from a
neighborB;, it can propose itself as the new neighbor or
forward the request again. To this enfd; calculates the
associativitya = AS(X, Zp,) between the zon& and
its current zone of interest,. If a > ¢ then B; sends
the positive reply messageéREP(By) to the brokerB;
and does not propagate the request any further. IR& P

tion of the associativity metrics and the reconfiguration al-
gorithm, as presented in the previous section. Possible so-
lutions to overcome such problems are presented.

5.1 Link Removal
The algorithm described above simply removes the link

on which a request is sent. This can obviously cause a
broker to disconnect from a neighbor, also if its associa-

message contains the identification of the candidate brokergivity is greater than 0. Revisiting the example in Figure

By.
Otherwise, the request is forwarded in order to /&t

3, if broker By had non-zero associativity with brokét,
(X1 NnY # ©), this would be lost after reconfiguration.

get as closer as possible to a source of higher associativityThough the overall associativity increases, with a simple
By checks whenever some of its neighbor links (except the modification to the algorithm the reconfiguration process

one connecting3;) cover a zone whose associativity with
X is higher thart. If no links exist that satisfy such a con-
dition, thenB; sends a negative reply messagy&E P to
B,. Otherwise, thedD RE(Q message is sent to the link that
covers the zone with higher associativity with

Rearrangement Phase After a brokerB, has issued the
discovery requests, it waits for all the replie8, can start

the reconfiguration as soon as a reply is received, as at mo
one request is issued for each link, and all corresponding

replies can be treated separately. IiV&R P message is
received, nothing happens. IfRRRE P(B,) is received by
broker B, B, creates a new link with the brokét, speci-
fied in the message.

EachPREP is associated to the linls ;, from which the

can be made much more effective, avoiding associativity
losses with removed neighbors. It is sufficient to consider
a different link removal criteria in the rearrangement phase:
when connecting to a new neighbor, the link to be deleted
is chosen not necessarily from the source broker but on the
whole path travelled by th® RE(Q message that connects
the source with the new neighbor. This link is chosen as one
that connects two brokers with no associativity. Perform-

dng a reconfiguration with this new criterion, the previous

example leads to the topology depicted in Figure 4. This
modification to the basic algorithm tend to preserve neigh-
bors that contribute to the overall associativity and discard
neighbors that do not, obviously enhancing the associativity
at all the brokers involved in the process.

corresponding request started: such a link is dropped, in or-5-2 Refining Associativity Definition

der to maintain an acyclic topology. Deletihg, keeps the

network completely connected, provided no reconfiguration  Considering only the intersection of the zones of interest
request has been issued by other brokers in the meantime. As a metric for subscription similarity is not sufficient for
request flowing on a same path travelled by another requesbbtaining an efficient topology: for example, brokers with
currently in progress has then to be blocked. Each time thesmall zones of interest will be excluded from the reconfig-
network configuration changes, due to the creation or theuration as they cannot provide high values for intersection.
deletion of a link, routing tables have to be updated on all Also normalizing the intersection against the smallest zone
the brokers on the path frofd;, to B,.. creates undesired behavior: small zones will be easily con-



tained in biggest one and brokers which host them subse-basic steps in this direction that we presented in this paper

guently obtain high value for the metric. The result is that require further investigation, especially for what concern

broker with small zones will easily connect to other ones the evaluation of costs and benefits of reconfiguration. In

and will more probably receive more events they do not particular, we have to determine if some circumstances ex-

need. ist in which the traffic generated by the control messages of
Contrarily, brokers with smaller zones of interest have the reconfiguration algorithm may outweigh its advantages.

to receiveless events: beingB; and B; two brokers with An extensive simulation analysis is currently in progress.

zones of interesf i, and Zp, respectively, ifZg, € Zp,
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