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Computer Systems

Centralized Systems
(Mainframes, Workstations, etc.)

Distributed Systems

Client/Server p2p

HybridStructured Unstructured
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Client/Server paradigm is the most used communication paradigm 
in network communications.

It is very useful and efficient when a single provider(server) must 
distribute contents replying to a request

It is hard to obtain scalability in this manner

Server is the single point of failure of the whole system

Client/Server Architecture
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“P2P is a communications model in which each party has the same 
capabilities and either party can initiate a communication session” - 
Whatis.com

“P2P is a class of applications that takes advantage of resources – 
storage, cycles, content, human presence – available at the edges of 
the internet” - Clay Shirky, O’Reilly

“A type of network in which each workstation has equivalent 
capabilities and responsibilities” - Webopedia.com

“A P2P computer network refers to any network that does not 
have fixed clients and servers, but a number of peer nodes that 
function as both clients and servers to other nodes on the 
network” - Wikipedia.org

P2P System: Definitions
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P2P Systems: Properties

The Peer-to-Peer model defines a communication paradigm where:

!  there is a decoupling between nodes and objects that nodes have to 
maintain

Applications

A world of Objects

get()store()
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P2P Systems: Properties

The Peer-to-Peer model defines a communication paradigm where:

!  there is a decoupling between nodes and objects that nodes have to 
maintain

!  
Applications
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!  p2p systems provide 
primitives to remotely 
search get() and store 
object store()  
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The Peer-to-Peer model defines a communication paradigm where:

!  there is a decoupling between nodes and objects that nodes have 
to maintain

!  p2p systems provide primitives to remotely search get() and 
store object store()  

!  there is a resource sharing among nodes

!  Resources can be cpu load, memory, bandwidth, ecc....

!  there is a direct interaction between any pair of nodes (no 
intermediate) 

!  system is dynamic: nodes can join or leave the system when they 
want without system stops working

P2P Systems: Properties
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! Self-Organization

!  There is not a central authority

!  Each node is autonomous

! Heterogeneous Nodes

!  Each node has different capabilities (CPU, memory, storage, 
bandwidth, etc...)

!  Heterogeneity must not influence performance of the whole 
system

! Churn Rate

!  Frequency of arrival/departure of nodes

!  Defines the level of dynamism of a system

!  Introduces perturbations inside the system, negatively 
influencing performance

Challenges of a P2P system
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!  Scalability

!  A P2P system can allow to manage up to millions of nodes 
(Gnutella, Kademlia)

!  Fault Tolerance

!  A P2P system can work flawlessly also in presence of a huge 
number of faults (crash or Byzantine)

!  Dynamism

!  A P2P system automatically manages the arrival/departure of 
nodes

Properties of a P2P System
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Unstructured Systems

!  Each Object is located on the providing node

!  The system is organized according to very simple rules

!  Searching an object can be hard because of the lack of 
“precise” organization

!  Adding/removing nodes is a relatively simple and cheap 
operation 

Resource Organizations
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Structured Systems

!  The location of an object in the system is established computing 
a function f() on an identifier of the object itself.

!  The organization of the system follows strict rules.

!  Locating an object is a trivial operation: computing the 
function f() on the identifier of the object we can directly 
know where the object is.

!  Adding/removing nodes is usually an expensive operation. 

Resource Organizations
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Nodes in a P2P System are organized to realize an application-level 
network

The application-level network topology drastically influences the 
behavior of the system

! Management: how complex is the management?

! Dynamism: is easy adding nodes to the network?
! Scalability: can the system grow without decading of 

performance?
! Fault Tolerance: does the network work in presence of faults?
! Resilience to Attackers: is the network able to react to external 

attacks (DoS)?
! Load Balancing: is the network able to balancing the load among 

different nodes?
There are “pure” topologies e “hybrid” topologies.

Topologies
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Pure

Centralized

Centralizzata

Hierarchical

Topologies
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Pure

Ring

Centralizzata

Graph

Topologies
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Hybrid

Centralized
+

Ring

Centralizzata

Centralized + Graph

Topologies
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Unstructured Systems



M
id

d
le

w
ar

e
 L

ab
o

ra
to

ry
M

ID
L

A
B

Allows to share every
kind of files.

The search is realized
using flooding in a
decentralized manner.

Each user asks objects
to its neighbours. They
forward the request to 
their neighbours and so...

After a predefined number of forwards (TTL) the request message 
is discarded.

Each user having the object replays to the requiring user. 

Gnutella
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The system is completely decentralized

! There is not a single point of failure

! It does not suffer DoS attacks

! It is not able to always provide correct results. 

Searching objects using “flooding” allows to realize a completely 
decentralized search. 

!  Distributed but not scalable

Gnutella



M
id

d
le

w
ar

e
 L

ab
o

ra
to

ry
M

ID
L

A
B

Cyclon

S. Voulgaris, D. Gavidia, and M. van Steen, “CYCLON: Inexpensive Membership Management for 
Unstructured P2P Overlays”, Journal of Network and Systems Management 13 (2005), no. 2

Cyclon is a distributed overlay management protocol:

!  Builds and maintains a logical network connecting a set of nodes 

!  This network resembles a random graph

!  Strong connectivity

!  Small diameter

It is based on the “view exchange” mechanism (shuffle):

!  Each node np maintains a small view Vp (set of neighbors) that is a subset of the 
entire system population.

!  Periodically a node exchange a part of its view with one of its neighbors

At runtime each local view can be considered as a uniform random 
sample of the entire system population
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Cyclon: Shuffling

Shuffling at node np 

!  Select a random subset of neighbors Lp (Lp ⊆ Vp) of size |Lp|

!  Select a random neighbor nq from Lp

!  Replace nq’s address with np’s address in Lp

!  Send Lp to nq

!  Receive Lq from nq

!  Update view to include Lq

At nq on receipt of Lp 

!  Select a random subset from view

!  Send Lq to np

!  Update view to include Lp
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Cyclon: Shuffling

!  A peer is never its own neighbor

!  At np on receiving Lq

!  Discard entries pointing to np in Lq

!  Fill any empty cache slots

!  Replace entries in Lq
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Cyclon

An example:

A B

C

D

E

F

G

H

VA={B,C,D,E}

VB={F,G,H}
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Cyclon

An example:

A B

C

D

E

F

G

H

LA={B,C}
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Cyclon

An example:

A B

C

D

E

F

G

H

LA={B,C}
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Cyclon

An example:

A B

C

D

E

F

G

H

LB={G,H}

LA={B,C}
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Cyclon

An example:

A B

C

D

E

F

G

H

VA={D ,E,G,H } VB={A ,C,F}
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Cyclon: Shuffling

!  No peer becomes disconnected
!  pointers move, so peers change from being neighbor of one peer to being the 

neighbor of another peer

!  If np initiates a shuffle to nq, then after the shuffle
!  np becomes a neighbor of nq

!  nq is no longer neighbor of np

!  Edges reverse direction
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Cyclon: Enhanced Shuffling

!  Basic Idea:
!  Each entry in cache has an age associated with it

!  Age is roughly the time since the entry was initially created

!  Perform shuffling with oldest entry in cache
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Cyclon: Enhanced Shuffling

! Shuffling at node np 
!  Increment age of all view entries

!  Select nq with highest age

!  Select L-1 random neighbors

!  Replace nq’s address with np’s address in Lp with age zero

!  Send Lp to nq

!  Receive Lq from nq

!  Update view to include Lq

At nq on receipt of Lp 

!  Select a random subset from view

!  Send Lq to np

!  Update view to include Lp



M
id

d
le

w
ar

e
 L

ab
o

ra
to

ry
M

ID
L

A
B

Cyclon: Node joins/leaves

! Property of random graphs
!  A random walk of length at lest equal to the average path length is guaranteed 

to end at a random node irrespectively of the starting node

!  A joining node np

!  contacts an existing node nq

!  performs c random walks of the expected average path length from nq

! For each random walk, the target node nr performs a shuffle of length 
1 with np

!  nr gets np in its view (age 0)

!  np gets the replaced entry of nr

!  The contacted node during a shuffle is removed if it does not respond
!  Such a node has higher age and therefore if it fails it will be selected and 

removed
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Cyclon

Service implementation on top of Cyclon:

! Cyclon does not provide any primitives for data storage/retrieval.

! Profile storage is done by the same profile owner (no replication)

! Search is implemented with a simple flooding-based broadcast

! The searching node sends a lookup message to all its neighbors

! Each node that receives a lookup message:

! discards the message if it previously received another message for the same 
lookup

! reply back if it stores the searched profile

! Forwards the message to all its neighbors
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Structured Systems
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A step forward in P2P systems

Characteristics: 

! Self-Organization

! Fault Tolerance

! Load Balancing

! Scalability: many guarantee a maximum number of steps to obtain 
an answer.

! Overlay networks provide API to develop distributed applications 

They are based on distributed hash-tables.

Overlay Networks



M
id

d
le

w
ar

e
 L

ab
o

ra
to

ry
M

ID
L

A
B

Hash table is a data structure that collects values and that guarantee 
small reading and writing time.

Values are divided in buckets by mean of a function h() that 
associate each value with the relative bucket.

Distributed hash tables (DHT) extend this concept in a distributed 
scenario:

! allow to store pairs (key, value).

! each node stores only a subset of the whole set of keys (its 
bucket).

! In order to know the node that store a value, it is sufficient to 
compute h(key) where (key, value) is a pair of the DHT.

! They must manage efficiently the adding/removing of nodes 
(consistent hashing)

Distributed Hash Table
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A DHT provides two primitives:

put(k,v)  : stores the value v into the node responsible for the 
key k
get(k)  : requests to the node, responsible for key k, the value v 
corresponding to k

Nodes, keys and values are managed such as strings of bits:

NodeID  : string of n bits univocally identifying a node in the 
system.
key  : string of n bit univocally identifying a value in the system

value  : string of bytes without a predefined length

Distributed Hash Table
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There are a lot of service that can be implemented using a DHT:

! File sharing

! Storage

! Database

! Name Directory

! Chat

! Publish/subscribe Systems

! Distributed Cache

! Streaming audio/video

! ...

Distributed Hash Table
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... but what kind of characteristics must have a DHT?:

! Keys should be uniformly distributed on every node in the 
system (load balancing).

! Each node must maintain only informations about a (small) 
subset of the nodes in the system.

! Each request should be efficiently forwarded among nodes.

! Adding or removing a node should involve only a small number 
of nodes.

Distributed Hash Table
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Several implementations of DHT:

! Chord [MIT]

! Pastry [Microsoft Research UK, Rice University]

! Tapestry [UC Berkeley]

! Content Addressable Network (CAN) [UC Berkeley]

! SkipNet [Microsoft Research US, University of Washington]

! Kademlia [New York University]

! Viceroy [Israele, UC Berkeley]

! P-Grid [EPFL Ginevra]

! ...

Distributed Hash Table
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Node ID: unique identifier of a node composed by N bits (usually 
obtained applying hashing functions on IP address of the 
node)

Key: identifier of N bits obtained computing hashing function on a 
sequence of bytes

Value: a sequence of bytes

Operations:

! insert(key, value)

! lookup(key)

! update(key, new_value)

! join(n)

! leave( )

Chord
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Nodes are organized inside 
a “logical ring” composed by 
keys of N bits.

Each node is responsible 
for every key that 
comes before it in the ring 
(it is defined the function 
successor(k)).

The hash function h() 
guarantees an uniform
distribution of the keys 
and nodes in the ring.
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successor(7)=10

Chord
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Each node maintains a 
routing table with 
O(log N) rows.

i-th row in the table 
belonging to node 
identified by X,  contains
node returned by 
successor(X + 2^(i-1))
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1 key nodeID

1+2^0 2 5

1+2^1 3 5

1+2^2 5 5

1+2^3 9 10

Chord
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Searching a key...
(lookup)

Each node selects 
by mean of its finger table 
the farest finger whose key 
comes before (or it is
equal) the requested 
key and forwards the request
corresponding node

In this way
There is the certainty that, 
in a finite number of steps, 
the key lookup ends and the request  
reaches the node responsible for the searched key.
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lookup(6)

10 key nodeID

10+2^0 11 11

10+2^1 12 15

10+2^2 14 15

10+2^3 2 2

2 key nodeID

2+2^0 3 5

2+2^1 4 5

2+2^2 6 7

2+2^3 10 10

Chord
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Management of join/leave

Two properties must be maintained:

! Finger tables have to be correct

! Each key k has to be managed by the node successor(k)

Join(n) :

A. Predecessor and fingers of n are initialized
B. Predecessors and fingers of other nodes in the network will be 

be updated to take into account

C. All keys, whose successor is become n, will be moved in n

Chord
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A. Initialization of the predecessor and Þngers:

Computing the finger table is trivial:

For each row in the finger table the node asks to each other node 
in the network to compute the successor(n+2^(i-1)).

In order to compute the predecessor:

1.n asks to a node to compute n’=successor(n)
2.n asks to n’ who is its predecessor
3. the predecessor of n’ becomes the predecessor of n

Chord
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B. Update of predecessors and Þngers of other 
nodes in the network:

Hyp. After the join of n, n should become the l’i-th finger of a node 
p.

This can happen if and only if:

! p comes before n of at least 2^(i-1) keys

! the node m identified by the i-th finger of p satisfies 
m=successor(n)

The first node that is able to satisfy these conditions is 
successor(n-2^(i-1)).

For each finger i, the algorithm covers the ring counterclockwise 
starting from the key n-2^(i-1) updating the i-th finger of each 
node p’ for which n=successor(p’+2^(i-1)).

Chord
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C. All key whose n is become the successor will be 
moved in n:

This operation can be completed with a simple ispection of the 
keys managed by successor(n).

The algorithm used by nodes to leave the network is similar.

Chord
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In a sistem with N nodes and K keys:

! There is high probability that a node will be responsible of K/N 
keys.

! Each node maintains informations about O(log N) nodes

! There is high probability that a search is completed in O(log N) 
steps.

! When a node executes a join/leave only O(1/N) keys must be 
moved and, to complete the operation, will be produced 
O(log^2 N) messages.

Chord
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The decoupling between “logic network” and “physical network” can 
introduce very bad performance in practical implementations.

“Neighbor” nodes in the logical ring can be very far away in physical 
distance.

37
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85
65

1 12

Chord
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Kelips

Indranil Gupta, Ken Birman, Prakash Linga, Al Demers, Robbert van Renesse, “Kelips: Building an 
Efficient and Stable P2P DHT Through Increased Memory and Background Overhead”, 
Proceedings of the 2nd International Workshop on Peer-to-Peer Systems (IPTPS '03)

Kelips is a distributed algorithm implementing a hybrid structured/
unstructured scheme with store/lookup capabilities:

! Every node is mapped through a hash function to one of several groups.

! Every object, mapped to one of the groups, is managed by one of the nodes 
belonging to that group.

! Every node manages three data structures:

! Local view: the set of nodes belonging to it same group.

! Contacts: a subset of nodes belonging to other groups.

! Filetuples: an index of objects managed by nodes in its same group.

! Data structure content is maintained up-to-date through a continuous gossip 
stream of information among nodes.
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Kelips

An example:

Group 1 Group 2 Group k
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Kelips

Object search:

! If the node group and searched object group match, the node just looks into 
filetuples.

! Otherwise it looks into contacts for a node belonging to the same group of the 
searched object and forward it the request.

! To improve robustness versus stale information in data structures, the node can 
forward randomly the request through a (short) random walk.
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Kelips

Service implementation on top of Kelips:

! The group a node pertains to is calculated applying a hash function to the user’s 
friendly name.

! The profile is maintained on the same user’s node.

! To search for a profile a node just needs to know the friendly name associated 
to the profile.
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Search in peer-to-peer 
systems
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! What is a peer-to-peer system ?
! A set of hosts (nodes) that communicate and exchange information to 

implement a service/application

! Usually all the hosts have the same role in the system

! Results stem from collaboration among nodes

! Common characteristics:
! Large scale

! number of nodes

! global load

! Nodes unreliability

! Faults

! Churn

! Selfish/Byzantine behaviors
! Lack of central administration => self-administration

Peer-to-peer systems
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! Problem : the user must access some data stored somewhere in the 
system

! The search mechanism, given a query, returns data satisfying the query 
or identifiers of nodes where these data are stored.

! Challenges:
! Nodes are unreliable: they can exit the system at any time, due to crash o leave

! The scale of the system is large

! searched data can be stored on one single node among millions

! millions of users also mean a large number of concurrent searches

Search in P2P systems
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! Expressiveness
! The way the system let user specify queries.

! Examples:
! Key lookup : each resource is identified with a “key” (identifier).  A search 

specifies a key. The mechanism returns data identified by the searched key.

! Keywords query : a query contains a set of searched keywords (e.g.  Q=” 
low-cost flight Paris”. The mechanism returns data containing the searched 
keywords. Results of keyword searches can be sometimes ranked and filtered by 
relevance.

! Aggregate : aggregate functions (Sum, Count, Max, etc.) can be used to obtain 
properties extracted from the whole data collection (e.g. How many documents 
contains the world “p2p”?)

! SQL : Current research on supporting SQL in P2P systems is preliminary.

Functional requirements
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! Stop condition
! Defines the “completeness” of the answer expected from the system

! every result

! the first result found

! a subset of the results with a certain size

Functional requirements
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! Quality of Service
User-perceived qualities.

! Accuracy  - the result set does not contain data that do not match the query

! Result set size

! Completeness - the result set contains all data that satisfies the search criterion

! Satisfaction - the first n results are provided to the user

! A single result is sufficient

! Responsiveness 

! Time to obtain the first result

! Time to obtain the entire set of results

More specific QoS metrics can depend on applications.

Non-functional requirements
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! EfÞciency
! Reduced resource usage to answer a search

! Bandwidth

! Memory

! CPU

! Battery

! ...

! Robustness
! failures and dynamics should not impact service efficiency and QoS

Non-functional requirements
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! System topology
! Tree, ring, torus, mesh, butterflies, random graphs, k-regular graphs, etc.

! Data positioning
! Source

!  Data is left on the node that inserted it in the system

■Structure

! Data (or a pointer) is moved to a specific node

! Replicated (with structure)

! Replicated (random)

! Replication increases both robustness and responsiveness

Design choices
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! Routing
! How queries are routed inside the system to reach those nodes where they are 

positively evaluated

! Blind search approach

! No hint about the position of searched data

! Flooding-based techniques

! simple

! robust

! expensive

■Random walks

Design choices
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! Routing
! How queries are routed inside the system to reach those nodes where they are 

positively evaluated

! Informed search approach

! Information about data positioning is first distributed in the system and then 
exploited to improve search mechanism performance

! Exact search

! like in DHTs

■Hint-based

! Approximate information about data location

Design choices
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! Breadth First Search (BFS) / Flooding
! No specific data positioning strategy

! The query is routed to all the nodes in the network

! No limits on expressiveness

! Huge overhead => low efficiency

! Robust

! Returns complete results

A small survey: blind search
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! Limited horizon
! No specific data positioning strategy

! The query is flooded in the network

! The search scope is limited through Time-To-Live.

! No limits on expressiveness

! Robust

! Completeness of the result set cannot be guaranteed

! Goal: reduce query forwarding

! [Gnutella, www.stanford.edu/class/cs244b/gnutella_protocol_0.4.pdf]

A small survey: blind search

http://www.stanford.edu/class/cs244b/gnutella_protocol_0.4.pdf%5D
http://www.stanford.edu/class/cs244b/gnutella_protocol_0.4.pdf%5D
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! Iterative deepening
! Similar to limited horizon

! Various runs with increasing TTL values until results are found

! Suited to applications where a subset of results is needed

! Goal: reduce query forwarding in most cases while still providing result 
completeness

! [Yang, Garcia-Molina - "Improving Search in Peer-to-Peer Networks", ICDCS ‘02]

A small survey: blind search
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! Directed BFS
! Each node forward a query to a subset of neighbors

! The query is sent to those neighbors through which nodes with many quality 
results may be reached, thereby maintaining quality of results

! Neighbors that returned an high number of results for previous queries

! Neighbors that returned response messages that have taken the lowest average 
number of hops (searched data is in its proximity)

! Neighbors that has forwarded large number of messages (stable node with available 
resources)

! Neighbors with short message queues (avoid congestion)

! Queries are routed from the “edges” of the system toward more “populated” 
zones

! Goal: reduce query forwarding

! [Yang, Garcia-Molina - "Improving Search in Peer-to-Peer Networks", ICDCS ‘02]

A small survey: blind search
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! Local indices
! Routing is done like in BFS

! Each node maintains information about data stored on nodes that are r-hops 
away from it

! Each query is evaluated only at specific distances from the source

! Nodes that evaluate the query answer on behalf of those nodes whose data 
they index

! Goal: reduce global processing time

! [Yang, Garcia-Molina - "Improving Search in Peer-to-Peer Networks", ICDCS ‘02]

A small survey: blind search
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! Uniform index caching (UIC)
! Equivalent to limited horizon but...

! Each node maintains in a cache answer to the last n query answers that it 
forwarded

! Queries contained in the cache are answered quickly, without the need of 
forwarding them.

! Problems related to cache management

! Sensible to topology changes

! Goal: improve responsiveness and reduce query forwarding

! [Markatos - "Tracing a large-scale Peer to Peer System: an hour in the life of 
Gnutella", IEEE/ACM International Symposium on Cluster Computing and the 
Grid, 2002.]

A small survey: blind search - cache based



M
id

d
le

w
ar

e
 L

ab
o

ra
to

ry
M

ID
L

A
B

! Distributed caching and adaptive search (DiCAS)
! UIC causes a lot of duplicate cache entries in the whole system

! In DiCAS each node caches only specific queries

! each node choose a random group identifier [1,...,x] when it joins the system

! each query is mapped to a group identifier through an hash function

! a node caches a query result only if the query hash matches its group identifier

! Queries are mainly routed to nodes that can have an answer in their caches

! Goal: like UIC, but also reduces memory overhead due to caching

! [Wang, Xiao, Liu, Zheng - "Distributed Caching and Adaptive Search in Multilayer 
P2P Networks", ICDCS ‘04]

A small survey: blind search - cache based
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! Distributed caching and adaptive search (DiCAS)

A small survey: blind search - cache based

key of distributed caching is to determine whether an in-
coming query response should be cached or not so that the 
duplicated query responses among neighboring peers can 
be minimized. In DiCAS, when a peer joins the P2P sys-
tem, it will randomly take an initial value in a certain range 
[0..M-1] as its group ID so that all the peers are separated 
into M groups. A uniform hash algorithm is employed to 
translate the queried file name string to a hash value. We 
define that a query matches a peer if the equation below 
can be satisfied. 

Peer Group ID  =  hash(query)  Mod  M 

For a passing query response, each peer overhearing 
the response independently performs a computation on the 
response using the hash function, and caches this response 
only when this hash value matches the peer’s group ID. 
For example, when M = 2, all peers are separated into two 
different groups. Suppose the modulus operation result of a 
file name’s hash value equals 1. Only the peers in group1 
will cache this response, as illustrated in Figure 5.  
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Figure 5 Cache strategy of DiCAS 

4.3. Adaptive Search 

Accordingly, a query is also forwarded to only 
neighbors with a group ID that matches the hash value of 
the desired file name in the query. For example, when a 
node receives a query which matches group ID of 1, the 
query will only be forwarded to neighbors with group ID 
of 1. We claim the group ID is uniformly distributed in the 
P2P network due to its value being randomly chosen. 
Benefiting from the group ID’s uniform distribution, a 
query can be forwarded to matched neighbors in most 
cases. However, it is still possible that query forwarding 
can be blocked if none of a peer’s neighbors have a 
matched group ID. To avoid the early death of the query, 
the peer will select a neighbor with the highest connec-
tivity degree to forward the query to in this case. Based on 
the adaptive search algorithm above, the query forwarding 
will be restricted to peers with the matched group ID. 
Those peers form a virtual layer which has much smaller 
searching space than the original P2P network. Based on 
the modulus operation, the whole network is logically di-
vided into multiple layers and each query will be for-

warded within the correspondent layer with matched group 
ID.

5. Simulation Methodology 

5.1. Considerations of P2P Simulation 

It is unrealistic for us to make a considerable number 
of peers in Gnutella network configured with the support 
of DiCAS for the purpose of evaluating the performance 
improvement. We decided to develop a DiCAS simulator 
for a large-scale cache-aware P2P network.  We choose to 
simulate each peer’s message-level behaviors as an effort 
to investigate searching and index caching on all peers 
across the entire network.  Each simulated peer is able to 
send queries, modify local and response index caches, and 
generate responses based on both caches. Our previous 
experiences on network simulations and experiments show 
that simulation configurations and parameters strongly 
influence the validity of simulation results. In this section, 
we summarize a list of network parameters used in the 
simulations of previous studies. 

The parameters that determine the simulation scenar-
ios fall into three categories: network and topology pa-
rameters, workload parameters, and initial con-
tent/keyword distributions over the network. Content 
popularity at a publisher follows Zipf-like distribution (aka 
Power Law) [19, 20], where the relative probability of a 
request for the ith most popular page is proportional to 1/i ,
with typically taking on some value less than unity.  
The observed value of the exponent varies from trace to 
trace. The request distribution does not follow the strict 
Zipf’s law (for which =1), but instead follows a more 
general Zipf-like distribution.  Query word frequency does 
not follow a Zipf distribution [21, 22]. User’s query lexi-
con size does not follow a Zipf distribution [21] but with a 
heavy tail.   

Both the overall traffic and the traffic from the 10% 
most popular nodes are heavy-tailed in terms of host 
connectivity, traffic volume, and average bandwidth of the 
hosts [7]. Paper [23] suggests a log-quadratic distribution 

(
2

10 ) for stored file locality and transfer file locality. 
The length of time that nodes remain available follows a 
log-quadratic curve [23], which could be approximated by 
two Zipf distributions. 

Research on content searching in P2P networks gener-
ally uses simulation to illustrate the effectiveness of the 
underlying approach. Thus the problem of choosing a de-
cent abstraction level becomes a critical issue, which in 
turn determines what simulation configuration is needed 
for such a scenario. For specific simulation, one should 
carefully choose related parameters and distributions such 
that the simulation results and observations are reasonable. 

Proceedings of the 24th International Conference on Distributed Computing Systems (ICDCS’04) 
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! Random walks
! Simple: each node forwards the query to one of its neighbors

! Stop condition: depends on the number of desired results

! Needs STRONG data replication or caching to deliver acceptable robustness 
and responsiveness levels.

! Goal: reduce query forwarding while quickly adapting to topology changes

A small survey: blind search
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! DHTs
! Nodes constituting the system are organized in order to realize a distributed 

implementation of an hash table

! each node is responsible for maintaining a specific subset of data

! an intelligent query routing mechanism route the query to the destination node in a 
logarithmic number of steps

! the mapping between data and nodes is realized through a globally known 
consistent hash function

! Elegant and efficient solution for exact-match queries => limited expressiveness

! Some solutions are sensible to churn

! [I. Stoica, R. Morris, D. Karger, M. F. Kaashoek and H. Balakrishnan, Chord: A Scalable Peer-to-Peer Lookup Service for Internet 
Applications, Proceedings of ACM SIGCOMM, 2001]

[A. Rowstron and P. Druschel, Pastry: Scalable, Decentralized Object Location and Routing for Large-Scale Peer-to-Peer Systems, 
Proceedings of International Conference on Distributed Systems Platforms (Middleware), 2001]

[S. Ratnasamy, P. Francis, M. Handley, R. Karp and S. Shenker, A scalable content-addressable network, Proceedings of ACM SIGCOMM, 
2001]

[P. Maymounkov and D. Mazires. Kademlia: A peer-to-peer information system based on the xor metric. In Peer-to-Peer Systems: First 
InternationalWorkshop, IPTPS 2002]

A small survey: Informed search
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! Hybrid systems - Kelips
! DHT-like infrastructure with mixed topologies:

! high level - structured

! low level - random

! Based on gossip algorithms (probabilistic approach)

! Self-stabilizing properties

! More resistant to churn/failures

! Constant cost for searches

! [K. Birman et al., 2007]

A small survey: Informed search
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! Routing Indices
! Each index contains information about the direction each query should take for 

the next hop

! Information is based on data stored on nodes, and is aggregated to reduce 
memory footprint

! Information aggregation makes RIs “coarser” than local indices => routing is not 
“exact”

! Requires data stored on nodes to be classified (e.g. with topics)

! Resemble event routing infrastructures for pub/sub

! [Crespo, Garcia-Molina - "Routing Indices for Peer-to-peer Systems", ICDCS ‘02]

A small survey: Informed search
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! Probabilistic routing tables
! Routing tables contain approximated information about data positioning

! Information is spread from the data source and recorded in routing tables using 
exponentially decaying bloom filters

! The farer a node is from the data source, the more approximated the 
information stored in its routing table is

! [Kumar, Xu, Zegura - "Efficient and Scalable Query Routing for Unstructured 
Peer-to-Peer Networks", INFOCOM ‘05]

A small survey: Informed search


