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Abstract replicas (active software replicatiofi4]) or when fac-
ing the problem of providing a set of stock quotes in the
In the last two decades the development of Total Order same order to a set of stock operators to preserve fair-
(TO) broadcast and multicast communication over asyn- ness of exchangefs]. Only recently industries start to
chronous distributed systems have been one of the main reunderstand the importance of such a paradigm in an asyn-
search issues in dependable distributed computing. As a re-<chronous environment, especially when implementing mis-
sult, a huge amount of works has been carried out, rang- sion critical systems. Air traffic control and space missions
ing from service specifications to a variety of TO implemen- are examples of business areas where there is a grow-
tations over different communication platforms. Differences ing interest around products centered on asynchronous
among such specifications can make very difficult the choiceTO communications. The capability of these commu-
of the right TO primitive, by an application designer, to en- nication primitives to work over a distributed system
able the application to meet its correctness requirements.that modifies its degree of synchrony during its life-
The aim of this paper is thus to present a clear classifica- time (in terms of either message transfer delay and/or the
tion of total order broadcast specifications. In particular, six time taken by a process to execute a computational step)
specifications of total order broadcast primitives proposed has indeed a positive impact on the design, test, deploy-
in the literature are organized into a hierarchy that allows ment and maintenance of a product. To let this growing
(i) to classify existing implementations of total order com- interest have a real impact on final products, it is manda-
munication primitives, and (ii) to select the right primitive tory to provide a clear and unique framework that can be
according to the application requirements in order to maxi- used to classify specifications, implementations and plat-
mize performance. forms’. The set of runs that can indeed be produced
by distinct TO implementations can considerably dif-
. fer one each other.
1. Introduction The research on TO communications during the last two
) ) ) decades did not answer this need of clarification by pro-
Since the Lamport's seminal papfk3] in 1978, the  §,cing tens of TO implementations and several TO spec-
problem of total order (TO) communication in asyn- jfications whose differences and similarities among them-
chronous distributed systems in the presence of procesgelyes are often left unclear. Concerning TO specifications,
cr§1§hes has been_ e.x.tenswely studied in the literature. Iny; ig actually not uncommon the case in which TO primi-
tuitively, a TO primitive ensures thaall processes de- (jes are either loosely specified (e]g]) or formalized us-
liver the same sequence of messages until they possiblyng 44-hoc notations (e.g. [12]), which are difficult to com-
cr_asH_. In the last years, researchers pointed out several appare. Even in case of similar formalisms, differences be-
plication scenarios where the use of TO communications iSyyeen various TO specifications are often left hidden. Sim-
extremely useful, e.g. applications having to maintain con- jjar considerations hold about TO implementations. There-
sistency among the internal states of a set of determlnlstlcfore, developers of distributed applications needing a TO
primitive are presented with a plethora of distinct systems,

*  This work has been partially supported by a grant from EU IST Project “EU- idi i i i
PUBLI.COM” (#1ST-2001-35217), and by a grant from MIUR on the context of each prOV|d|ng Its own guarantees (I'e' enforced TO Speci

project “MAIS”
1 Given the intuitive definition of total order we do not consider bestef- 2  Recently a nice survey has appeared in the literature [6] which covers
fort approaches to total ordering which trade scalability and perfor- all group communication multicast primitives. In this paper we only

mance for delivery guarantees on the set of correct processes [9, 4, 8].  focus on TO broadcast primitives.



correct(p) 2 crash ¢ hy

faulty(p) L crash € hy

send(p, m) £ TOsend(m) € hyp

del(p, m) £ TOdeliver(m) € hy
a

del(p,m) < del(p, m') 3i,j e; = TOdeliver(m) € hyp A ej = TOdeliver(m') € hp N1 < j

Table 1. Shorthand predicates definition

fication) and performance. A bad choice of a TO primitive Histories and runs.Each procesg € II can experience the
can either be catastrophic for its application (if the selected occurrence of three types of events, nanEysend(m),
TO implementation is able to produce runs which are not T'Odeliver(m) or crash. An history h,, is the sequence
admissible by the application) or negatively affect perfor- of events occurred gt during its lifetime. We denote as
mances (if the selected TO implementation enforces a verye; € h, thei-th event in the history op. Note thatcrash
strong TO specification with respect to one that could be tol- may only occur as the last event in the history of a faulty
erated by the application). process. Asystem ruris a set of historied,,,, one for each
This paper analyzes six distinct TO specifications, ex- proces®; € I1. We denote a® the set of all possible runs
plaining differences among them in terms of their admitted in the system. To characterize runs/i) we introduce the
sets of runs. Specifications are given using a well-definedpredicates defined in Table 1.
formal model, and are organized into a hierarchy, which is Properties and specifications A property P on R is a
an extension of the one introduced by Wilhelm and Schiper predicate orfR defining a selRp C R of runs. More pre-
in [15]. The six specifications are obtained by varying two cisely, a run- € R is admittedby P, i.e.r € Rp, iff r sat-
of the four properties defining the TO problem, namely isfiesP. Let P and P’ be two properties ok, P = P’ iff
Agreementind Order. The hierarchy represents a unique Rp C Rp:. If P = P’, we say thatP is stronger tharP’,
framework allowing to compare distinct TO implementa- and thatP’ is weaker tharP.

tions in terms of the TO specification they enforce. A specification S(P; ... P,,) (with m > 1) on
The remainder of this paper is organized as follows. Sec-R is a predicate orflR composed by the logical and

tion 2 presents the system model. Sectioshows the hier-  of m properties, ie.S = A,_, ,, P, defining a

archy of TO specifications, which is achieved by a detailed set Ry = (),_; ,,Rp, € R. Rg is composed by

study of the properties defining the TO problem (Appendix all system runs satisfyingS. More precisely, a run
A contains formal proofs). Finally, Sectighconcludesthe r € R is admittedby a specificationS(P; ... P,,), i.e.

paper. r € Rg =(),—;_, Rp, iff r satisfiesS. Given two spec-
ificationsS(P; ... Py,) andS’(P; ... P;) (with m not nec-
2. System model essarily equal td), S is stronger thary’, denotedS — 5/,

iff Rs C Rg. In this case we also say th&t is weaker

Asynchronous distributed system.We consider a system thans.

composed by a finite set of procesdés= {p;...p,}

communicating by message passing. Each process behave®, Total order specifications

according to its specification until it possibly crashes. A

process that never crashesciwrect while a process that Total order broadcast is commonly specified through

crashes is denoted &ulty. Processes exchange messagesfour properties, namelyalidity, Integrity, Agreementand

by means ofjuasi-reliablechannel43]. As a consequence, Order. Informally speaking, &alidity property guarantees

messages sent by correct processes are eventually delithat messages sent by correct processes will eventually be

ered by correct processes (there is no bound known or un-delivered at least by correct processestrdegrity property

known to the message transfer delay). In contrast, com-guarantees that no spurious or duplicate messages will be

munications from and to faulty processes are unreliable. delivered; anAgreemenproperty ensures that (at least cor-

In order to broadcast a message a process invokes the rect) processes deliver the same set of message3rdar

TOsend(m) primitive. Upon receiving a message, the property constrains (at least correct) processes delivering

underlying layer of a process invokes ti®©deliver(m) the same messages to deliver them in the same order. Each

primitive, which is an upcall used to delivet to the pro- property can be formally defined in distinct ways, thus gen-

cess. erating distinct specifications. A typical example of differ-

ing formulations of a property of a TO specification is given

3 The hierarchy of [15] has been also extended in [7] &fdBo in an- by its uniform and non-uniformversions. A uniform prop-
other direction by varying a third property, naméyegrity. erty imposes some restrictions on the histories of (at least)




NUV £ Vp¥m send(p, m) A correct(p) = 3q del(q, m) A correct(q)
Ul 2 VYmVpe; = TOdeliver(m) € hy = (3 send(q,m) AVe;j € hp e; = ej & i =)
UA 2 Vp¥m del(p,m) = (¥q correct(q) = del(q, m))
NUA £ Yp¥m correct(p) A del(p, m) = (Vq correct(q) = del(g,m))
SUTO £ Yp¥m, m/ del(p,m) < del(p,m') = (Vqdel(q,m’) = del(q, m) < del(q,m'))
SNUTO & Vp¥m,m/ correct(p) A del(p,m) < del(p,m’) = (¥q correct(q) A del(q,m’) = del(g, m) < del(g, m'))
wWuUTO 2 Yp,q¥m,m’ del(p,m) A del(p,m’) A del(q,m) A del(q,m') = (del(p,m) < del(p,m’) <
del(q,m) < del(q,m"))
WNUTO £

Vp, gvm,m’ correct(p) A correct(q) A del(p, m) A del(p, m') A del(q, m) A del(q,m') =
(del(p,m) < del(p, m’) < del(q,m) < del(qg, m"))

Table 2. Formal definition of the properties defining TO specifications

correct processes on the basis of some events (or event paties®. Therefore, for the sake of simplicity, we denote as
terns) occurred in the history of some processes (correct ofI'O(A, O) the TO specification composed by thgree-
not). In contrast, a non-uniform property imposes some re-ment property A and theOrder property O, along with
strictions on the histories of correct processes on the ba-NUV andU 1.
sis of some events (or event patterns) occurred in the his-
tory of somecorrect processes. If these restrictions are not 3.2. The Agreement property
verified the properties are not satisfied. As a consequence,
given a propertyP, its uniform formulation/ P turns out to
be stronger than its non-uniform formulatidfl/ P. There-
fore,UP = NUP, andRyp C Rnup.

In the following we discuss the four previous properties
introducing their formal definition and highlighting the dif-

The role of theAgreemenproperty is to impose some
constraints on the set of messages delivered by (at least cor-
rect) processes. This property is usually specified with one

' of the following formulations:

ferences related to their various formulations. Uniform Agreement (U A). If a process todelivers a mes-
sagemn, then all correct processes will eventually tode-
3.1. Validity and Integrity liver m;

Non-uniform Agreement (NU A). If a correct pro-
cess todelivers a messagg then all correct processes
will eventually todelivenn.

The assumption of quasi-reliable channels makes it im-
possible to guarantee that a message sent by a faulty pro-
cess will be eventually delivered by some correct process.
Therefore, we consider only the non-uniform version ofthe  Generally speaking, both formulations enforce all cor-

Validity property, defined as follovs rect processes to deliver the same set of messages. The dif-

Non-uniform Validity ( NUV). If a correct process to- ference between the two properties lies in the restrictions

cast§ a messagen, then some correct process will imposed on the set of messages that can be delivered by
eventually todelivern. faulty processes. Let us first considérd. This property
) ) imposes that each message delivered by some process (cor-
Concerning théntegrity property, the crash fault model  rect or not) is also delivered by every correct process (in
assumption allows to easily enforce its uniform version any order). In contrast, faulty processes are allowed to omit

without additional overhead. Hence, we only deal vitti- the delivery of some messages delivered by some other pro-

form Integrity, defined as follows: cess. This implies that when considering a run satisfying

Uniform Integrity ( UI). For any message:, every pro- U A, a faulty process delivers a subset of the messages de-
cessp todeliversm at most once, and only if, was ~ livered by correct processes. Figur@) depicts an example
previously tocast by some process. of a run satisfying/ A.

On the contraryNU A allows faulty processes to deliver
messages that are not delivered by any other process (e.g.
messagens delivered by faulty procegs; in Figure 1(b)).
Therefore, when considering a run satisfyiNg/ A, the set
of messages delivered by a faulty process intersects the set

In the remainder of the paper we will consider only spec-
ifications containindNon-uniform ValidityandUniform In-
tegrity and differing for theAgreementnd Order proper-

4 The formal definition of all the properties analyzed in this section are
shown in Table 2.

5 We say that a procegs € II tocastsa messagen when it executes 6 Considering onlyAgreemenandOrder allows us to restrict our atten-
TOsend(m). Analogously, we say that a procegss II todelivers a tion to deliveries and crashes as the events characterizing system runs.
messagen upon executing Odeliver(m). Therefore figures in this section will only contain such events.
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Figure 1. Differences between UA and NUA

of messages delivered by correct processes (with the interWeak Uniform Total Order (W UTO). If processes p

section possibly empty). andgq both deliver messagea andm/’, thenp deliv-
ersm beforem’ if and only if ¢ deliversm before
3.3. The Order property m'.

The Order property has four formulations: Strong Uni- ASs SUTO’ WUTO is a uniform property. However,
form Total Order SUTO), Strong Non-uniform Total Or-  WUTO is weaker tharsUTO (i.e. SUTO = WUTO,

der (SNUTO), Weak Uniform Total Orderif’ UTO) and as shown by Lemma in Appendix A) as it imposes an or-
Weak Non-uniform Total Orded{ NUTO). All these for- der only on pairs of messages delivered by pairs of distinct
mulations constrain correct processes delivering the samdrocessesWUT'O does not prevent a process from omit-

messages to deliver them in the same order. However, the)}ing to deliver a message while still continuing to deliver
impose different restrictions concerning (i) the order of € Same messages delivered by other processes. As a con-

messages delivered by faulty processes, and (ii) the actuaP€duence, the sequence of messages delivered by a process
composition of the sets of messages delivered by processe£an contain holes with respect to the sequences of messages
The remainder of this section analyzes differences and jm-delivered by other processes. As an example, Fig(ing

plications among these four formulations. depicts a run inRwuro — Rsuro: p deliversm; after
having missedn.. In contrastp, andps delivermsy < ms.

SUTO. The setRsyro is composed by all system runs sat- hereforep, exhibits an hole in its sequence of message de-

isfying the following property: liveries with respect tg; andps.

Strong Uniform Total Order ( SUTO). If  some  pro-  SNUTO. The setRsyuro is composed by all system runs
cess todelivers some messagebefore message’, satisfying the following property:
then a process todelivera’ only after it has todeliv-
eredm. Strong Non-uniform Total Order (SNUTO). If some

correct process todelivers some message be-
fore messager’, then acorrectprocess todelivers:’
only after it has todelivereth.

SUTO imposes that, until some process omits to de-
liver a message (which can even occur at the run starting
time), all processes have delivered exactly the same ordered

set of messages (as shown by the leftmost dashed line de- SNUTO is the non-uniform counterpart o§UTO.
picted in Figure2(a)). The set of messages delivered by a jence  due to the relation between uniform and non-
process after a delivery omission has to be disjoint by the ,itorm properties,SUTO = SNUTO. The differ-

set of messages delivered by other processes. As an eXxamsnce petween these two properties lies in the behavior
ple, when procesg; in Figure 2(a) misses to delivers, it of faulty processes. In fac§ NUTO allows faulty pro-

i§ then constrained to deliver messages distir_1ct by those dei:esses to change the order of message deliveries, as well as
livered byp; andp.. Insteadp, andp, will continue tode- 5 caqjonally omit the delivery of some message (see mes-
I!ver the same ordgred set of messages pRtfhisses to Qe— sagems at procesws in Figure 3(a)). In contrast, correct
liver ms (see the rightmost dashed line). In that caseis  prcesses are forced (i) to agree on a prefix of the or-
forced to deliver messages distinct frgm other than from  yereq set of delivered messages and (i) to deliver messages
Ds- distinct from those delivered by other correct processes af-
WUTO. The setRy yro is composed by all system runs ter a delivery omission occur (see processe&andp, in
satisfying the following property: Figure 3(a)).
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Figure 3. Differences between SNUTO and SUTO and between WNUTO and WUTO

WNUTO. The setRwnuro iS composed by all system mg. There are two consequences: (i) dudtdl’O, the suc-

runs satisfying the following property: cessive messages deliveredgyhave to be distinct from

Weak Non-uniform Total Order (W NUTO). If cor- ;holsée delivered ny toth:ahr procc_alfzes and (II'I1) ddé‘? p::hls hi
rect processep andq both todeliver messages and aulty (sooner or later there will be a crash event in the his-

m/, thenp todeliversm beforem’ if and only if g tode- tory of p;). Now suppose thaf; delivers a new message
IivérSm beforem/ after missingms andbeforecrashing. Themn has to be de-

livered by correct processes (dudial), but this would vi-
WNUTO is the non-uniform counterpart &V UTO. olate SUTO. Hence a process likg; cannot deliver any
HenceWUTO = WNUTO. WNUTO allows faulty =~ message after a delivery omission occur, and its sequence
processes to change the order of message deliveries (sesf delivered messages thus remains the same of other pro-
Figure 3(b)) while inheriting fromW UT'O the possibility ~ cesses until it crashes. This explains why this specification
to have holes in the sequence of message delivered by projs the closest to the intuitive notion of total order broadcast.

ceSses. TO(NUA,SUTO). Being based upotVU A, this specifica-
tion allows a faulty process to deliver spurious messages.
Furthermore, due t6UTO, the set of messages delivered
The aim of this section is to point out the TO specifica- after the spurious one have to be disjoint from those de-
tions that can be obtained by combining the various formu- livered by other processes. As an example, Fig{ty de-
lations of theAgreemenandOrder properties, highlighting ~ PICtS aruniniro(yu a,suro) — frowa,suro), inwhich
differences and relations among them. the faulty procesgs delivers the spurious message;.

TO(UA,SUTO). The interaction betweeti A and SUT O ?ISEEZASU:T (J)\g%Tt(r;zs}ve;;jmg;]eTs(;J;‘f ices to show that
makesT'O(U A, SUTO) the specification closest to the in- ’ ’ ’

tuitive notion of total order broadcast. Figut@) depictsan ~ TO(UA,WUTO). Differently from TO(UA, SUTO),
example of a run admitted by this specification. Let us con- TO(UA, WUTO) allows a faulty process to occasion-
sider a process, e.g3, omitting to deliver a message, e.g. ally omit the delivery of some message. This behavior is

3.4. Combining Agreement and Order
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Figure 5. Differences between TO(UA,WUTO) and TO(NUA,WUTO)

due to the presence aVUTO in the specification, but  sages (e.gn;) due toNU A.

characterizes only faulty processes thank& tb. In partic- TO(UA,SNUTO) and TO(UA WNUTO)Both W NTUTO

ular, U A enforces all correct processes to deliver exactly and SJ\’TUTO can be combin'ed witIUA to define a TO

the same set of messages. Furthe_rmqnéUTO en- specification. In AppendiXA (Lemma 2) we show that
sures that the order of message deliveries is always theTO(UA SNUTO) = TO(U A, WNUTO). Therefore in
same among all processes. F'gL“_‘ea)RShOWS an X" ihe following we will only consideO (U A, W NUTO).
f’:r\]mp E.C?] arorgg n %%ﬁ?ngUTo)af;e ﬁg@nf“vsﬁ?o)(’ad Since this specification contairigA, faulty processes are
in-which p SSPs VErs ms rhaving miss not allowed to deliver spurious messages. However, due to

:Zrzé Whgihﬁ;)itr;e;; Er:lgei‘:‘]sﬁi sdeelll:/ﬁf:e <of Zléiv;—?ezrer;es- the presence oV NUTO, faulty processes are allowed (i)
P3 q to occasionally omit to deliver some message and (i) to

Sﬁgest.hs:;%é‘gﬁOS;TIgUT%Othlljs:x;/rgp;eOsufflces © deliver messages in an order different from the one cho-
show thaT’O(U 4, ) — 4, )- sen by correct processes. As an example, Fi§(aeshows

TONUAWUTO). TO(NUAWUTO) can be ob- LN B ot mrey m e and
tained either from TO(NUA, SUTO) substituting deli y P ¥s3 differently f tg 2
SUTO with WUTO or from TO(UA,WUTO) sub- CIVEIS my < s, dITErently rom COIrect processes.
- : o Since WUTO = WNUTO, this example shows that
stituting UA with NUA. Actually, it is easy to see TOU A, WUTO) — TO(UA.WNUTO)
that TO(NUA,SUTO) — TO(NUA,WUTO) and ’ ’ '
TO(UA,WUTO) — TO(NUA,WUTO). In particu- TO(NUA,SNUTO) and TO(NUAWNUTO)In a
lar TO(NU A, WUTO) admits runs (e.g. the run depicted way similar to Lemma2, it is possible to show that
in Figure 5(b)) such that a faulty process (epg) (i) oc- TO(NUA,SNUTO) = TO(NUA,WNUTO,). There-
casionally omits the delivery of some message (e.g.fore, in the following we will consider only the latter
ms) due to WUTO, and (ii) delivers spurious mes- specification. It is easy to see th&O(UA,WNU-
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Figure 6. Differences between TO(UA,WNUTO) and TO(NUA,WNUTO)

TO) — TO(NUA,WNUTO) and TO(NUA,-
WUTO) — TO(NUAWNUTO). In particular,
TO(NUA,WNUTO) allows faulty processes (i) to occa-
sionally omit the delivery of some message, (ii) to deliver
spurious messages and (iii) to deliver messages in an or-
der different from that chosen by correct processes (see
Figure6(b)).

TO(UA,SUTO)
(Strongest
total order)

3.5. A hierarchy of total order specifications

Exploiting the precedence relatier among specifica-
tions, it is possible to organize the TO specifications into
the hierarchy depicted in Figurgd This hierarchy is actu-
ally an extension of that introduced by Wilhelm and Schiper

in [15]. Figure 7. A hierarchy of TO specifications

Previous sections show that each specification weaker.
thanTO(U A, SUTO) allows a faulty process to experi- .
ence one (or more) of the following events: deliver spurious 4. Conclusion and future work
messages, exhibit an hole in the sequence of message deliv-

eries, and deliver messages in an order not consistent with 1 NiS paper presents a hierarchy of TO specifications
the one of correct processes. If we consider the first time Which can be used by application designers to select the

such an event occurs in a faulty processhen each mes- right TO specification enabling to meet their application re-
sage sent by between the event and the crashp aiiaycon- quirements. Such a spgmﬁcauon should be the weake_st of
taminaté the execution either of some other processds of ~the hierarchy not allowing dangerous runs for the applica-
(internal contamination) or of some processes/resources exlioN: 1-€. runs containing events that could hinder the ap-
ternal tolT (external contamination). For example, process Plication to meet its requirements. Indeed, stronger spec-
ps in Figure 5(a) could contaminate some other processescations commonly require more resources and are thus
by sending messages before crashing and after the delivery"'0'€ €Xpensive in terms of achieved performances. Select-
of messagens. Let us remark that the occurrence of a “con- "9 the weakest specification satisfying the application re-
tamination” strictly depends on the semantics of the appli- duirements thus enables to maximize performances.

cation. If the application tolerates the events described, this e areé currently designing methodologyallowing to
is clearly no longer a problem. classify TOimplementationsccording to the set of runs

they can generate. We plan to apply this methodology to
classify and compare several existing TO implementafions

TO(NUA,WNUTO)

8 We are studying and evaluating six TO implementations provided by
7 The notion of contamination has been introduced for the first time by three group toolkits, namely Ensemble [11], Spread [1], JavaGroups
Gopal and Toueg in [10] with respect to the internal state of a process. [2].



The comparison (both in terms of enforced specification and[15] U. G. Wilhelm and A. Schiper. A hierarchy of totally or-
in terms of achieved performances) will provide designers
and developers with a uniform framework to deal with TO
communications.
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contradiction. O
Lemma2. Rsyuro N Rya = Rwaxuro N Rya

Proof.
1. (©) (By contradiction) Letr be a run such that in

Rsnuro N Rua Ar ¢ Rwnuro N Rua. Since

r € Rsyuro N Rya, r must satisfy UA. As a conse-
guence, it violates WNUTO, i.e. there exists two cor-
rect processes, ¢ and two messages, m’ such that

p deliversm beforem’ in r while ¢ deliversm’ before

m in r. However, in order to satisfy SNUTO, jf de-
liversm beforem’ theng has to delivern’ only after it
has deliveredn. Thereforer does not satisfy SNUTO,
which is a contradiction.

. (D) (By contradiction) Letr be a run such that in

Rwnuro N Rua AN & Rsnuro N Rua. Since
r € Rwnuro N Ry a, it must satisfy UA. As a conse-
guence, it violates SNUTO. Suppose thas a correct
process andh, m’ are two messages apdieliversm
beforem’ in r. Suppose also thatis a correct pro-
cess inr. Sincer violates SNUTO, we can have the
following two cases:

(a) (q deliversm’ without deliveringm) This contra-
dicts the hypothesis thatsatisfies UA.

(b) (¢ deliversm after deliveringm’) This contra-
dicts the hypothesis thatsatisfies WNUTO.

O



