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Model of a Computation

• Model of Synchrony
– Processes

– Communication Channels– Communication Channels
• Reliable communication

• Unreliable communication

• Model of Failures



Processes

Processes and messages

Automata



Synchronous Processing

Characterized by two properties

1. Synchronous processing
• Known Upper Bound on the time taken by a • Known Upper Bound on the time taken by a 

process to execute a basic step

2. Synchronous physical clocks
• Known Upper Bound on drift of a local clock 

wrt real time



Abstractions

• Specify problems

• E.g. Mutual Exclusion

• Specification of the correctness • Specification of the correctness 
– Safety:

• No bad things happen

– Liveness:
• Eventually something good  happens



Distributed Algorithms/protocols

• Implement Abstractions

• A set of automata one per process• A set of automata one per process

• Correctness formally proved 



Model of Failures



Models of Synchrony
(Communication)

• Synchronous

• Asynchronous 

• Partially synchronous• Partially synchronous



Synchronous Communication

Known Upper Bound on the time taken by a 
message to reach a destination



Synchronous System

Characterized by three properties
1. Synchronous processing

• Known Upper Bound on the time taken by a process 
to execute a basic stepto execute a basic step

2. Synchronous Communication
• Known Upper Bound on the time taken by a message 

to reach a destination

3. Synchronous physical clocks
• Known Upper Bound on drift of a local clock wrt real 

time



Services provided in 
Synchronous systems

Timed failure detection

Measure of transit delay

Coordination based on timeCoordination based on time

Worst case performance (e.g. response time of 
a service in case of failures)

Synchronized clocks

Major problem the coverage of the synchrony assumption!!!!
This turns out in difficulty of building a system where timing 
Assumptions hold with high probability 



Partial (eventual) synchrony

• Generally distributed systems are synchronous 
most of the time and then they experience 
bounded asynchrony periods

• One way to capture partial synchrony is “eventual 
synchrony” I.e., there is an unknown time t after 
which the system becomes synchronouswhich the system becomes synchronous

• This assumption captures the fact that the system 
does not behave always as synchronous

• It does not mean that
– After t all the system (including hardware, software and 

network components) becomes synchronous forever
– The system start asynchronous and then after some 

(may be long) time it becomes synchronous 



What do we expect from partial 
synchrony

• There is a period of synchrony long enough 
to terminate the distributed algorithm



Reliable vs unreliable 
communication

• Each message sent arrive to a destination  
(i.e., no message is lost)

• Messages can be lost• Messages can be lost



LINKS



Links

• Model of the computation
– Two processes (sender and receiver)

– Messages 
• can be lost

• experience an unpredictable time to reach the destination

– Processes 
• can crash

• The time taken by each process to execute an operation is 
bounded (such a bound can be unknown)

LINKsender receiver

Model of the computation





Stubborn p2p

Model of the computation

Fairlossy p2p linkse
nd

er

receiver



perfect p2p link

Stubborn p2p

Model of the computation

Fairlossy p2p linkse
nd

er

receiver



Links: conclusion

• Relation with existing protocols stacks

• Performance issues• Performance issues



Failure Detectors



Models of Synchrony 
wrt timing assumptions

• Synchronous 
– timing assumptions are explicit either on

• Bounds on process executions and communication • Bounds on process executions and communication 
channels, or

• Existence of a common global clock, or

• both

• Asynchronous 
– (there are no timing assumptions)



Models of Synchrony 
wrt timing assumptions

• Partial synchrony requires abstract timing 
assumptions (after an unknown time t the system 
becomes synchronous)

• Two choices:
– Put assumption on the system model (including links 

and processes)

– Create a separate abstractions that encapsulates those 
timing assumptions

• Note: manipulating time inside a 
protocol/algorithm is complex and the correctness 
proof become very involved



Failure Detector Abstraction

• Software module to be used together with process 
and link abstractions

• It encapsulates timing assumptions of a either 
partially synchronous or fully synchronous system

• The stronger are the timing assumption, the more 
accurate the information provided by a failure 
detector will be. 

• Described by two properties: 
– Accuracy
– Completeness



Perfect Failure detectors (P)

• System model
– synchronous system 

– crash failures– crash failures

• Using a own clock and the bounds of the 
synchrony model, a process can infer if 
another process has crashed



Perfect failure detectors (P)

• Characterized by two properties

• Indication crash(pi) used to notify that pi has 
crashed  

• Equivalence between Perfect failure detector 
and synchronous system model



Discuss message pattern and correctness (note that links are perfect)





Eventually perfect failure 
detectors (◊P)

• System model
– partial synchrony
– Crash failures
– Perfect point-to-point links

• There is a (unknown) time t after that crashes can 
be accurately detected

• Before t the systems behaves as an asynchronous 
one

• The failure detector makes mistake in that periods 
assuming correct processes as crashed.

• The notion of detection becomes suspicious





Basic constructions rules of an 
eventually perfect FD

• Use timeouts to suspect processes that did not sent 
expected messages

• A suspect may be wrong. A process p may suspect 
another one q because the chosen timeout was too another one q because the chosen timeout was too 
short

• P is ready to reverse its judgment as soon as it 
receives a message from q (updating also the 
timeout value)

• If q has actually crashed, p does not change its 
judgment anymore.  





Correctness

• Strong completeness. If a process crashes, it will 
stop to send messages. Therefore the process will 
be suspected by any correct process and no 
process will revise the judgement.process will revise the judgement.

• Eventual strong accuracy. After time T the system 
becomes synchronous. i.e., after that time a 
message sent by a correct process p to another one 
q  will be delivered within a bounded time. If p 
was wrongly suspected by q, then q will revise its 
suspicious.     



Eventual leader election (Ω)

• Agree on a process that has not failed

• This process could act as a coordinator



Study of Properties
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Eventual leader election (Ω)

• Using Crash-stop process abstraction
– Obtained directly by <>P by using a deterministic rule 

on processes that are not suspected by <>P

– trust the process with the highest identifier among all – trust the process with the highest identifier among all 
processes that are not suspected by <>P 

• Assume the existence of a correct process 
(otherwise Ω cannot be built)



Eventual leader election (Ω)

• System model
– Crash-Recovery

– Partial synchrony– Partial synchrony

• Under this assumption, a correct process 
means: 

1. A process that does not crash or

2. A process that crashes, eventually recovers 
and never crashes again



Ω With crash recovery, fair lossy links and timeouts 



Ω With crash recovery, fair lossy links and 
timeouts

• Epoch number
• candidate list of  “non-crashed”  processes of process P 

potentially candidates to be a leader 
• Select (candidate), deterministic function  returning 

one process among all processes in possible (the same one process among all processes in possible (the same 
at each process)

• Deterministic rule: return the process with the lowest 
epoch number and among the ones with the same 
epoch number the one with the lowest identifier.

• avoid that the leader will be a process that goes up and 
down infinitely many times



Correctness

Eventual accuracy

• Assume by contradiction a correct process Pi   
trusts permanently a faulty one Pj. Two cases

1. Pj eventually crashes and never recovers again…stop 
sending heartbeats!

2. Pj keeps crashing and recoveries forever….
1. Pi stops receiving  messages from Pj……… a process stays 

up only for finite periods of time (fair lossy link)

2. Pi continues receiving  messages from Pj…..  epoch number 
increases forever



Broadcast



Best-Effort Broadcast

Beb ensures the delivery of messages as long as the sender does not fail

If the sender fails processes may disagree on whether or not deliver the
Message (perfect links does not ensure delivery if the sender fail!)



Best-Effort Broadcast

System model
• Asynchronous communication 
systemsystem
• crash failures



Regular Reliable Broadcast
• Stronger form of reliability than BeB

• Liveness: agreement

• Implementation: relaying messages
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Regular Reliable Broadcast
System model
• Synchronous system
• crash failures

Performance:
Best case: 1 beb broadcast message per 
one rb broadcast message 
Worst case: n-1 beb broadcast messages 

The algorithm is lazy. 
It retransmits a message only if the sender has been detected as crashed

Worst case: n-1 beb broadcast messages 
per one rb broadcast (this is the case with 
n-1 failures)



D
oes not

use any F
D

System model
• Asynchronous system
• crash failures

It is eager in the sense that it forwards any delivered message.

Performance:
N beb broadcast messages per one rb 
broadcast message 





Uniform Reliable Broadcast

• Stronger form of reliability than RRB

• Agreement on a message delivered by  any 
process (crashed or not)!

Uniformity states that the set of messages delivered by a correct process
is a superset of the ones delivered by a faulty one
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System model
• Synchronous system
• crash failure



System model
• Asynchronous system
• crash failure
• majority of correct processes



Uniform Reliable Broadcast
• Exists an algorithm for  synchronous system using 

Perfect failure detector

• Exists an algorithm for  asynchronous system when 
assuming a “majority of correct processes”

• Can we devise a uniform reliable broadcast algorithm 
for a partially synchronous system (using an 
eventually perfect failure detector) but without the 
assumption of a  majority of correct processes?



Probabilistic broadcast

• Message delivered 99% of the times

• Not fully reliable

• Large & dynamic groups• Large & dynamic groups

• Acks make reliable broadcast not scalable



Ack Implosion and ack tree

Problems:
Process spends all its time by doing the ack task

Maintaining the tree structure



Probabilistic Broadcast



Gossip Dissemination

• A process sends a message to a set of randomly • A process sends a message to a set of randomly 
choosen k processes

• A process receiving a message for the first time 
forwards it to a set of k randomly choosen 
processes (this operation is also called a round)

• The algorithm performs a maximum number of r 
rounds






