Composition Model and its code

Events
@ The code of each component looks like this:

Component A

upon event { Eventl, att], att?, ... ) do

something
@ Events // send some event
trigger { Event2, attl.attZ, ... );

Component B upon event { Event3, attl, attZ. ... ) do

something else
| /) send some other event
Events trigger { Eventd, a.tt}, Es.LLE, .- )5

Figure 1.1. Composition model
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indication

e Request events are used by a component to request a service from another
component: for instance, the application layer might trigger a request event
at a component in charge of broadecasting a message to a set of processes in
a group with some reliability guarantee, or proposing a value to be decided
on by the group.

o Confirmation events are used by a component to confirm the completion of
a request. Typically, the component in charge of implementing a broadcast
will confirm to the application layer that the message was indeed broadcast
or that the value suggested has indeed been proposed to the group: the
component uses here a confirmation event.

o Indication events are used by a given component to deliver information
to another component. Congidering the broadcast example above, at every
process that is a destination of the message, the component in charge of
implementing the actual broadeast primitive will typically perform some
processing to ensure the corresponding reliability guarantee, and then use
an indication event to deliver the message to the application layer. Simi-
larly, the decision on a value will be indicated with such an event.



Module:
Name: Print (lpr).
Events:

Request: { IprPrint, rqid, string ): Requests a string to be printed. The
token rqid is an identifier of the request.

Confirmation:{ IprOk, rqid }: Used to confirm that the printing request
with identifier rqid suoceeded.

Module 1.1 Interface of a printing module.

Algorithm 1.1 Printing service.

Implements:
Print (1pr).

upon event { IprPrint, rqid, string } do
print string;
trigger ( IprOk, rqid );




Module:
Name: BoundedPrint (blpr).

Events:
Request: ( blprPrint, rqid, string ): Request a string to be printed. The
token rqid is an identifier of the request.
Confirmation:{ bIprStatus, rqid, status }: Used to return the outcome of
the printing request: Ok or Nok.

Indication:{ hlprAlarm ): Used to indicate that the threshold was
reached.

Module 1.2 Interface of a bounded printing module.

Algorithm 1.2 Bounded printer based on (unbounded) print service.

Implements:
BoundedPrint (blpr).

Uses:
Print (lpr).

upon event { Init } do

bound := Predefined Threshold:

upon event { blprPrint, rqid, string } do
if bound > 0 then
bound := bound-1;
trigger { IprPrint, rqid, string );
if bound = 0 then trigger { blprAlarm );
else
trigger { blprStatus, rqid, Nok );

upon event { IprOk, rqid ) do
trigger { blprStatus, rqid, Ok );

bound:=bound+1



Model of a Computation

 Model of Synchrony
— Processes

— Communication Channe
e Reliable communication
e Unreliable communication

e Model of Fallures



Processes

Processes and messages

Automata

Process

f ®~ internal computation
(modules of the |]|'uu«:.-:-g|_\i-

(receive) (send)

incoming message T outgoing message

¥

Figure 2.1. Step of a process



Synchronous Processing

Characterized by two properties

1. Synchronous processing

« Known Upper Bound on the time taken b
process to execute a basic step

2. Synchronous physical clocks

« Known Upper Bound on drift of a local clock
wrt real time



Abstractions

o Specify problems
 E.g. Mutual Exclusion

o Specification of the correctne
— Safety:
* No bad things happen

— Liveness:
* Eventually something good happens



Distributed Algorithms/protocols

* Implement Abstractions
e A set of automata one per proc

e Correctness formally proved



Model of Failures

[ Crashes ]

Omissions

5 Crashes&recoveries )

Arbitrary

Figure 2.2. Failure modes of a process



Models of Synchrony
(Communication)

e Synchronous
 Asynchronous
 Partially synchronot



Synchronous Communication

Known Upper Bound on the time taken by a
message to reach a destination



Synchronous System

Characterized by three properties

1. Synchronous processing

 Known Upper Bound on the time taken by a process
to execute a basic si

2. Synchronous Communication

« Known Upper Bound on the time taken by a message
to reach a destination

3. Synchronous physical clocks

 Known Upper Bound on drift of a local clock wrt real
time



Services provided In
Synchronous systems

Timed failure detection
Measure of transit delay
Coordination based on tir

Worst case performance (e.g. response time of
a service In case of failures)

Synchronized clocks

Major problem the coverage of the synchrony assumption!!!!
This turns out in difficulty of building a system where timing
Assumptions hold with high probability



Partial (eventual) synchrony

Generally distributed systems are synchronous
most of the time and then they experience
bounded asynchrony periods

One way to capture partial synchrony is “eventual
synchrony” l.e., there Is an unknown time t after
which the system becomes synchrot

This assumption captures the fact that the system
does not behave always as synchronous

It does not mean that

— After t all the system (including hardware, software and
network components) becomes synchronous forever

— The system start asynchronous and then after some
(may be long) time it becomes synchronous



What do we expect from partial
synchrony

 There Is a period of synchrony long enough
to terminate the distributed algorithm



Reliable vs unreliable
communication

 Each message sent arrive to a destination
(l.e., N0 message Is lost)

 Messages can be |



LINKS



Links

* Model of the computation
— Two processes (sender and receiver)

— Messages
e can be lost
« experience an unpredictable time to reach therdein

— Processes

e can crash

* The time taken by each process to execute an topers
bounded (such a bound can be unknown)

Model of the computation




Module:
Name: FairLossPoint ToPointLinks (ip2p).

Events:
Request: { fip2pSend, dest, m ): Used to request the transmission of
message m to process dest.
Indication: { fip2pDeliver, svc, m ): Used to deliver message m sent by
ProCess SIc.

Properties:

FLL1: Fair less: If a message m is sent infinitely often by process p; to
process p;, and neither p; nor p; crash, then m is delivered an infinite
number of times by p;.

FLL2: Finite duplication: If a message m. is sent a finite number of times
by process ps to process p;, then m cannot be delivered an infinite number
of times by p;.

FLL3: No creation: If a message m is delivered by some process p;, then
m has been previously sent to p; by some process p.

Module 2.1 Interface and properties of fair-lossy point-to-point links,



Module:
Name: StubbornPointToPointLink (sp2p).

Events:
Request: { sp2pSend, dest, m ): Used to request the transmission of mes-
sage m to process dest.
Indication:{ sp2pDeliver, src, m ): Used to deliver message m sent by
PrOCess Sre.

Properties:
SL1: Stubborn delivery: Let p; be any process that sends a message m to

a correct process pi. If p; does not crash, then p; delivers m an infinite
number of times.

SL2: No creation: If a message m is delivered by some process p;, then m
was previously sent to p; by some process py.

Module 2.2 Interface and properties of stubborn point=to=point links.

Algorithm 2.1 Stubborn links using fair-loss links.

Implements:
StubbornPointToPointLink (sp2p).
Model of the computation
Uses:
FairLossPoint ToPointLinks (ip2p).

Stubborn p2p

upon event { sp2pSend, dest, m } do
while (true) do
trigger { fip2pSend, dest, m );

upon event { Ap2pDeliver, src, m } do
trigger ( sp2pDeliver, src; m );

—
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Module;
Name: PerfectPoint ToPointLink (pp2p).

Events:
Request: { pp2pSend, dest, m }: Used to request the transmission of
message m to prooess dest.
Indication:{ pp2pDeliver, sre, m ): Used to deliver message m sent by
PrOCESS STC.

Properties:
PL1: Reliable delivery: Let p; be any process that sends a message m to
a process p;. If neither p; nor p; crashes, then p; eventually delivers m.
PL2: No duplication: No message is delivered by a process more than once.

PL3: No creation: If a message m is delivered by some process p;, then
m was previously sent to p; by some process p;.

Algorithm 2.2 Perfect links using stubborn links.

Module 2.3 Interface and properties of perfect point=to=point links.

Model of the computation

perfect p2p link
Stubborn p2p

JISTAVISIISH!

Implements:
PerfectPoint ToPointLinks (pp2p).

Uses:

StubbornPointToPointLinks (sp2p).

upon event { Init } do
delivered := @;

upon event { pp2pSend, dest, m ) do
trigger ( spZpSend, dest, m };

upon event { sp2pDeliver, src, m } do
if ‘m & delivered then
delivered := delivered U{m};
trigger { pp2pDeliver, stc, m );




LInks: conclusion

e Relation with existing protocols stacks

e Performance Issu



Faillure Detectors



Models of Synchrony
wrt timing assumptions

e Synchronous

— timing assumptions are explicit either on

e Bounds on process executions and communic
channels, or

» Existence of a common global clock, or
 both

 Asynchronous
— (there are no timing assumptions)



Models of Synchron

wrt timing assumptions

e Partial synchrony requires abstract timing
assumptions (after an unknown time t the system

becomes synchronous)

 Two choices:
— Put assumption on the system model (includingslink
and processes)
— Create a separate abstractions that encapsulatss t
timing assumptions
 Note: manipulating time inside a
protocol/algorithm is complex and the correctness

proof become very involved




Fallure Detector Abstraction

Software module to be used together with process
and link abstractions

It encapsulates timing assumptions of a either
partially synchronous or fully synchronous system

The stronger are the timing assumption, the more
accurate the information provided by a failure
detector will be.

Described by two properties:
— Accuracy
— Completeness




Perfect Fallure detectors (P)

e System model
— synchronous system
— crash failure

* Using a own clock and the bounds of the
synchrony model, a process can infer if
another process has crashed



Perfect failure detectors (P)

* Characterized by two properties

PFD= Sty ammpefeness Eventuay every proosss that crashes i per
migmenthe Jetactad by every oormect prosoes.

PFD2: Stwveme aoceomsy No process B debactad by any proosss Tsefone bt
T,

* |Indication crash(p used to notify that;has
crashed

« Equivalence between Perfect failure detector
and synchronous system model



Algorithm 2.4 Exclude on Timeout.

Implements:
PerfectFailure Detector (7).

| BET-TE
Perfect Point ToPointLinks (pp2p).

upon event { Init } do
alive 1= IT;
detected = ;
startTimer (TimeDelay);

upon event | Timeout ) do
forall p; = IT do
if (p; & alive) and (p; & detected) then
detected := detected U {p; };
trigger { crash | pi };
trigger { pp2pSend | pi, [HEARTBEAT]| };
alive := [;
startTimer (TimeDelay);

upon event | pp2pDeliver | are, [HEARTBEEAT] | do
alive := alive U {zrc};

Discuss message pattern and correctness (note that links aré) perfec



MModule:
MName: LeaderElection (le).
Events:

Indication: { leLeader | p; 3: Used to indicate that process py is now the
leader.

Properties:

LEi: Either there is no correct process, of some correct process 1s even-

tually the leader.
LE2: If a process is leader, then all previously elected leaders have crashed.

Module 2.6 Interface and properties of leader election.

This funetion (7 associates, to every process, those that precede it in
the ranking. A process can only become leader if those that precede it have
crashed. Think of the function as representing the royal ordering in a monar-
chical system. The prince becomes leader if and only if the queen dies. If the
prince dies, maybe his little sister is the next on the list, ete. Typically, we
would assume that Ofpy) = U, Ofpz) = {p1 }, O(pa) = {p1.pa}, and so forth.
The order in this case is py; pa;Pai .- Pk © Pt

Algorithm 2.5 Monarchical Leader Election.

Implements:
LeaderElection (le);

Uses:

PerfectFailureDetector (F);

upon event | Init ) do
suspected 1=

upon event | crash | p; | do
suspected (= suspected _{pgli-:

upon event O{self) C suspected do
trigger | leLeader | self );




Eventually perfect failure
detectors{P)

System model

— partial synchrony

— Crash failures

— Perfect point-to-point links

There is a (unknown) time t after that crashes can
be accurately detected

Before t the systems behaves as an asynchronous
one

The failure detector makes mistake in that periods
assuming correct processes as crashed.

The notion of detection becomes suspicious



Ty Taomcdrnlie=
MWanmnes EvemtimiyPerfact FaduneDatactzr |7,
Frnentes

In«dSeatsons | gk, i ) Usad to nodify that process s 6 suspsachad to
e crashed.

In«dSentaons | nastong, pe 1 Ussd to nodify that proosss py i not suspsacbed,
AT TIIOmE,

Properisess
EPFD1: Evenfuad stwmp complefeness Eventualv overy pnoccss that
crashes b5 permanenthy suspacted b every oorrect procss.
EPFD2: Eyenfiea stemy aoctemacy Eventusilly, no aornect poooss B s
et by any oormect pTooeEs.



Basic constructions rules of an
eventually perfect FD

Use timeouts to suspect processes that did not sen
expected messages

A suspect may be wrong. A process p may suspect
another one g because the chosen timeout we
short

P Is ready to reverse its judgment as soon as it
receives a message from g (updating also the
timeout value)

If g has actually crashed, p does not change Iits
judgment anymore.



Algorithm 2.6 Increasing Timeout.

Implements:
EventuallyPerfect FailureDetector (<7T).

Usea:
PerfectPoint ToPointLinks (pp2p).

upon event | Init } do
alive 1= IT;
suspected =
period (= Timelelay;
startTimer (pericd);

upon event | Timeout ; do
if {alive M suspected) = 0 then
period (= pericd + A
forall p; = i1 do
if (ps ¢ alive) A (¢ & suspected) then
suspected := suspected U {p; };
trigger { suspect | p; }; o
else if (p; £ alive) A (p; € suspected) then
suspected := suspected ' {pi};
trigger { restore | ; }; -
trigger { pp2pSend | pi, [HEARTBEAT] };
alive := {;
startTimer (period);

upon event | ppZ2pleliver | sre, [ HEARTREAT] | do
alive := alive U {src};



Correctness

e Strong completeness. If a process crashes, it will
stop to send messages. Therefore the process will
be suspected by any correct process and no
process will revise the judgeme

e Eventual strong accuracy. After time T the system
becomes synchronous. I.e., after that time a
message sent by a correct process p to another one
g will be delivered within a bounded time. If p
was wrongly suspected by g, then g will revise its
suspicious.



Eventual leader electiolf)

e Agree on a process that has not failed
* This process could act ag@ordinator

Ty losclnle=

IWamnes Evemdsilender Detactor [ £2].
Frneritss

Inedsentzons [ drast, o 0 Ussd to nodify that prooess pe 5 trusted to Te
S

Properisess
CID1: Byenfiead aocermeny Thene &5 4 timss afer whisch every oormect prooss
trists some oormact FreeEs.

CD2:= Fyendu + Thene is @ time after which no two oormact
TV TS o jBivis e

Nlochule: 28 Iperfacs and properties of the eventual kader detactor.



Run 1

Run 2

trust=P1

Study of Properties

trust=P3

P1 =
p2 trust=pP2
P3 t rust =P3 X trust=P3 X
trust=P4 trust=P3
P2 ~
trust=P1 trust=P4
P1 =
p2 trust=pP2
P3 trust =P3 X trust =P1 y
trust=P4 trust=P1
P4 =
Run 1 Run 2
Eventual Accuracy Not verified Verified

Eventual Agreement Verified

Not verified




Eventual leader electiolf)

e Using Crash-stop process abstraction

— Obtained directly by <>P by using a deterministic rule
on processes that are not suspected by <>P

— trust the process with the highest identifier amon
processes that are not suspected by <>P

 Assume the existence of a correct process
(otherwiseQ cannot be built)



Eventual leader electiolf)

e System model
— Crash-Recovery
— Partial synchror
e Under this assumption, a correct process
means:

1. A process that does not crash or

2. A process that crashes, eventually recovers
and never crashes again



Q With crash recovery, fair lossy links and timeouts

Algorithm 2.7 Elect Lower Epoch (initialization and recovery)

Implements:
EventualLeaderDetector (£2).

Uses:
FairLossPoint ToPoint Links (Ap2p).

upon event { Init ) do
leader '= pa:
trigger { trust | leader ):
period = TimeDelay:
epoch = [
store(epoch);
forall p; £ 1T do
trigger { flp2pSend | p;, [HEARTBEAT, ef

upon event { Timeout ) do
newleader = select(candidateset);
if {leader = newleader) then
period = period 4+ A;

candidateset :— (i lzader ;= newleader:
start Timer (period); trigger ( trust | leader );
forall p; € Il do
upon event { Recovery ) do trigger { flpZpSend | pi, [HEARTBEAT, epoch] };
leader := py; candidateset := {I;

trigger { trust | leader ;

. | start Timer (period);
period = TimeDelay;

;r;:i:cingiﬂ Y upon event { fipZpDeliver | sre, [HEARTEEAT, epc| ) do |
store(epoch): if exists _(.ﬁ. g) € E’i‘tl’.dldatll?ﬁf_‘t. El_l(:!l that (s=src) A (e<epc) then
forall p, € IT do candidateset ;= candidateset \ {(«, €);

trigger | fip2pSend | p;, [IIEARTBEAT, ef candidateset := candidateset | {(src, epe) -

candidateset (— ()
start Timer (period):;



Q With crash recovery, fair lossy links and
timeouts

Epoch number

candidate list of “non-crashed” processes of process P
potentially candidates to be a leader

S ect (candidate), deterministic function returning
one process among all processes in possible (the
at each process)

Deterministic rule: return the process with theést
epoch number and among the ones with the same
epoch number the one with the lowest identifier.

avoid that the leader will be a process that ggeand
down infinitely many times



Correctness

Eventual accuracy

« Assume by contradiction a correct process Pi
trusts permanently a faulty one Pj. Two cases

1. Pjeventually crashes and never recovers again...stop
sending heartbeats!

2. Pj keeps crashing and recoveries forever....

1. Pistops receiving messages from Pj......... a procags st
up only for finite periods of time (fair lossy lipk
2. Picontinues receiving messages from Pj..... epaafber

Increases forever



Broadcast

Names BestEffortBroadeast (T=li).

Fvemutmss
Request: { bobBroadeast, m b Ussd to beadeast messages m to all pro-
CEEmr
Indications { bhebDaliver, sog, m ): Used o deliver message m booadenast
by poooess sre.

Propeeries:
BERI: Fesf-gfforf validify: For any twd proossses ps and py. I ps and p;
are oorrect, then every megmae broddesst by py 8 eventualy delvenad Ty
Fj-

BERXE No duypliosfion: No mesgare 18 defyensd mone than anee,

BEB3: No creafion: If a message m s delvenad by some process py, then
M was prevaonsly broadesst by Some prodciss pa.

MWodule 3.1 Interfaos and propertes of best-eifort booadeast.



Best-Effort Broadcast

T e cnst
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Beb ensures the delivery of messages as long as the sender does not f

If the sender fails processes may disagree on whether or not dediver
Message (perfect links does not ensure delivery if the sender fail!)



Best-Effort Broadcast

System model

* Asynchronous communication
systen

e crash failures

Algorithm 3.1 Beasse Broadeast.

Implemerts:
BestEffortBroadesst (Tseh).

e
Perfact Point ToPointLinks (pp2p).

upon event { babBrogdeast, m ) do
Ve a
trigger { pp2pSend, piam X

UpeOTL Evert f pr2pDealiver, piy,m ) do
trigger { bebDelmver, p, m




Regular Reliable Broadcast

e Stronger form of reliability than BeB

e Liveness: agreement

* Implementation: relaying messages

NIodule:
Names (regular)ReabieBroadoast (Th).
Evemit=s
Request: | rhBroadeast, m )z Used 0 boadeast message m.

Indications { rhDeliver, sre, m bz Used oo delver message m booadeast Ty

Properties:

RB1: Vadidify: If a cormact poocess p boeadeasts a message m, then pi
eventuallly deivers m.-

RB2: No duplicafion: No messagne 8 delivensd more than cmee

RB3: No eraction: If a message mo 6 delivered by some prooess py, then
m was previously broaudeast by stne prooess pi.

RBA4: Agreemend: If 3 message m s delverad by some gorrect process pi,
then m s eveniualy deliversd by every cormect proosss py.

Module 3.2 Interfaoe and properties of relable broad cast.

pl

2 T T o |
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Regular Reliable Broadcast

Algorithm 3.2 Laxy relsable broadoast. System model
Implemeryis:
RelableBroadcast (h). e Synchronous system
Uses: e crash failures
BestEffortBroadesst (b=,
PerfactFadhireDetectar (7).
upon event { Init ) do Performance:
df'hffrffl;jj'jt Best case: 1 beb broadcast message per
Wt ¢ From[p] o= 0; one rb broadcast message
upom. event Erhﬁmdm#: m ) do Worst case: -1 beb broac_jcgst messa(
trigger { bebBroadcast, [DATA, seif, m] ); per one rb broadcast (this is the case with

upon event { bebDelver, p;, [DATa, sm. m] ) do  N-1 fallureS)
il m F delivened thenm
<efivered == delinpened LI {m}
trigger { rbwaliver, Sm, m ;
fromfps] = foom[ps] U {[sm,. m]}
trigger { bebBrogdeast, [DATA, 8m, )]

upeomn ewvemnt | crash, ps ) do
i .gu[; ]E_F;\m{ﬁ[i-du
exSiigin ( IBrobdbast, [DATA, s, ] ) The algorithm is lazy.

It retransmits a message only if the sender has been detectesh&sicra



Alporithm 3.3 Eager relable broawd cast.

ReliableBroadeast (rh)- System model
 Asynchronous syste

Im

UEE];estEfﬁ:-rtBr-:-aﬂ:mt (bela ).

upom event { Imit ) do
defivered == ik

upson event | rbhBroadinst, m ) do
trigmer {:EDthrEr. s-eﬁ?:? : Performance:
trigger { bebBroadeast, [Data, s, m]); N beb broadcast messages per one rb

broadcast message

a4 Aue asn
J0u S80(

e crash failures

upomn event { beabDelfver, py, [DaTa, 2n, m] ) do
if m & delivened dio
defiviere] == delivemed LI {m}
trigger { rbDalver, gy, m j;
trigger | ebhBroadeast, [DATA, 2m, m] i

It is eager in the sense that it forwards any delivered message.



(a) (b)

Figume 3.2 Sample eoscutions of eager reliable broadeast.



Uniform Reliable Broadcast

e Stronger form of reliability than RRB

 Agreement on a message delivered by any
process (crashed or not)!

Ilosclule:
Names UniformRefableBroadeast (urb).
Fvemtsc
{ urbBeoadeass, m ),  wrbDeliver, srem ), with the same meanmg and
mrterfice a8 m rerular relable hoosdeast.
Propserties:
RB1-RB3: Same a5 m regulyr nelable hooedcast.
URBA4: Uniform Agreement: If a message m is defiverad by some process

i (whesther oormaet or fanfy), then m s albo eventualy defiveresd by every
Oither GOrmect pricess py.

Module 3.3 Tuterfaoe and propertees of Unalonn Tesabe oo cast.

Uniformity states that the set of messages delivered by a cproeess
IS a superset of the ones delivered by a faulty one



Mosdule:

NWames UniformBelabbeBroadeast (url).

Frveuis=

{ urbBroadeast, m ), { wrbDeliver, sre,m j, with the same meaning and
mterface a8 m regular relEabls hoosdenst.

Propsertwes

RBI1-RB3: Same a5 m rerular reliahde hooadeast.

TURBA: Uniform A

other Corect pricess p;.

I o meesEnge 8 delivered. by stone process
i (whether oormect or faufty), then m s albo eventualy delvered by every

Module 8.3 Intedane and propertes of Gnaiormn Tesabe bddcast.

R1
pl

T T 0

o T

Vv

s I W W

Vv

Sl o o | R

p2 t tt
p3tttﬁ

T T 0

T T

T o W TIr

Vv

4

pl t ttﬁ*R

p2 t tt S
th t t




rhliradengs

™
rhl ek
a f / il
(q?,l"l:uﬁ-c'ﬁ.t'r
m
e
M

Figure 3.5 Sample eosmntaon of unaform relable hrogdcast.



Algorithm 3.4 All-Ack Uniform Reliable Broadcast

Implements:
Uniform ReliableBroadcast (urb).

System model

Uses: .
BestEffortBroadcast (beb). SynChronOUS SySte
PerfectFailureDetector (P). e crash failure

function canDeliver(m) returns boolean is
return (correct C ack,,);

upon event ( Init ) do
delivered := pending := i
correct ;= II;
forall m do ack,, = 0;

upon event { urbBroadcast | m ) do
pending := pending U {(self, m)};
trigger ( bebBroadcast | [DATA, self, m] );

upon event { bebDeliver | p;, [DATA, s;;,, m] ) do
acky, = acky U {pi}:
if ((s;,, m) € pending) then
pending := pending U {(sm, m)};
trigger ( bebBroadcast | [DATA, s, m] );

upon event { crash | p; ; do
correct := correct \{p; }:

upon exists (sm,,m) € pending such that canDeliver(m) A m & delivered do
delivered := delivered L {m };
trigger ( urbDeliver | s,m, m );



Algorithm 3.5 Majority-Ack Uniform Reliable Broadcast

Implements:
UniformRBeliableBroadcast (urb).

Extends:
All-Ack Uniform Reliable Broadcast ( Algorithm 3.4).

Uses:
BestEffortBroadcast (beb).

function canDeliver(m) returns boolean is
return (|ackm| = N/2);

// Except for the function above, and the non-use of the
/| perfect failure detector, same as Algorithm 3.4.

System model
e Asynchronous system

e crash failure
e majority of correct process

S



Uniform Reliable Broadcast

e EXists an algorithm for synchronous system using
Perfect failure detector

e EXists an algorithm for asynchronous system when
assuming a “majority of correct processes”

e Can we devise a uniform reliable broadcast algorit
for a partially synchronous system (using an
eventually perfect failure detector) but without th
assumption of a majority of correct processes?



Probabilistic broadcast

Message delivered 99% of the times

Not fully reliable

Large & dynamic grouy

Acks make reliable broadcast not scalable



Ack Implosion and ack tree
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Figure 3.4. Ad: mmplosion and ack tree

Problems:
Process spends all its time by doing the ack task

Maintaining the tree structure



Probabilistic Broadcast

Modules
Name: Probabilistic Broadeast (ph).

FEvents:
Request: | phBroadcast, m )z Usad to broadcast message m to all pro-
P,

Indicatwom: { phDeliver, sne, m )z Used to deliver message m bnoadcast
by process s

Properitics:
FPB1: Probabilistic salidity: There is a given probability such that for any

i and p; that are correct, ewery message broadcast by p; is eventually
delivered by p; with this probability.

PB2: No duplicotion: No message is delivered more than onoe,

PB3: No eneation: If a message m is delivered by some prooess p;, then
m was previously hroadcast by some pnooess ;.

Module 8.7 Interface and properties of probabilistic broadcast.




Gossip Dissemination

= -
S0 o O

Ca bl =

e A process sends a message to a set of ranc
choosen k processes

e A process receiving a message for the first time
forwards It to a set of k randomly choosen
processes (this operation is also called a round)

« The algorithm performs a maximum number of r
rounds




Algorithm 3.9 Eager Probabilistic Broadcast

Implements:
ProbabilisticBroadcast (pb).

Uses:
FairLossPointToPointLinks (Ap2p).

upon event { Init ) do
delivered := {;

function pick-targets (ntargets) returns set of processes is
targets := (I
while (| targets | << ntargets) do
candidate := random (I7);
it (candidate ¢ targets) A (candidate £ self) then
targets := targets Ll {candidate};
return targets:

procedure gossip (msg) is
forall t £ pick-targets (fanout) do trigger ( fip2pSend | t. msg ):

upon event { pbBroadecast | m ) do
gossip {{}DﬁIP_ self, m. m.ﬁxmundﬁ—l]}:

upon event ( fip2pDeliver | p;, [GossIP, s, m, 7] ) do
it (m & delivered) then
delivered := delivered L {m}
trigger ( pbDeliver | sm,m };
if » > D then gossip ([GossIP, sp,, m, 7 — 1]);






