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Total Order Communication

Common understanding: “processes deliver
messages in the same order”

m Always true for correct processes, but faulty?

m A faulty process could skip or deliver messages in a order
different from a correct process

m Some of these behaviors are known In the literature

..... not the whole story
m (Hadzilacos-Toueg 93, Schiper at al 95)
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Motivation of the work

m Active Replication in Air Traffic control

m Application designers use TO communication as a
basic block to build applications resilient to crash
failures

m If TO behaviors are not well understood they can
kill (or violate the safety of) the application upon
the occurrence of failures.

m ...Nice paradox

m S0 we need a clear and common specification!
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Specification

m A specification allows to understand how behaviors of
faulty processes are constrained.

Application designers can thus understand if such behaviors can be
tolerated by its application

TO designer can position their implementation in a right context
looking at which behaviors can be generated by an implementation

m  Our contribution has been to provide a unifying

formal framework:

understanding all possible bad behavior of faulty processes through
a systematic approach

derive all possible TO specifications
showing relations among such specifications,
allowing to classify and compare TO implementations
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Content

m Hierarchy of TO specifications In static
system

m Simple Methodology to Classify TO
iImplementations

m I[mpact on applications
m Extension to dynamic systems
m TO in Group Toolkit
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System model

m Static set of processes ? ={p, ... p,}

m Message passing over reliable channels (message
exchanging between correct processes is reliable)

m Asynchronous
m Crash fault model for processes
m \We characterize the system in terms of its possible runs

' TOcast(m) | ' TOdeliver(m) | r
--------------- g ¢ R
p, = Y T >
P2 T

________________________________________________
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A few notation

m Property P: predicate on the system, identifying
asetofrunsR, 1 R

Pbp Piff Roi R, R)) R

m Specification S(P,,...,P,,): logical and of m
properties, identifying a set of runs Rg=Rp n ...

nR, | R &
"

S? Siff Rgl Rg
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TO specifications

Total order specifications are usually composed by four
properties, namely Validity, Integrity,Agreement, and
Order.

m A Validity property guarantees that messages sent by
correct processes will eventually be delivered at least by
correct processes;

m An Integrity property guarantees that no spurious or
duplicate messages are delivered,

m An Agreement property ensures that (at least correct)
processes deliver the same set of messages;

m An Order property constrains (at least correct) processes
delivering the same messages to deliver them in the

same order.
” MIDLAB
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TO specifications

m Total Order Broadcast = S(V,1,A,0)
V 3 Malidity
| = lotegrity
A = Agreement
>>§o = O%der == TO(A.0)
m Distinct specifications arise from distinct
formulations of each property
uniform vs non-uniform

A uniform property imposes restrictions on the
behavior of (at least) correct processes on the basis
of events occurred in some process (correct or not)



TO Specifications

m Crash failure + Reliable channels b

NUV. Iif a correct process TOCAST a
message m then some correct process will
eventually deliver m

Ul. For any message m, every process p
delivers m at most once and only if m was
previously tocast by some (correct or not)
Process.



The Agreement property

m (Uniform Agreement, UA) If a process
todelivers a message m, then all correct
processes will eventually todeliver m;

m (Non-uniform Agreement, NUA) If a correct
process todelivers a message m, then all
correct processes will eventually todeliver m
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The Agreement property

m Constrains the set of delivered messages
Correct processes always deliver the same
set of messages M
Each faullty process p delivers a set M,
= UA: M, | M
= NUA: M canbest M;-M? A&

S | S | w T T T o,
UA P T T 1T 0, T T T 0 >  NUA
X g v o 5(GE)E T -




The Order property

m Constrains the order of message deliveries and
possibly the set of delivered messages

SUTO: if p delivers m<m’, q delivers m’ only after m
= same order
= same prefix of the set of delivered messages
m after an omission, disjoint sets of delivered messages
WUTO: if p,q deliver m,m’, they get the same order
= NO restrictions on the set of delivered messages




The Order property (2)
m SUTO and WUTO are uniform

m They both have a non-uniform counterparts:
SNUTO and WNUTO

m (Strong Non-uniform Total Order, SNUTO). If
some correct process todelivers some message
m before message m', then a correct process
todelivers m‘ only after it has todelivered m.

m (Weak Non-uniform Total Order, WNUTO) If
correct processes p and g both todeliver
messages m and m', then p todelivers m before
m' if and only If g todelivers m before m'



The Order property (2)

m SUTO P WUTO
m SNUTO P WNUTO

m, m, mg
N o T 1
m, m, mg { m,
SNUTO »—1L__T T T
m ml m4 m5
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TO specifications

s TO(UA,SUTO) e e
IS | A | S SR | S |
The strongest TO spec. noom
I (S 3
m TO(NUA,SUTO) SUAGTEY
(Strongest

total order)

TO(NUA,SUTO)
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TO specifications (2)

= TO(UA,WUTO)

O(UA,SUTO)
(Strongest

0, %l %2 %3 % R total order)
NN R S | S | M

m >< mg om TO(NUA,SUTO)
Ps T._T N TT ﬁ %

TO(NUA,WUTO




TO specifications (3)

m TO(UAWNUTO) O(UA,SUTO)
m, N m, m, (Strongest
o T 1 1 1 R total order)
S S
m, >< ﬁ my TO(UA,WUTO) TO(NUA,SUTC
3 X 1) g -
B TONUA,WNUTO) o
m, TO(UA,WNUTO) TO(NUA,WUTC

ml m2 m4
S | A T 1,
m, my
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(G )T
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Simple Methodology to classify
Implementations

-
9
-
*
o
-
3
Q
S
o
o)

Restrictions

-/ 4 = Fp gdm del{p, m) A —del{q m) A correct{q)
-SUTO 2 3pq@mm’ delip.m) < dellp,m"y A del{q,m’) A (~del{g. m) v del{g, m") < del(g,m))
-WUTO 2 3p.o3m.w’ delip,m) < delip,m") 4 dellg,m') < del{q, m)




Behavior of Faulty Processes

EFP1:

EP2:

EP3:

EP4:

a faulty process p delivers a prefix of the ordered set of messages delivered by

correct processes;

a faulty process p delivers some messages which are not deliverad by cormect

ProCEss0s]

a fanlty prooess p skips the delivery of some messages delivered by correct

ProCesses]

a faulty procesa p delivers some messages in an order different from correct

Procc=s=cs.

T specilicatian

Admitted differences in the histories of
processss ¢ (faulty ] and g (correct

oA, strra;)

]

TOA WIT O

EPT or EF3

el AW NUTO)

[P or EFS ar A

TONLUA,SUITO

P er EP'2

'oiNUA WETO)

P or EP2 ar EP3

TOINUA WNUTO

I or EP2 or EPS or KP4
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Impact on Applications

m  Guaranteeing one-copy serializability on a
replicated database with deterministic
transactions.

m |t suffices

All replicas serialize transactions in the same order
Replicas executes the same set of transactions

O Assuming replicas serialize transactions
according to the order of transactions delivery,
using a primitive compliant to TO(UA, SUTO)
solves the problem



- SR
Impact on Applications

m Weaker TO primitives needs an application
logic to handle possible inconsistencies due to
faulty processes

m Introducing a voting phase managed by a
“fault-tolerant” software component C into the
application logic

m  Assume a majority of correct processes



Impact on Applications

B TO(NUA,SUTO). Due to EP2, a faulty replica
could commit a transaction never delivered to
correct replicas violating OCS

m  Solution:
C sets a timer and sends the transactions to
replicas using the TO(NUA,SUTQO) primitive.
Each replica sends a prepare-to-commit message

C waits either for a majority of prepare-to-commit
messages or for timer expiration.

= Inthe first case, send a commit message through a reliable
broadcast primitive.

m Inthe second case sends an abort message



Impact on Applications

TO(UAWUTO) or TO(NUA,WUTO). Due to
EP2 and EP3, a faulty replica could skip the
delivery of a transaction violating OCS

Solution:

C sets a timer and sends the transactions to
replicas using the TO primitive.
Each replica sends a prepare-to-commit message

C waits either for a prepare-to-commit message

from each non-faulty replicas or for timer expiration.
As in the previous case

C requires on-the-fly monitoring replicas



Impact on Applications

m TO(UAWNUTO) or TO(NUA,WNUTO).
Due to EP2, EP3 and EP4, a faulty
replica could deliver transactions in
different orders wrt a correct replica
violating OCS

m  C requires to handle out of order arrivals
of prepare-to-commit messages.



Extension to dynamic systems

m Processes can join and leave at any time

m Consider a dynamic system as a
sequence of static system runs

m The TO specification implemented by an
iImplementation | is the weakest TO
specification guaranteed in a static run
belonging to one of all runs generated by |
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Extension to dynamic systems

sub-run 1 sub-run 2 sub-run 3
D I ittt » ¢ P 4
m, m ' m, m m Mg
o A W LW (A T g
N A A | A o " i RN
m, | | |
| v | . .
o, LTI T T | T N
mg I m, Mgy |
) il | T 3ot :
TO(UA,SUTO) TO(UA,SUTO) TO(NUA,SUTO)

A protocol | producing this message pattern satisfies at most TO(NUA,SUTO)
l.e., it does not satisfy TO(UA,SUTO)



Group Toolkits

m Notion of Join, leave, view, view
synchrony etc.

a0
o - @
__ S
o =

=R
v v

! e detected.
1 Start view change | | new view i dI d :

___________________________________________




Group Toolkits

sub-run 1 sub-run 2 sub-run 3

€ I R >
N A ™ 9™ | a" -
m, m, : m, m, mg mg % : m,, Mg
SN S R T U T T L 1T T,
|
my | |
Ps TT % : : :
m m m | m m
A o Tl o,
TTm6 : TTm7 TTm9 :
Ps : }:A/A\,:"Z!
€ > - > 4o » - > 4 »g------ >
V1 = {P1,P:Ps} Vo = {P1.py} V3 = {P1.Py Py} Vs = {P1,P2:P4: Ps} Vs = {P2:P4:Ps} Ve = {P2:P,}

View Synchrony property: “all correct processes that pass to the next view deliver
the same set of messages in the current view”
Protocol mechanims to implement view synchrony:

Membership protocol

Flush

Stability tracking



! Failurfe detected. i Viey = {Py.P,P3}
! Start view change |
1

Vi = {p11p21p31p4}

| New viewdecided. | | End of flush. Throw view
i Start the flush protocol 1 change event to application

Example of a run with a flush protocol
This run is NUA due to m3

Dipartimento di
a'_ticaetlTistim M | D L A B
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NUA is guaranteed by

“View synchrony and
reliable channels”
Application

UA or NUA

UA is guaranteed by

Unreliable network “View synchrony,
Stability tracking and

reliable channels”

Dipartimento di
nfunna?ica eSistelr!ﬁstica M | D L A B




Algorithms to implement order
In group toolkits

m Token Based (Spread, JavaGroups)

m Sequencer Based (JavaGroups,
Ensemble)
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Sequencer Based

sequencer
seguencer

seq(m)

J S -

O

Broadcast-broadcast (BB) Ask-broadcast (BB) Send-broadcast (BB)

MIDLAB
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Sequencer Based

m Underlying system enforces UA

All sequencer based algorithms guarantee
TO(UA,SUTO)

m Underlying system enforces NUA and
not(UA)
BB and SB guarantee TO(NUA,WNUTQO)
AB guarantees TO(NUA,WUTO)



BB satisfies WNUTO




AB satisfies WUTO

m, <m,,seq(m,)> -:. m, s
5 ﬂ ask(m,) " - TT % Execution of the flush
(faulty) s ¢ protocol >
."oo 2
<m,,seq(m,)> m, m
P, TT >
ask(m,)
ﬁl
sequencer >
Seq(ml) SeQ(mz)

ask(m3) seq(m3) <m3 seq(mg>  pmmmmmmmmleeeoooooeg |
End of qush.AneW |

view is delivered
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Sequencer Based

Urdering pretoco Arresmneil TO specitication Systern
ircadeast-broadeast sequencer N A FOINUA W NUTO Ensemnblel s=ghbj
L A 10U A SUTO -
Send-broadeast ssquencer NI A TOINUA WNUTO) Ensemblel Sequencer )
£/ 4 1O A SUT -
Ask-broadeast sequencer NU A FONDAWUTOY Javalaroupst [0 LA L)
L' A F'OU A, SUTON -
Token with stability trackme NU A 1 LU A, SUTL spread] sale)
Javalaroupsi TOTAL_TORKEN)
Token without stability tracking NLTA TOMNUA WUTOY Spreadi A greed)

Table & TO specification entoreed by each ordering protocol




