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Abstract

Nowadays, there are many protocols able to cope with process crashes, but, unfortunately, a process crash represents only a particular
faulty behavior. Handling tougher failures (e.g. sending omission failures, receive omission failures, arbitrary failures) is a real practical
challenge due to malicious attacks or unexpected software errors. This is usually achieved either by changing, in an ad hoc manner, the
code of a crash resilient protocol or by devising a new protocol from scratch. This paper proposes an alternative methodology to detect
processes experiencing arbitrary failures. On this basis, it introduces the notions of liveness failure detector and safety failure detector as
two independent software components. With this approach, the nature of failures experienced by processes becomes transparent to the
protocol using the components. This methodology brings a few advantages: it makes possible to increase the resilience of a protocol
designed in a crash failure context without changing its code by concentrating only on the design of a few well-specified components,
and second, it clearly separates the task of designing the protocol from the task of detecting faulty processes, a methodological improve-
ment. Finally, the feasibility of this approach is shown, by providing an implementation of liveness failure detectors and of safety failure
detectors for two protocols: one solving the consensus, and the second solving the problem of global data computation.
� 2007 Elsevier B.V. All rights reserved.
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1. Introduction

Before seminal paper from Chandra and Toueg [6], dis-
tributed protocols running on crash-prone system models
merged the aspect related to fulfill their goal and the aspect
related to the detection of crashes. Chandra and Toueg
were the first to propose an approach that encapsulates
the task of detecting process crashes in a component, exter-
nal to the process, called failure detector. A crash failure
detector is a distributed oracle that can be consulted by a
process to have hints about the state of another process.
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From an operational viewpoint, a crash failure detector
undertakes the burden of dealing with the bad behavior
(i.e., asynchrony and failures) of the underlying system, let-
ting the protocol designer concentrate on the essential part
of the development without worrying about the underlying
problems. The interest of their approach lies in the fact that
it clearly separates concerns between the task of solving
some distributed computing problems and the task of
implementing the failure detector [22].

The notion of failure detectors have been firstly intro-
duced as a way to solve the consensus problem by circum-
venting the FLP impossibility result [12]. This result states
that consensus cannot be solved in a pure asynchronous
distributed system when also a single process might crash.
A solution to the consensus problem consists in designing a
deterministic protocol in which all the processes that do
to design arbitrary failure detectors ..., J. Syst. Architect. (2008),
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not crash reach a common decision based on their initial
opinions. Failure detectors actually add to the underlying
model the synchrony necessary to solve consensus.1

Unfortunately, failures can become more subtle than
crashes. If we consider consensus protocols resilient to
arbitrary failures and based on failure detectors (e.g.
[1,9,16,17,19]) share a common factor: they include the task
of failure detection, but process crashes, into the code of
the protocol. This has two main disadvantages. These pro-
tocols, firstly, loose the main strength of Chandra–Toueg’s
approach as failures more subtle than crashes have to be
handled by the code developed by the protocol designer.
Secondly, changing the protocol code means does not
leverage from the protocol designed in the crash-prone
environment.

Concerning the latter point, in the context of consensus
handling muteness failures,2 Doudou et al. in [10] pointed
out that a protocol designed in a crash-stop model can
be reused, modulo a few change in its code, in a muteness
failure model, just by replacing the crash failure detector
by a muteness failure detector.

The focus of this paper is to propose a methodology to
handle arbitrary failures that aims to get a separation of
concerns between solving the conceptual problem (e.g.,
agreement-like problem) and the failure handling one by
encapsulating the task of detecting such failures in an arbi-
trary failure detector. This has a noteworthy consequence,
it allows to reuse the code of a crash resilient protocol, in a
system model with arbitrary failures just by replacing the
crash failure detector with an arbitrary one without
impacting the protocol’s correctness.

More specifically, the paper proposes a systematized
sequence of steps (i.e., the methodology) that takes as input
a protocol A correct with respect to a system model prone
to crash failures and returns an arbitrary failure detector
specifically designed for the protocol A. This failure detec-
tor can be used then by A to resist to arbitrary failures.
The arbitrary failure detector is formed by two compo-
nents: a liveness process failure detector and a safety pro-
cess failure detector. A liveness failure detector associated
with protocol A is a distributed oracle which detects any
process that does not make progress with respect to speci-
fication of A (i.e., this process is no longer live w.r.t. A). A
safety failure detector associated with protocol A is a dis-
tributed oracle which detects any process that does not exe-
cute statements according to specification of A (i.e., this
process is not safe w.r.t. A).

To show the feasability of the approach, we apply the
methodology to two case studies: a protocol solving the
1 Consensus in an asynchronous system can be solved through the use of
random source observable by all participants (e.g., [3,4,21]). However in
this paper we focus on solution of consensus based on failure detectors.

2 A process ‘‘A” suffers a mute failure with ‘respect to process ‘‘B” if ‘‘B”

does not receive application messages from ‘‘A” while the ‘‘B”’s crash
failure detector says that A is alive.

Please cite this article in press as: R. Baldoni et al., A methodology
doi:10.1016/j.sysarc.2007.11.002
consensus problem [15], and a protocol solving the Global
Data Computation problem [8].

Let us finally remark only crash failure detectors can be
designed independently of the protocol that will use them
[9,10]. Consequently, both liveness and safety failure detec-
tors components need to make reference to properties of
the protocol they are associated with. So, their design is
necessarily ad hoc, and this raises the following question:
does it make sense to adopt this ad hoc approach, rather
than solutions adopting crash failure detector and chang-
ing the protocol code to catch the non-crash failures? We
advocate that answer is yes, for two reasons. Firstly,
changing the crash-resilient protocol code does not allow
a more generic approach than our external components
approach. Secondly, in our approach, the nature of failures
experienced by processes becomes transparent to the proto-
col using these components. Thus, from an operational
point of view, it makes possible to increase the resilience
of a protocol designed in a crash failure context without
changing its code, and, from a methodological point of
view, it clearly separates the task of designing the protocol
from the task of designing faulty processes.

The paper is made of six sections. Section 2 presents the
computation models and the notions of process faults and
failures. Section 3 introduces the concepts of liveness fail-
ures and of safety failures. Section 4 presents the principles
underlying the design of liveness failure detectors and of
safety failure detectors and the way a protocol might use
them. Finally, Sections 5 and 6 present the two case studies.

2. The model of computation

2.1. Protocol

A protocol is composed of n sequential programs. Each
program involves two kinds of statements: internal and
communication. A protocol is specified by one or several
properties. A protocol is designed with respect to a system

model. A system model is a description of the environment
able to support the executions of this protocol. A protocol
is correctly designed w.r.t. a system model if any execution
of this protocol in an environment satisfying the system
model assumptions satisfies the specification of the
protocol.

2.2. System models

System models considered in this paper share the follow-
ing characteristics:

� The execution of a sequential program P i is a process pi,
that produces a (possibly infinite) sequence of events.
� Each process has its own local environment (local mem-

ory, input–output buffers, etc.) and runs on a processor.
� Processes communicate together by exchanging mes-

sages through channels connecting an output buffer of
the sender to an input buffer of the receiver.
to design arbitrary failure detectors ..., J. Syst. Architect. (2008),
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Different system models are obtained according to dif-
ferent additional assumptions. These assumptions concern
in particular:

� The time (synchronism/asynchronism): synchronous

models are characterized by the three following timing

assumptions ([13]):
(1) There is a known upper bound on the time required

by any process to execute an action.
(2) Every process has a local clock with known

bounded rate of drift with respect to real time.
(3) There is a known upper bound on the time taken to

send, transport and receive a message over any
channel.

On the contrary, in completely asynchronous models,
none of these three timing assumptions hold. Thus,
asynchrony concerns processes as well as channels.
Intermediate models, where some of these timing
assumptions or weaker timing assumptions hold, can
be defined. They are referred to as partially synchronous
models.

� The reliability: responsibility for faulty behavior is
assigned to the system’s components (i.e. communica-
tion channels and processes). Therefore, reliable models
assume reliability properties for both channels and pro-
cesses. Unreliable models include models where some of
those channels/process reliability requirements are not
assumed.

For example, an asynchronous distributed system prone
to process crash failures, is a distributed system where no
time assumption is made (asynchronous), channels are
assumed reliable, and processes fail only by crashing.
2.3. Process fault and process failures

During the execution of a protocol A, a process fails if it
deviates from its specification. When a process fails, we say
that a process failure occurs. A process that does not fail is
correct. Process failures are the consequence of underlying
faults [20]. Examples of faults are mistakes in protocol
designing, software bugs, failures of hardware components
used by the process, congestion of underlying network, etc.
Examples of process failures are crashes, permanent or
transient sending (or receiving) message omissions, corrup-
tion of the field of a message, etc. Note that sequences of
events produced by a correct process are consistent with
the protocol specification, but the converse is not true: a
process could indefinitely delay its activity after having
produced a finite prefix of a consistent sequence of events.

It is well known that some faults can be hidden in some
runs, i.e., they do not produce a failure in this run. But
another fact worth to be noticed is that some failures can
remain local, i.e., they do not impact the behavior of other
processes. Suppose for example that a process p crashes at
a particular point of its execution. Consider all the consistent
Please cite this article in press as: R. Baldoni et al., A methodology
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sequences of events that could be produced by p after this
point, if p had not crashed. If none of these sequences con-
tain the sending of a message to a process q, the latter will
not be directly affected by the crash of p. Another example
is as follows: if a process corrupts the value of a local vari-
able, and if this value has no influence on the decision to send
messages nor on the content of sent messages, this failure
does not impact other processes. In the rest of this paper,
the expression process failure will be restricted to failures
that have some impact on the behavior of other processes.

During the execution of a protocol A, the manifestation
of failures of a process p passes through the analysis of
messages sent by p while running A. A crash failure of p

means that p stops taking any action, and this implies that
expected messages never arrive to the intended destination.
A muteness failure of p w.r.t. another process q means that
p stops sending protocol messages to q (while continuing to
take other actions, e.g. sending expected protocol messages
to processes except to q). In a transient message omission

sending failure, process p skips the sending of one or more
message during some time. In a message corruption failure,
a process p corrupts the value of a field of the message.

3. Liveness failures and safety failures

In this section, a classification of process failures
between process liveness failures and process safety failures

is proposed. Before going further on, it is worth to empha-
size that this classification is not directly linked to liveness
and safety protocol specifications. For example, the follow-
ing specification is a liveness specification:

� Eventually, every correct process decides a colour.

Note that this specification involves only correct pro-
cesses, i.e., processes that do not suffer any failure. In other
words, process liveness failures (like crash failures) do not
necessarily impact the liveness properties of the protocol.

The situation would obviously be different with other
specifications, such as, for example:

� Eventually, every process decides a colour.

3.1. Process liveness failures

In the past, some types of process failures have been spe-
cifically considered, e.g., crash failures, or muteness fail-
ures. They constitute examples of liveness failures, in the
sense that, if a process p suffers from such a failure, this
process stops to show some progress w.r.t. at least one
another process q (independently of the detection of this
fact by the impacted process q).

More formally, let consider any two processes p and q

running a protocol A. In any execution of A, the history
of p includes a sequence of relevant events, namely stepðp;
qÞ1; . . . ; stepðp; qÞ‘; . . ., where <l is the relation of local
to design arbitrary failure detectors ..., J. Syst. Architect. (2008),
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precedence on events on process p and where each event is
either the sending of a message to q, or an internal event such
that there is the sending of a message to q not after the next
relevant event. This sequence possibly includes an event
stopðp; qÞ, denoting the termination with success of the the
code run by p, i.e., after stopðp; qÞ, no send event of a message
from p to q exists.

Definition 1. A process p is stalled w.r.t. a process q (in a
run of a protocol A) if there exists k such that stepðp; qÞk
occurred and stepðp; qÞkþ1 or stopðp; qÞ will never occur.

Definition 2. A process p suffers a liveness failure (in a run
of a protocol A) if there exists at least one process q such
that p is stalled w.r.t. q.

The following example shows that process liveness fail-
ures are not limited to crash failures or to muteness fail-
ures. Suppose that the protocol A governing p includes a
code like the one shown in Fig. 1 where C is a condition
becoming true only after the receipt of some messages.
If p fails by permanently omitting to receive messages (it
suffers a permanent receive omission failure) enabling C

to become true, then the event stepðp; qÞkþ1 will never occur
and thus p will be stalled w.r.t. q (i.e., p suffers a liveness
failure). However, p will continuously perform the sending
of mðkÞ to q and thus, p will not be mute to q.

Let us remark, however, that if p suffers only transient
omission fault, then after a while p may execute state-
ment k+1 (i.e., the statement producing stepðp; qÞkþ1). In
that case, p is not stalled w.r.t A and q.

Let us also remark the importance of the event
stopðp; qÞ. If the execution of p produces this event, then
p will never be stalled w.r.t. q.

3.2. Process safety failures

Let us consider any two processes p and q running a pro-
tocol A. In any execution of A, the history of p includes a
sequence of events sk ¼ sendðm; qÞ, where, for each sk, the
content of the protocol message m is a function of the
events locally preceding sk on process p.

Definition 3. A process p is unsafe w.r.t. a process q (in a
run of a protocol A) if there exists k such that the protocol
message involved in sk is not consistent with the specifica-
tion of A.
Fig. 1. Liveness process failures: an example.
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Definition 4. A process p suffers a safety failure (in a run of
a protocol A) if there exists at least one process q such that
p is unsafe w.r.t. q.

The following example shows that a process p could suf-
fer a safety failure without being stalled, e.g., if it suffers
transient omission failures. Let the code of the protocol gov-
erning p be shown in Fig. 2. Suppose that p temporarily
omits to receive some messages m0ðaÞ from q0, but otherwise
is correct. It means that some updates of local variable x do
not occur, and thus the content x of some messages mðxÞ
are wrong. Thus, p is unsafe w.r.t. q, but is not stalled
w.r.t q (as events stepðp; qÞk occur).

4. Designing liveness and safety failure detectors

4.1. Handling liveness process failures

(1) Specifications of a liveness failure detector. A liveness
failure detector is a distributed oracle aiming at detecting
stalled processes. It is composed of local modules, one
per process. A local module can observe the state of the
process p to which it is associated, and its output is the
set (suspected livenessp) of processes it suspects to be stalled
w.r.t. p. To be more precise, we adopt the model patterned
after the one in [6]. A liveness failure detector can make
mistakes by not suspecting a stalled process or by suspect-
ing a live one. It is thus specified with two properties: com-
pleteness (a property on the actual detection of stalled
processes) and accuracy (a property that restricts the mis-
takes on erroneous suspicious). Note that in these specifica-
tions, the abbreviation lfdm stands for ‘‘liveness failure
detector module”. Thus, we get the following
classification.3

Eventual completeness. Eventually, every process that is
stalled w.r.t. a correct process p is permanently suspected
by p’s lfdm.
Eventual weak accuracy. Eventually, there is at least one

live process that will never be suspected by any correct
process’ lfdm.
3 It is possible, as in [6], to present a more formal specification based on
the notion of failure pattern. Although this presentation is not adopted
here, it would not be difficult to obtain.

to design arbitrary failure detectors ..., J. Syst. Architect. (2008),
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Eventual strong accuracy. Eventually, every live process
will never be suspected by other correct processes’ lfdm.
Weak accuracy. There is at least one live process that will
never be suspected by any correct process’ lfdm.
Strong accuracy. Any live process will never be sus-
pected by a correct process’ lfdm.

Similarly with the notations introduced in [6] and widely
used in the case of crash failure or muteness failure, we will
denote by�STSA the class of liveness failure detectors sat-
isfying eventual completeness and eventual weak accuracy
for a protocol A (eventually strong liveness failure detector).
We will denote by �STPA the class of liveness failure
detectors satisfying eventual completeness and eventual
strong accuracy. And we will denote by STPA the class
of liveness failure detectors satisfying eventual completeness
and strong accuracy (Perfect liveness failure detector). The
suffix A will be omitted when no confusion is possible.

4.2. Hints for designing liveness failure detectors

Implementations of crash failure detectors were mainly
based on the notion of ‘‘I-am-alive” messages (heartbeats)
exchanged between the instances of crash failure detector
associated with each process. If a failure detector of a process
q stops receiving heartbeats from the failure detector of pro-
cess p then the failure detector of q suspects p to be crashed.
There is then a sharp separation between the messages
exchanged by the protocol and the messages exchanged by
the failure detectors. This makes crash process failure detec-
tor independent from the underlying protocol.

It has been shown in Refs. [9,10] that designing mute-
ness failure detectors cannot be independent from the pro-
tocol run by processes. In fact, the receipt of heartbeats is
no longer a guarantee that p is correct: p could indeed stop
sending protocol messages, but continue to send heartbeat
messages. So, a muteness failure detector must be able to
detect a process that is not crashed, but stops sending pro-
tocol messages. Consequently, the authors pointed out that
a necessary condition to design such a muteness failure
detector is that each process has to know the set of mes-
sages exchanged by a protocol A.

When designing a liveness failure detector previous con-
dition does not suffice to ensure detection of stalled pro-
cesses. As shown in Section 3, p could continue to send
protocol messages to q without doing any progress with
respect to the protocol A.

Therefore, a liveness failure detector has to be able to
capture

� the progress of a process p with respect to A, and
� the termination with success of the code of p with

respect to A.

(1) Requirements imposed to A. It results from the pre-
vious section that a protocol A has to embed mechanisms
that allow a liveness failure detector to capture its progress
Please cite this article in press as: R. Baldoni et al., A methodology
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in its runs. In particular, the execution of each process must
be patterned according to the model presented in Section
3.1, and, moreover, messages involved in send events
occurring between consecutive stepðp; qÞ events must trans-
mit the value of a local p’s variable k that is increased at
each stepðp; qÞ event. Therefore, the code of each process
has to be modelled according to the following one.

So, if the liveness failure detector associated with a pro-
cess p receives protocol messages from a process q while the
variable k remains unchanged, then, in this run of A, it can
suspect q to be stalled with respect to p.

4.3. Handling safety process failures

(1) Specifications of a safety failure detector. The discus-
sion and the classification obtained in the case of liveness
failure detectors can be applied to the case of safety failure
detectors as well, where the word ‘‘stalled” becomes
‘‘unsafe”,‘‘live” become ‘‘safe”, and the abbreviation sfdm

stands for ‘‘safety failure detector module”. In particular,
the output of the local module associated with p is the set
(suspected safetyp) of processes it suspects to be unsafe
w.r.t. p. Thus, we get the following classification.

Eventual completeness. Eventually, every process that is
unsafe w.r.t. a correct process p is permanently suspected
by p’s sfdm.
Eventual weak accuracy. Eventually, there is at least one

safe process that will never be suspected by any correct
process’ sfdm.
Eventual strong accuracy. Eventually, every safe process
will never be suspected by other correct processes’ sfdm.
Weak accuracy. There is at least one safe process that
will never be suspected by any correct process’ sfdm.
Strong accuracy. Any safe process will never be sus-
pected by a correct process’ sfdm.

However, even if formally the classification is similar to
the case of liveness failure detectors, there is a difference
between them. In fact, detecting safety failures rests on
mechanisms (see the next section) that do not rely on
‘‘time”, but on the very structure of the protocol. This
explains why, practically, when the structure of the protocol
allows to apply these mechanisms, safety failure detectors
are perfect (eventual completeness and strong accuracy).

(2) Hints for the design of safety failure detectors. As
explained in Section 2.3, detection of failures is closely
related to the receipt of protocol messages. Therefore,
when one has to cope with detection of safety failure, the
key idea is: each process has to check whether the right mes-

sage has been sent by the right process at the right time with

the right arguments. This leads to identify two kinds of
‘‘externally” visible behaviors:

(1) Wrong messages (i.e., right time, but wrong message
or wrong content). This case includes messages sent
after an alternative statement has been misevaluated
to design arbitrary failure detectors ..., J. Syst. Architect. (2008),
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(substituted messages), or messages whose content is
syntactically or semantically incorrect.

(2) Unexpected messages (i.e., wrong time). This corre-
sponds to an ‘‘out_of_order” message, revealing
either a transient sending omission or a sending dupli-

cation. This case includes in particular the case of
messages that are not generated during fail-free exe-
cutions of the protocol.

Detection of wrong or unexpected messages is based, on
the one hand, on certification mechanisms, and, on the
other hand, on state machines built from the text of the
protocol (both tools are explained in detail below). Certif-
icates can be analyzed (at the recipient side) by a state
machine to detect wrong messages. As the state machine
is built from the text of the protocol, this machine can also
detect unexpected messages. It results from this discussion
that the task of designing safety failure detectors essentially
consists in the design of appropriate certificates and in
modelling the protocol with a state machine.

Let us now present in detail each of these tools and the
structure of a safety failure detector local module, attached
to a process.

(a) Certificates. A certificate is a piece of redundant
information, appended to a message in order to detect
wrong expected messages. Its aim is to ‘‘witness” (i) the
content of the message and (ii) the fact that the decision
to send the message has properly been taken by the sender.
A certificate includes a part of the process history. This his-
tory includes internal, send and receipt events. A certificate
can be appended to a message upon its sending, and is used
by the receiver to check if the content of the message is con-
sistent with the senders history (no semantically incorrect
messages). It also allows the receiver to check that the deci-
sion to send this message (and not another one, in case of
choice) is the correct one (no substituted messages).

Consider a message m sent by p, containing a value v.
This value has been updated by p according to its own his-
tory. Similarly, the sending event of m is a consequence of
the receipt of other messages, and is enabled by a set of
conditions involving local variables of p. The certificate
appended to m must contain proper information able to
witness: the value v, the fact that the required receipt events
have been correctly taken into account, and the values of
p’s local variables involved in the enabling condition.

Let us remark that we have to assume that certificates
themselves cannot be corrupted, since a corrupted certify-
ing information could be consistent with a corrupted infor-
mation to certify. The concept of reliable certification

component encapsulates this assumption. Technically, this
assumption can be enforced by the very structure of certif-
icates: they are composed of a set of signed messages, e.g.

messages whose receipt is the cause of the sending of m,
or whose content has influenced the update of a local var-
iable whose value is involved in m. Reliability results from
the fact that no process can falsify the content of a signed

message without being detected as faulty by a correct recei-
Please cite this article in press as: R. Baldoni et al., A methodology
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ver [23], and, if necessary, from the cardinality of the set of
signed messages allowing to perform majority tests. The
correction of a certificate can thus be verified at the recipi-
ent side, by a certificate analyzer.4 The consequences of this
assumption will be further analyzed in Section 5.4.

Definition 5. A certificate attached to a message m is well-

formed with respect to a value v if it has been analyzed as
non-corrupted and if the receiver can extract information
consistent with the value of v and with the action to send m.

Notation. Let m be a message sent by a process p, and
certified with a certificate cert. The pair ðm; certÞ, signed
with the unforgeable signature of p, will be denoted by
hm; certip. It means, in particular, that no process can fal-
sify the information contained between handi without
being detected as faulty.

The design of certificates depends on the protocol to be
transformed. The previous principles constitute a”guide-
line” for this design. If the protocol has been proved cor-
rect in a failure model involving only liveness failures
(e.g., in the crash model), it remains only to prove that cer-
tificates are well-formed with respect to (1) values carried
by messages and (2) decisions enabling their send event.

(b) State machines. Let us consider a state machine mod-
elling the behavior of process p with respect to q. In this
state machine, transitions are triggered when p receives a
message from q. In every state, a set of receipt events are
enabled. Unexpected messages are those whose receipt
events are not enabled. Syntactically incorrect messages
are those whose receipt event is enabled, but whose syntac-
tic composition is not consistent with the one of the corre-
sponding expected message. Semantically incorrect and

substituted messages are those whose receipt event is
enabled, but whose certificate is not well formed with
respect to either its arguments or the action to send that
particular message. When such events occur, they trigger
a transition to a particular terminal state, called faulty
state. The actual design of a particular state machine has
to be done in the particular context of the protocol (just
like the design of particular syntactic analyzers has to be
done in the context of each grammar).

(c) Structure of safety failure detection local modules. The
safety failure detector module associated with a process p

(hereafter sfdm) is composed of three sub-modules (called
also modules, for simplicity): (i) a signature module, (ii) a
verification module, and (iii) a certification module. More
precisely, the structure of an sfdm is given in Figs. 3, 4.
The same figure also shows the path followed by a message
m (resp. m0) received (resp. sent) by p.

Signature module. Each signed message arriving at p is
first processed by this module which verifies the signature
to design arbitrary failure detectors ..., J. Syst. Architect. (2008),



Fig. 3. Structure of the code of a process in A.

Fig. 4. Structure of a local safety failure detector.
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of the sender (by using its public key). If the signature of
the message is inconsistent with the identity field contained
in the message, the message is discarded and its sender
identity (known thanks to the unforgeable signature), is
added to the local output suspected safetyp. Otherwise,
the signed message is passed to the verification module.
Also, each message sent by p is signed by the signature
module just before going in the network. This module is
generic, in the sense that it can be implemented indepen-
dently of the protocols using it [23].

Verification module. This module receives (certified and
signed) messages from the signature module. It implements
the certificate analyzer mentioned in the previous section.
For each message m, it first checks whether m is properly
formed (syntax) and if its certificate is well-formed w.r.t.
values carried by m (semantics). Then, it checks whether
the receipt of m follows the program specification of the
sender. To this aim, the verification module is composed
of a set of state machines, one for each possible sender.
If the checks are positive, it passes the (certified and signed)
message to the certification module. Otherwise, it appends
the identity of the sender of m to the set suspected safetyp.

It is important to note that, if the certificates are cor-
rectly designed and the messages are signed, then this mod-
ule is reliable, i.e., if p is correct and q 2 suspected safetyp,
then q has experienced an incorrect behavior detected by
the verification module of p. This is enforced by the fact
that, if the content of the signed message, and in particular
Please cite this article in press as: R. Baldoni et al., A methodology
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the included certificate, had been corrupted, this would be
detected by the signature module in the previous stage.
Thus, the verification module can safely rely on the values
contained in a certified message to verify that the content
of the message and the decision to send this message is con-
sistent with its certificate (e.g., by ‘‘ replaying” the code of
the sender with the data contained in the certificate).

Certification module. This module is responsible, upon the
receipt of a (certified and signed) message from the verifica-
tion module, for updating the corresponding certificate local
variable. In particular, it does not play any direct role in the
detection of safety failures of message senders. It is also in
charge of appending properly formed certificates to the mes-
sages that are sent by p (as described in Section 4.3(2a)).

(3) Requirements imposed to A. It results from the pre-
vious section that the design of a safety failure detector
(related to a given protocol A) is possible if one is able
to design a finite-sate machine modelling the behavior of
each process. Stating formal requirements on the structure
of protocols for which such designs are possible remains an
open problem and is out of the scope of this paper. How-
ever, for some regular protocol structures such as, e.g.,
round-based protocols, such a design is possible. In a
round-based protocol, each process sequentially executes
the following steps. (1) It sends the same round message
to each process. (2) It waits for a round message from each
other process (or from a given number of processes). (3) It
executes local computations.
to design arbitrary failure detectors ..., J. Syst. Architect. (2008),
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Fortunately, the case studies (Sections 5 and 6) meet
these requirements: both are round-based protocols,
exchanging a predefined and well-structured flow of mes-
sages during each round.

4.4. Using failure detectors

A protocol A can use liveness and safety failure detec-
tors according to the mechanism depicted in Fig. 5 . To
get protocol transparency, each detector provides each pro-
cess p with a list of suspects, suspected livenessp and
suspected safetyp, respectively, whose union is written onto
a variable suspectedp.

5. A first case study: the consensus problem

In this section, we show how the component-based archi-
tecture can be applied to the consensus problem. One of the
representative protocols A that solves that problem in a
crash-prone model is selected, and then its liveness and
safety failure detector components are designed.

Consensus is a fundamental paradigm for fault-tolerant
distributed systems. Each process proposes a value to the
others. All correct processes have to agree (Termination)
on the same value (Agreement) which must be one of the
initially proposed values (Validity). There are several pro-
tocols that solve the problem in the distributed asynchro-
nous with crash failures model, augmented with a crash
failure detector of the class �S [6,15,18,24]. When t

denotes the maximum number of processes that can crash,
and n the total number of processes, all require t 6 bn�1

2
c.

We selected a version of Hurfin–Raynal’s protocol [15] that
assumes FIFO channels, because it appears to be particularly
simple (however, what follows should also apply to other
consensus protocols modulo some changes in the liveness
and in the safety failure detectors module caused by the
intrinsic protocol differences).

5.1. Hurfin–Raynal’s consensus protocol

This consensus protocols proceeds in successive asyn-
chronous rounds, using the rotating coordinator paradigm.
Please cite this article in press as: R. Baldoni et al., A methodology
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During a round, a predetermined process (the round coor-
dinator) tries to impose a value as the decision value. To
attain this goal, each process votes: either (vote current)
in favor of the value proposed by the round coordinator
(when it has received one), or (vote next) to proceed to
the next round and benefit from a new coordinator (when
it suspects the current coordinator).

(a) Automaton states. During each round, the behavior
of each process pi is determined by a finite state automaton.
This automaton is composed of 3 states. The local variable
statei will denote the automaton state in which pi currently
is. During a round, the states of the automaton have the
following meaning:

� statei ¼ q0: pi has not yet voted (q0 is the automaton ini-
tial state).
� statei ¼ q1: pi has voted current and has not changed its

mind (pi moves from q0 to q1).
� statei ¼ q2: pi has voted next.

(b) Automaton transitions. The protocol manages the
progression of each process pi within its automaton,
according to the following rules. At the beginning of round
r, statei ¼ q0. Then, during r, the transitions are:

� Transition q0 ! q1ðpi first votes currentÞ. This transition
occurs when pi receives a current vote (line 8), and is in
the initial state q0 (line 11). This means that pi is the
round coordinator, or has not previously suspected the
round coordinator. Moreover, when pi moves to q1

and is not the current coordinator, it broadcasts a cur-

rent vote (line 12).
� Transition q0 ! q2ðpi first votes nextÞ. This transition

occurs when pi, while in the initial state q0, suspects
the current coordinator (line 15). This means that pi

has not previously received a current vote. Moreover,
when pi moves to q2, it broadcasts a next vote (line
16).
� Transition q1 ! q2 ðpi changes its mind). This transition

(executed by statements at line 20) is used to prevent a
possible deadlock. A process pi that has issued a current

vote is allowed to change its mind if pi has received a
to design arbitrary failure detectors ..., J. Syst. Architect. (2008),



Fig. 6. Hurfin–Raynal’s �S-based consensus protocol (adapted to FIFO channels).

5 In any round ri, only votes related to round ri can be received. A vote
from pk related to a past round is discarded and a vote related to a future
round rk (with rk > ri) is buffered and delivered when ri ¼ rk .
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(CURRENT or next) vote from a majority of processes but
has received neither a majority of current votes (so it
cannot decide), nor a majority of next votes (so it cannot
progress to the next round). Then pi changes its mind in
order to make the protocol progress: it broadcasts a next

vote to favor the transition to the next round (line 20).
In the text, the abbreviation change mind means
ðstatei ¼ q1Þ ^ ðjrec fromij > ðn� tÞÞ.

(c) Protocol description. In addition to the local variable
statei, process pi manages the following four local variables:

� ri defines the current round number.
� esti contains the current estimation by pi of the decision

value.
� nb currenti (resp. nb nexti) counts the number of current

(resp. next) votes received by pi during the current
round.
� rec fromi is a set composed of the process identities from

which pi has received a (current or next) vote during the
current round.

Finally, suspectedi is a set managed by the associated
failure detector module; pi can only read this set.
Please cite this article in press as: R. Baldoni et al., A methodology
doi:10.1016/j.sysarc.2007.11.002
Function consensus() is parameterized with the maxi-
mum number of failures t that can be tolerated. It consists
of two concurrent tasks. The first task handles the receipt
of a decide message (lines 2-3); it ensures that if a process
pi decides (line 3 or line 14), then all correct processes will
also receive a decide message. The second task (lines 4–23)
describes a round: it consists of a loop that constitutes the
core of the protocol. Each (current or next) vote is labelled
with its round number.5

� At the beginning of a round r, the current coordinator pc

proposes its estimate vc to become the decision value by
broadcasting a current vote carrying this value (line 6).
� Each time a process pi receives a (current or next) vote, it

updates the corresponding counter and the set rec fromi

(lines 9 and 18).
� When a process receives a current vote for the first time,

namely, current(pk, r, estk), it adopts estk as its current
estimate esti (line 10). If, in addition, it is in state q0, it
moves to state q1 (line 11).
to design arbitrary failure detectors ..., J. Syst. Architect. (2008),
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� A process pi decides on an estimate proposed by the cur-
rent coordinator as soon as it has received a majority of
current votes, i.e., a majority of votes that agree to con-
clude during the current round (line 14).
� When a process progresses from round r to round r þ 1

it issues a next (line 22) if it did not do it in the while
loop. These next votes are used to prevent other pro-
cesses from remaining blocked in round r (line 7).

The complete analysis and proof of this protocol can be
found in [15].

5.2. Implementing a liveness process failure detector

This section proposes an implementation of an eventual
strong liveness failure detector of class }STS, relying on
two assumptions, like in [9,10]: (1) a partial synchrony

assumption, namely the existence of bounds on communi-
cation delays and relative speeds of processes, these bounds
being unknown and required to hold only eventually, and
(2) time assumptions on the Consensus protocol.

The liveness failure detector module associated with a
process pi, denoted lfdmðiÞ, manages a set of timers, one
for each interacting process, and updates the variable
suspected livenessi. To update such a variable, lfdmðiÞ has
to know, for each pj 2 P, the following information con-
cerning the consensus protocol (as specified in Section 4):

(1) the set of messages (next, current and decide)
exchanged between pj (sender) and pi(receiver) in
the context of the consensus protocol;

(2) the field attached to each protocol message
exchanged between pj and pi (i.e., the round number
r) that manifests the progress of pj with respect to the
consensus protocol;

(3) the event stopðpj; piÞ in the consensus protocol corre-
sponds to the receipt by pi of a decide message from
process pj;

The protocol described in Fig. 7 shows an implementa-
tion of lfdmðiÞ.

As a first action, lfdmðiÞ starts a timer Di for each pro-
cess (line 1) to an initial value initD and sets to zero the var-
iable ri½j� showing the progress of a process pj. Then it
enters in an infinite loop. Upon the receipt of a consensus
protocol message from a process pj, lfdmðiÞ first checks
whether this message corresponds to stopðpj; piÞ event (line
4).

� In the affirmative, lfdmðiÞ removes pj from suspected
livenessi (line 5) without starting a successive timer. In
fact, from lfdmðiÞ’s point of view, process pj terminated
with success w.r.t pi. and thus it has to be permanently
removed from suspected livenessi.
� In the negative, it checks if there was a progress from the

previous receipt from the same process (line 6). In the
affirmative, it sets ri½j� to the new value and if pj was
Please cite this article in press as: R. Baldoni et al., A methodology
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suspected to have suffered a liveness failure, it is
removed from that list (line 8). Finally it sets the timer
value to a new value Di½j� defined according to several
indices dependent from the protocol and from the net-
work such as the structure of the protocol, the experi-
enced network delays, etc. This is abstracted by the
function update() (line 9). Then the timer Di½j� is started.

5.3. Implementing a safety process failure detector

As explained in Section 4.3(2), a safety failure detector is
composed of modules, one for each process, and the design
of each module amounts to design a certification module
and a verification module.

(1) Designing the certification module. Three types of
messages are exchanged in the protocol, namely,
current; next and decide. These messages carry the identity
of their sender, the round number where they have been
sent, and (except next), the current estimation of the
sender.

Identity of the sender. This value is certified by the signa-
ture of the message, as explained in Section 4.3(2c).

Estimate value. This value, denoted esti in the protocol,
will be certified by the certificate est certi. The initial value,
esti ¼ vi, cannot be certified by parts of processes histories.
However, in a run, pi could have to broadcast this initial
value when it acts as coordinator (e.g., when i ¼ 1 at the
beginning of the first round). In such a case, it could hap-
pen that pi, being unsafe, sends different esti values to dif-
ferent processes, and the receivers would have no mean to
detect this failure. So, in order to allow the detector to
detect this particular failure, it is mandatory that the initial
values are certified. We will suppose that their certificates
are built by an external mechanism (e.g., by using tools
provided at the Operating System level, or during a pre-
processing phase as in [24]). We will say that the initial cer-
tificate est certi is well-formed w.r.t esti if it contains a piece
of information from which the value vi can be retrieved.
The variable esti can then take successive values: it can
be updated at most once per round due to the delivery of
the first current message received during this round. When
this occurs, the certificate est certi is also updated, with the
certificate of the current message. Since this message is
properly formed, its certificate certk contains a correct cer-
tificate est certk (i.e., a certificate well-formed with respect
to the value estk contained in the current message). During
a round, est certi is said to be ‘‘well-formed with respect to

esti” if the value esti is the value included in the messages
contained in est certk. Otherwise, it means that process pi

has either omitted to execute the update of esti, or cor-
rupted its value.

Similarly, a process decides a value estc at round r either
when it has received ðn� tÞ valid current messages (line 14)
or when it receives a valid decide message from another
process (lines 2-3). In the first case the process authenti-
cates its decision by using a certificate current certi made
to design arbitrary failure detectors ..., J. Syst. Architect. (2008),
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of the set of the ðn� tÞ signed current messages (line 14)
received during the current round; this certificate is reset
to the empty set at the beginning of each round. In the sec-
ond case the message decide (with the same certificate) is
relayed to the other processes (line 3).

We say that current certi is well formed with respect to r

and est vect if the following conditions are satisfied:

� jcurrent certij ¼ ðn� tÞ (otherwise process pi misevaluat-
ed the condition of line 14).
� the certificate of each message in current certi contains a

est certk well formed with respect to estk.
� the certificate of each message in current certi contains a

next cert well formed with respect to r (see below the
meaning of next cert).

Round number. A process progress from round r � 1 to
round r (r > 1) when it has received enough next messages.
So, the new value of r (resulting from the assignment
r r þ 1 performed at the beginning of the new round)
is certified by the signed messages next whose reception
has triggered the start of the new round. This set of signed
messages constitute the certificate next certi. This certificate
is reset to the empty set at the beginning of each round. If pi

is the coordinator, this certificate must be append to the
current message sent line 6. So, it is saved in
old next certi before being reset. At the end of a round
r � 1 (r > 1) (resp. when a new round r starts), we say that
next certi (resp. old next certi) is well-formed with respect to

r � 1 if the following two conditions are satisfied:

� jnext certij ¼ ðn� tÞ (resp. jold next certij ¼ ðn� tÞ).
Otherwise process pi has misevaluated the condition of
line 7.
� The value r � 1 is consistent with respect to the informa-

tion in the ðn� tÞnext messages contained in next certi

(resp. old next certi), i.e., all messages refer to round
Please cite this article in press as: R. Baldoni et al., A methodology
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r � 1. Otherwise process pi has corrupted the value of
r at the beginning of the round (line 5). As far as round
1 is concerned, this value cannot be certified by next
messages. Since old next certi is initialized to the empty
set, we will say that old next certi is well-formed (with

respect to round 0) if old next certi ¼ ;. Otherwise either
pi has corrupted r or c at the beginning of the round 1
(line 7) or has misevaluated the condition i 6¼ c (line 12).

Sending events of messages current.

� At the beginning of a round r, the current coordinator pc

proposes its estimate estc to become the decision value
by broadcasting a current message carrying this value
(line 6). This message is certified by est certc

[old next certc. est certc is used to certify the value pro-
posed by the coordinator estc, that is, est certc must be
well formed with respect to estc. old next certc is used
to certify the value of the current round r, i.e.,
old next certc must be well formed with respect to r � 1.
� When pi receives the first current valid message while in

state q0 (line 10), it relays a current message (line 12) by
using the signed valid message current just received as a
certificate. This certificate contains est certc [ old next
certc used to certify r and estc (as above).

Sending events of messages next.

� If, while it is in the initial state q0, pi suspects the current
coordinator, it broadcasts a next message (line 16) and
moves to q2. This message is certified by est certi

[current certi [ next certi. Those certificates (current
certi and next certi) will be used by the verification module
of the receiver to decide whether pi has misevaluated or
not the sending condition statei ¼ q0. In fact, statei is
not certified (it is not sent in the messages). So, the
receiver can only use information contained in the next
to design arbitrary failure detectors ..., J. Syst. Architect. (2008),
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messages to verify the condition. But, statei ¼ q0 holds if
and only if, in the current round, no current message has
been received by pi and pi has not sent a next message, that
is, ðjcurrent certij ¼ 0Þ ^ hnextðpi; riÞ; certii 62 next certi.
� When the predicate change_mind becomes true (line 19),

in order to avoid a deadlock, process pi broadcasts a
next message to favor the transition to the next round
(line 20). This message is certified by current
certi [ next certi. current certi and next certi are used to
certify the non-misevaluation of the predicate change
mind � ðstatei ¼ q1Þ ^ ðjrec fromij > ðn� tÞÞ. In fact,
for the same reason as above, statei and rec fromi are
not certified. But, we have statei ¼ q1 if and only if a cur-

rent message has been received by pi and pi has not sent
a next message, i.e., ðjcurrent certijP 1Þ^ hnextðpi; riÞ;
certii 62 next certi. Also, jrec fromij is null at the begin-
ning of each round, and is incremented each time a mes-
sage current or next is received. Thus, jrec fromij ¼
jfp‘jhnextðp‘;r‘Þ;certi‘ 2 next certi_hcurrentðp‘;est vect‘;
r‘Þ;certi‘ 2 current certigj.
� When a process progresses from round r to round r þ 1

it issues a next message if it did not do so in the while
loop. These next messages are used to prevent other pro-
cesses from remaining blocked in round r (line 22). This
message is certified by next certi which will allow a recei-
ver to check the correct evaluation of the condition at
line 7 by verifying if next certi is well formed with respect
to r.

Messages decide. We have discussed above the use of
certificates current cert to authenticate the decision to send
those messages.

Text of the certification module. The text of the certifica-
tion module attached to pi is described in the Fig. 8.

(2) The verification module. The verification module of
process pi is composed of a set of finite state automata,
one for each process. The finite state automaton monitor-
ing pk, denoted VMði; kÞ, is depicted in Fig. 9. It represents
the view pi has, during the current round ri, on the behavior
of pk with respect to the Consensus protocol. It evaluates a
condition each time a message has arrived from pk. Accord-
ing to the result of this evaluation, it moves from its current
state a to another state b. The condition is composed of the
following predicates. PF a;bðtype of messagekÞ returns true if
the message is properly formed.6 The predicate
type of messagek is true if a syntactically correct message
of that type has been received from pk.7

Automaton states. The automaton VMði; kÞ is composed
of five states. Three states are related to a single round (as
the ones described in the previous section: q0; q1; q2), one is
6 The implementation of the set of predicates PF corresponds to the
certificate analyzer (see Section 4.3(2a)). It allows to detect substitute and
semantically incorrect messages.

7 The receipt of a syntactically incorrect message move the automaton
from any state to faulty state. So, for a better reading, these edges are
omitted from Fig. 9 and from the sequel of the text.
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the final state (final) and one is the state declaring pk is
faulty (faulty). Note that the predicate pk 2 suspected
safetyi is true if the automaton related to pk of process pi

is in state faulty. It is false otherwise.
Automaton Transitions.

� Transition q0 ! q1. Upon the arrival of hcurrentðpk; ri;
estkÞ; certkik at VMði; kÞ there are two cases:
Case 1. pk is the coordinator (the message was sent by pk

from line 6). That is, certk ¼ est certk [ old next certk.
The predicate PF 0;1ðcurrentkÞ returns true if:

(1) est certk is well-formed with respect to a value
estk, and

(2) old next certk is well-formed with respect to the
round number ri � 1.
Case 2. pk is not the coordinator (the message was sent
by pk from line 12). That is, certk ¼ current certk.
According to the protocol, the certificate must include
the message hcurrentðpc; estc; riÞ; certic in order to be
properly formed.Then, once extracted this message from
the certificate, all tests of case 1 can be executed on
est certc [ old next certc.
� Transition q0 ! q2. Upon the arrival of
hnextðpk; riÞ; certkik at VMði; kÞ there are two cases:
Case 1. If certk does not contain any current message, it
was sent by pk from line 22 (with certk ¼ next certk). In
such a case PF 0;2ðnextÞ is true if certk is well formed with
respect to ri � 1. Otherwise there was a misevaluation of
the condition at line 7.
Case 2. If certk contains at least one current message, the next

message was sent by pk from line 16 (with
certk ¼ current certk [ next certk [ est certk). This sending
is guarded by the condition on the same line. PF 0;2ðnextÞ is
true if, by using the information contained in certk,
est certk is well-formed with respect estk and if the condition
statei ¼ q0 (i.e., ððjcurrent certkj ¼ 0Þ^ hnextðpk;riÞ; certik 62
next certkÞ) can be evaluated to true.
Remark: Note that even if PF 0;2ðnextÞ is true, the process
pk could be faulty as it could misevaluate the predicate
pc 2 suspectedi used at line 15 and no information about
that fault can be found in the certificate. But, as at most
t processes are faulty, even though all of them misevalu-
ate that predicate and generate false next messages, this
does not prevent other processes to get a decision due to
conditions of line 7.
� Transition q1 ! q2. Upon the arrival of
hnextðpk; riÞ; certik at VMði; kÞ, it executes the following
tests on the certificate certk. The next message was sent
by pk from line 20 (with certk ¼ current certk[
next certk). That sending is guarded by the condition line
19, expressed in terms of certificates cert correct and
cert next, as explained page 20.PF 1;2ðnextÞ is true if,
using the information contained in certk, the predicate
change mind can be evaluated to true.
� Transition q1 ! final and transition q2 ! final. These

transitions occur upon the arrival of a message
to design arbitrary failure detectors ..., J. Syst. Architect. (2008),
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hdecideðpk; estkÞ; certik at VMði; kÞ. PF 1;2ðdecideÞ (resp.
PF 1;finalðdecideÞ) is true if certk is well formed with
respect to estk and ri.
� Transition q0 ! faulty. Upon the arrival of a message,

VMði; kÞ declares pk faulty, if one of the following
three conditions is true: (i) PF 0;1ðcurrentÞ is false (in
the case of the receipt of a current message); or (ii)
PF 0;2ðnextÞ is false (in the case of the receipt of a next
Please cite this article in press as: R. Baldoni et al., A methodology
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message); or (iii) the message is of type decide. In the
case (iii), as channels are FIFO, a next or decide mes-
sage has been omitted by pk.
� Transition q1 ! faulty. Upon the receipt of a message,

VMði; kÞ declares pk faulty, if one of the following three
conditions is true: (i) PF 1;2ðnextkÞ is false (in the case of
the receipt of a next message); or (ii) PF 1;finalðdecidekÞ is
false (in the case of the receipt of a decide message); or
to design arbitrary failure detectors ..., J. Syst. Architect. (2008),
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(iii) the message is of type current. In the latter case, as
channels are FIFO, a next or decide message should be
received by pi from pk, then pk is faulty.
� Transition q2 ! faulty. Upon the receipt of a message,

VMði; kÞ declares pk faulty, if one of the following three
conditions is true: (i) PF 2;finalðdecidekÞ is false (in the case
of the receipt of a decide message); or (ii) the message is
of type current; or (iii) the message is of type next. In the
latter two cases, as channels are FIFO only a decide mes-
sage should be received by pi from pk, if a message of
type current or next is received from pk, then pk is faulty.
� Transition faulty ! faulty. Once pk is declared faulty it

remains in the state faulty whatever type of message is
received.
� Transition q2 ! q0 (denoted by a dotted line). This tran-

sition occurs when VMði; kÞ observes that pi starts a new
round (ri changes its value). Note that it occurs ‘‘ simul-
taneously” on all the VMði; kÞðk 2 PÞ. The fact that pk

moved to q0 could also be detected if the successive mes-
sage received by the process from pk is either a next or a
current message related to round r þ 1.

5.4. The value of t

Let us finally remark that the number of arbitrary fail-
ures that can be tolerated by the Consensus protocol in
Fig. 6 augmented with the safety and liveness failure detec-
tor is t ¼ bn�1

2
c as in the case of the crash failures.

Many other Byzantine Agreement Protocols can tolerate
a number of arbitrary failures t < n=3 (e.g., [2,4,5]). This
difference is explained by the assumption that by zantine
and correct processes run on the top of a reliable certifica-
tion infrastructure formed by a certification and verifica-
tion module, one for each process (Section 4.3). With
reliable certification a process p is actually allowed to look
into the history of another process q and, therefore p can
Please cite this article in press as: R. Baldoni et al., A methodology
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decide, without waiting messages from any other process,
if q suffered an arbitrary failure. Previous protocols do
not endow this assumption, therefore, a process is required
to take such a decision based only on the content of the
messages it receives from other processes (it is not allowed
to look into the history of a process). This is why a process
needs to receive a certain number of messages from other
processes in order to come to the decision if some process
suffered an arbitrary failure or not.

6. A second case study: the global data computation problem

The global data computation problem (GDC) can be
defined as follows. Let GD½1; . . . ; n� be a vector of data with
one entry per process (the ith entry being associated with
pi) and let vi denote the value provided by pi to fill its entry
of the global data. GDC consists in building GD and pro-
viding each process with a copy of it. Let GDi denote the
local variable of pi intended to contain the local copy of
GD. The problem is formally specified by the following
set of four properties (? denotes a default value that will
be used instead of a proposed value when the correspond-
ing process is not correct.)

Termination. Eventually, every correct process pi decides
a local vector GDi.
Validity. No spurious initial value: 8i: if pi decides GDi

then ð8j : GDi½j� 2 fvj;?gÞ.
Agreement. No two processes decide different global
data: 8i; j : if pi decides GDi and pj decides GDj then
ð8k : ðGDi½k� ¼ GDj½k�ÞÞ.
Obligation. If a process decides, its initial value belongs
to the global data: 8i: if pi decides GDi then ðGDi½i� ¼ viÞ.

In an asynchronous distributed system prone to process
crashes, the GDC problem has no deterministic solution
This is an immediate consequence of the well known FLP
to design arbitrary failure detectors ..., J. Syst. Architect. (2008),
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impossibility result related to consensus [12]. Hence, the
system has to be enriched with additional properties in
order that the problem becomes solvable in a deterministic
way. It has been shown that, when the system is equipped
with a failure detector that outputs lists of processes sus-
pected to have crashed [6], the GDC problem requires a
perfect crash failure detector [14], i.e., a crash failure detec-
tor satisfying eventual completeness and strong accuracy. In
particular, this problem is strictly harder than Consensus,
since it is not possible to obtain a solution to GDC from
a solution to Consensus (however, the converse is obvi-
ously true).

In the literature, a few solutions have been proposed in
asynchronous distributed system prone to process crashes,
augmented with a perfect crash failure detector [13,14,8].
All these solutions rest on round-based protocols. If n

denotes the number of processes, t the maximum number
of processes that can crash and f the number of actual
crashes, the solution proposed in [8] decides in at most
minðn; t þ 1; f þ 2Þ rounds, a result proved to be optimal
in the number of rounds. The case study presented here
consists in designing its liveness and safety failure
detectors.
6.1. The Delporte–Fauconnier–Helary–Raynal protocol

(DFHR)

This protocol proceeds in asynchronous rounds: each
process proceeds in a sequence of rounds, and terminates
as soon as it can decide by meeting a decision condition at
the end of a round, or by receiving a decision message from
another process having decided. There is no restriction on
Please cite this article in press as: R. Baldoni et al., A methodology
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the number of processes that can fail. During each round,
each process (1) sends to each other an estimate message,
piggy-backing the data GD and LP (see below) (2) waits
to have received an estimate message from each process
which it does not suspect, and (3) performs some local
computation updating its local variables. Each process
decides at the end of a round as soon as it meets any of
the four conditions denoted by ðC1Þ, ðC2Þ, ðC3Þ, ðC4Þ (lines
14, 15). In that case, it decides its vector GDi. Moreover, it
can decide earlier, if it receives a message decide sent by a
process that has already decided (line 17). In that case, it
decides the vector attached to the message.

The precise definition of the underlying computation
model (asynchronous system + process crashes + rounds),
the protocol principles and its proof are described in [8].

(a) Data structures. Each process pi manages the follow-
ing data structures:

� ri: pi’s round number. Initialized to 0 (line 1) it is incre-
mented at the beginning of each round (line 3).
� GDi: vector that contains pi’s current estimate of the glo-

bal data. Initially, with vi denoting the value provided by
pi to fill its entry of the global data, GDi ¼ ½?; . . . ; vi; . . .�
(line 1). The protocol ensures that, at any time,
8k : GDi½k� ¼ vk or GDi½k� ¼?. The GDi vector is
updated after the waiting phase according to the vectors
GDj received from the other processes during this round
(line 10), and appended to the estimate messages sent by
pi at the next round (line 4).
� LP iðrÞ: set containing the processes that pi ‘‘considers” in

round r. At the beginning of each round, this set is reset
to empty (lines 1, 3). It is updated after the waiting phase
to design arbitrary failure detectors ..., J. Syst. Architect. (2008),
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by including all the processes that pi ‘‘takes into consid-
eration” (line 9). Those are the processes (1) from which
pi received a message during the current round, and (2)
that have been taken into consideration in the previous
round by all the processes from which pi has received an
estimate message in this round (line 8). To maintain this
information, LP iðr � 1Þ is appended to the messages esti-

mate sent by pi at round r (line 4).
� reci: boolean vector such that reci½j� is true iff pi has

received a message from pj in the current round. This
array, set by pi during each waiting phase (lines 6 and
7) is then used to update LP iðrÞ (test of line 8).
� suspectedi: set of processes currently suspected by pi

(perfect failure detector).
� GD Fulli: number of the first round (if any) where pi has

got all values. Initially, its value is þ1.Stop conditions.
� ðC1Þ: ri ¼ minðt þ 1; nÞ.
� ðC2Þ: LP iðri � 3Þ ¼ LP iðri � 2Þ.
� ðC3Þ: LP iðri � 2Þð ¼ LP iðri � 1ÞÞ^ 8j 2 LP iðriÞ : LP j

ðri � 1Þ ¼ LP iðri � 1ÞÞ.
� ðC4Þ: ðGD Fulli 6 ri � 1Þ ^ ð8j 2 LP iðriÞ : GDj ¼ GDiÞ.

6.2. Implementing a liveness process failure detector

This section proposes the design of a perfect liveness
failure detector of class STPDFHR.

In the case of crash failures, a perfect detector can be
implemented in a synchronous distributed system, for
which there exists a known bound d on every communica-
tion. Under the same assumption8 (hereafter the synchrony

assumption), a perfect liveness failure detector for the
DFHR protocol can be implemented. The idea (that will
be formally proved below) is the following: if pi is correct,
it has completed any round r by its local time d � r. Thus, if
a process pj is not stalled w.r.t pi, then pi should have
received the message estimateð:; :; j; rÞ by this time. The
implementation of the perfect liveness failure detector is
based on these properties.

The program of the detector module for the process pi is
shown Fig. 11. This module manages the variables Di, qi

and arri, with the following signification:

� Di is a local timer, reset to 0 every d unit of local times,
� qi is an integer measuring the number of times where Di

has been reset to 0,
� arri is an array of integer sets, such that r 2 arri½j�means

that pi has received a message estimateð:; :; j; rÞ.

(b) Proof of eventual completeness.

Theorem 1. The liveness failure detector implemented Fig.

11 satisfies Eventual Completeness.
8 in fact the assumption can be limited, here, to the estimate messages.
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Proof. Let pi be a correct process, and pj stalled w.r.t pi.
Let rj be the greatest integer such that estimateð:; :; j; rjÞ is
received by pi. Such an integer exists because pj is stalled
w.r.t pi. When qi takes the values rj þ 1, either
j 2 suspectedi or else, as estimateð:; :; j; rj þ 1Þ has not been
received by pi, we have rj þ 1 62 arri½j�. Thus, from line 7, j
is included in suspectedi. h

(c) Proof of strong accuracy.

Lemma 1. Under the synchrony assumption, each correct

process pi completes any of its round r by its local time r � d.
Proof. The proof is by induction on r. Let pi be a correct
process.Base case. When pi completes its round 1, for each
pj it has either received a message estimateð:; :; j; 1Þ or
j 2 suspectedi. If the first event occurs, it is not later than
d. Otherwise, j is included in suspectedi at time d (line 7).

Induction. Suppose the property is true up to round
r � 1. Any correct process pj starts its round r not later
than d � ðr � 1Þ. Thus, for every j that does not belong to
suspectedi at the beginning of round r, either pi receives the
message estimateð:; :; j; rÞ before time d � r, or j is included
in suspectedi at time d � ðr � 1Þ þ d ¼ d � r. h
Theorem 2. Under the synchrony assumption, the liveness

failure detector implemented Fig. 11 satisfies Strong
Accuracy.

Proof. Let pi be a correct process and pj be a process not
stalled w.r.t pi. 8r P 1, pj sends its message
estimateð:; :; j; rÞ not later than d � ðr � 1Þ (Lemma 1). By
the synchrony assumption, this message arrives at pi not
later than pi’s local time d � r, and thus, when qi ¼ r, j is
not included in suspectedi. h

The previous implementation can be improved, if we
take into account the actions of the safety failure detector
described thereafter. In fact, this detector will filter out the
wrong estimate messages received by a process. In particu-
lar, it will not allow a process pi to receive two messages
estimate from a same process pj with the same round num-
ber r. So, the test of line 10 will be useless. Moreover, the
analysis of the protocol shows that, while a process pi exe-
cutes its round ri, it can receive estimateð:; :; :; rÞ with r ¼ ri

or r ¼ ri þ 1. So, the size of the sets arri½j� can be bounded
to two.

6.3. Implementing a safety process failure detector

(1) The certification module. Protocol messages are of
two types: estimate and decide. The fields GD and LP of
a message estimate sent by pi at round r (r P 2) are the val-
ues GDi and LP i at the end of round r � 1. These values
have been updated from the values contained in messages
estimate received by pi in round r � 1. So, they are certified
by the signed messages received by pi during round r � 1.
Similarly, the field GD of a message decide sent by pi at
to design arbitrary failure detectors ..., J. Syst. Architect. (2008),
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round r (r P 2) are either the values GDi and LP i at the end
of round r, or the value contained in the message decide just
received by pi. So, in the first case, this value is certified by
the signed messages estimate received by pi during round r,
in the second case by the signed message decide just
received by pi. Also, in the first case, the decision to send
a message decide is based on the validity of one of the stop
conditions. This validity is certified by the certificate of the
message decide. In the first round, the values GD and LP

sent by pi are known to all processes, except for the initial
value vi proposed by pi. Clearly, as each process if free to
propose an arbitrary value, these initial values cannot
(and have not to) be certified. The initial certificate of
GD is thus empty.

Finally, as the verification module accepts, during a
round r, estimate messages sent during round r or r þ 1,
the certification module stores the ‘‘early” messages in a
buffer in order to process them in the next round.

The text of the certification module attached to pi is
described in the Fig. 12.

(2) The verification module. The automaton of process pi

related to a process pj, hereafter denoted VMði; jÞ, monitors
the messages received by pi from pj, after being filtered out
by the signature module. From the analysis of the protocol
[8], the only estimate messages that a process can receive
during its round r are those sent during the round r or
r þ 1 of their sender. Both messages are verified by
VMði; jÞ and, if they are correct, are passed to the certifica-
tion module. So, during a given round ri, the valid
sequences of estimate messages received by VMði; jÞ are
(round numbers fields) :½ri�, ½ri � riþ1�, ½riþ1 � ri� and ½riþ1�.
The latter case means that pj has failed to send the
estimateð:; :; j; riÞ message, but this will be detected by the
liveness failure detector.

The finite state automaton VMði; jÞ is described Fig. 13.
It is composed of six states:
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� VMði; jÞ is in sate q0 when pi starts a new round.
� VMði; jÞ is in state q1 when, during the current round ri,

exactly one estimateð:; :; j; riÞ message is arrived at
VMði; jÞ.
� VMði; jÞ is in state q2 when, during the current round ri,

exactly one estimateð:; :; j; ri þ 1Þ message is arrived at
VMði; jÞ.
� VMði; jÞ is in state q3 when, during the current round ri,

two estimateð:; :; j; rÞ messages with r ¼ ri and r ¼ ri þ 1
have arrived at VMði; jÞ.
� VMði; jÞ is in state final if a message decide has arrived at

VMði; jÞ. Note that this state is reached in particular
when pi decides because it meets one of the stop condi-
tions (line 15 in Fig. 10) since, in that case, pi sends a
decide message to itself.
� VMði; jÞ is in state faulty as soon as a transition predicate

has been evaluated to false.

The transitions and the associated predicates are the
following:

� Transition q0 ! q1. It occurs when an
hestimateð:; :; j; rÞ; certij message arrives (passed by the
signature module). The predicate PF 0;1ðestimatejÞ returns
true if:
1. cert is well-formed w.r.t r, and certifies that r ¼ ri,

and
2. cert is well-formed w.r.t GD, and
3. cert is well-formed w.r.t LP
� Transition q0 ! q2. It occurs when an hestimateð:; :; j;
rÞ; certij message arrives (passed by the signature mod-
ule). The predicate PF 0;2ðestimatejÞ returns true if:
1. cert is well-formed w.r.t r, and certifies that r ¼ riþ1,

and
2. cert is well-formed w.r.t GD, and
3. cert is well-formed w.r.t LP.
to design arbitrary failure detectors ..., J. Syst. Architect. (2008),
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� Transition q1 ! q3. It occurs when an hestimate
ð:; :; j; rÞ; certij message arrives (passed by the signature
module). The predicate PF 1;3ðestimatejÞ is the same as PF 0;2.
� Transition q2 ! q3. It occurs when an
hestimateð:; :; j; rÞ; certij message arrives (passed by the
signature module). The predicate PF 2;3ðestimatejÞ is the
same as PF 0;1.
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� Transitions qi ! final ði ¼ 0; 1; 2; 3Þ. These transitions
occur as soon as a hdecideðGDÞ; certij arrive (passed by
the signature module). The predicated PF i;final ðdecidejÞ
ði ¼ 0; 1; 2; 3Þ return true if cert is well-formed w.r.t GD.
� Transitions qi ! faulty ði ¼ 0; 1; 2; 3Þ. These transitions

occur if one of the corresponding PF is found to be false.
� Transitions qi ! q0 ði ¼ 1; 2; 3Þ. They occur when VMði; jÞ

observes that pi starts a new round. VMði; jÞ increments ri.
to design arbitrary failure detectors ..., J. Syst. Architect. (2008),
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7. Conclusion

In this paper, we have proposed a methodology to
design arbitrary failure detectors. This methodology lies
on the assumption of reliable certification component.
The methodology allows to completely reuse the code of
a crash-failure resilient protocol while adapting its degree
of fault tolerance by composing itself with well-designed
components built through the application of the methodol-
ogy. Compared to ad-hoc solutions that merge the task of
detecting failures weaker than crashes with the code of the
protocol, the methodology presented in this paper has the
advantage that, starting from a protocol resilient to crash
failures, it could automatically create components needed
for making the protocol resilient to arbitrary failures.

This methodology opens some interesting scenario such
as the realization of the assumption of a reliable certifica-
tion infrastructure and the design, the implementation
and the composition of distributed components that
dynamically adapt the fault-tolerance of such protocols.
The case studies included here show the feasibility of this
approach.
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