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This	  talk	  is	  about	  data,	  vampires,	  chrysalises,	  wombats	  
and	  wine	  
1.   Why	  do	  we	  need	  data?	  
2.   What	  to	  look	  for?	  
3.   How	  should	  we	  collect	  it?	  
4.   Where	  can	  we	  get	  it?	  
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Why?	  

We	  should	  not	  be	  trying	  to	  catch	  a	  dahus	  



How	  do	  (should)	  we	  do	  research?	  
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The	  importance	  of	  observaDon	  

• What	  should	  we	  really	  do	  research	  on?	  
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What	  should	  be	  worry	  about?	  

• VAMPIRE	  project:	  Future	  Internet	  Vulnerability	  
Assessment,	  Monitoring	  and	  Preven<on	  	  

• More	  on	  hTp://vampire.gforge.inria.fr/	  
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VoIP	  Vulnerability	  Space	   VoIP	  Research	  Papers	   VoIP	  AMacks	  

Angelos	  Keromy<s,	  “A	  comprehensive	  survey	  of	  Voice	  over	  IP	  Security	  
Research”,	  IEEE	  Communica<ons	  Surveys	  and	  Tutorials	  (to	  appear)	  
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What?	  

It’s	  all	  about	  the	  money	  



What	  should	  we	  look	  for?	  

• The	  threat	  landscape	  is	  con<nuously	  evolving	  
–  Different	  targets	  
–  Different	  dynamics	  

–  Different	  levels	  of	  complexi<es	  

• What	  kind	  of	  phenomena	  can	  hit	  our	  environment?	  
–  Self	  propaga<ng	  malware?	  	  

– Web-‐borne	  threats?	  	  
–  ….?	  
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The	  Era	  of	  Discovery	  
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1986	   1987	   1988	   1989	   1991	  

First	  IBM	  PC	  virus:	  
Brain	  boot	  sector	  virus	  
created	  in	  Pakistan	  

First	  Polymorphic	  Virus:	  
Chameleon	  developed	  by	  

Ralf	  Burger	  

1990	  

First	  DOS	  File	  Infector:	  
Virdem	  presented	  at	  the	  
Chaos	  Computer	  Club	  



The	  Era	  of	  Transi<on	  
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1992	   1993	   1994	   1995	   1997	  

Michaelangelo	  trigger	  date:	  
Causes	  widespread	  media	  
panic	  that	  computers	  would	  

be	  unbootable	  

First	  Word	  Macro	  virus:	  
Concept	  is	  the	  first	  macro	  
virus	  infected	  Microsog	  

Word	  documents	  

1996	   1998	  

CIH:	  
A	  Windows	  file	  infector	  that	  

would	  flash	  the	  BIOS	  



The	  Era	  of	  Fame	  and	  Glory	  
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LoveLeMer	  Worm:	  
First	  VBS	  script	  virus	  to	  

spread	  rapidly	  via	  Outlook	  
email	  

1999	   2000	   2001	   2002	   2004	  2003	   2005	  

Anna	  Kournikova:	  
Just	  another	  email	  

worm,	  but	  successful	  
in	  propaga<on	  using	  
racy	  pictures	  of	  Anna	  
Kournikova	  as	  bait	  

Blended	  Threats:	  
CodeRed,	  Nimda	  spread	  

without	  any	  user	  interac<on	  
using	  Microsog	  system	  

vulnerabili<es	  
Worm	  wars:	  

MyDoom,	  Netsky,	  
Sobig,	  all	  compete	  for	  
machines	  to	  infect	  Email	  systems	  down:	  

The	  Melissa	  worm	  spreads	  
rapidly	  to	  computers	  via	  
email	  causing	  networks	  to	  

come	  to	  a	  crawl	  

Samy	  My	  Hero:	  
XSS	  worm	  spreads	  on	  
MySpace	  automa<cally	  
friending	  a	  million	  users	  



The	  Era	  of	  Mass	  Cybercrime	  
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Mebroot:	  
MBR	  rootkit	  that	  steals	  
user	  creden<als	  and	  
enables	  spamming	  

2006	   2007	   2008	   2009	   2010	  

Koobface:	  
Spreads	  via	  social	  

networks	  and	  installs	  pay-‐
per-‐install	  sogware	  

Conficker:	  
Spreads	  via	  MS08-‐067,	  
builds	  millions-‐sized	  

botnet	  to	  install	  pay-‐per-‐
install	  sogware	  

Storm	  Worm:	  
P2P	  Botnet	  for	  spamming	  

and	  stealing	  user	  
creden<als	  

Rogue	  AV:	  
Becomes	  ubiquitous	  
charging	  $50-‐$100	  for	  

fake	  proteciton	  	  

Zeus	  Bot:	  
Hackers	  botnet	  
executable	  of	  
choice	  -‐-‐	  steals	  
online	  banking	  
creden<als	  

Hydraq:	  
Targets	  mul<ple	  US	  

corpora<ons	  in	  search	  
of	  intellectual	  property	  

Stuxnet:	  
Targets	  industrial	  

control	  systems	  in	  Iran	  



Example:	  Rogue	  security	  soaware	  
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All	  done	  in	  Javascript!	  The	  
page	  was	  actually	  rendered	  

by	  Safari	  on	  a	  Mac	  



Key	  quesDon	  mark	  

• We	  know	  a	  lot	  about	  specific	  instances	  of	  this	  threat	  and	  their	  
strategies	  
–  TrafficConverter.biz	  

–  An<virus	  2008,	  …	  
• What	  about	  the	  infrastructure	  used	  to	  propagate	  these	  threats?	  

– What	  is	  the	  big	  picture?	  

–  Is	  there	  anything	  different	  from	  other	  threat	  landscapes	  (e.g.	  browser	  
exploits)?	  
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1.	  Rogue	  AV	  domains	  	  

• Collec<on	  of	  lists	  of	  domains	  likely	  to	  be	  related	  to	  the	  threat	  
–  Norton	  Safeweb	  
– Malware	  Domain	  List	  (malwaredomainlist.com)	  

– Malware	  URL	  (www.malwareurl.com)	  
–  Hosts	  File	  (www.hosts-‐file.com)	  

•  Integra<on	  of	  the	  lists	  taking	  advantage	  of	  passive	  DNS	  services	  
(robtex.com):	  which	  other	  domains	  are	  hosted	  on	  the	  same	  
server?	  
–  Addi<onal	  informa<on	  on	  the	  nature	  of	  the	  server	  
–  Can	  lead	  to	  the	  discovery	  of	  other	  malicious	  domains	  originally	  unknown	  
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2.	  InformaDon	  enrichment	  

•  Large	  amount	  of	  informa<on	  collected	  on	  each	  considered	  
domain	  
–  Informa<on	  on	  the	  security	  state	  

•  Norton	  Safeweb	  informaDon	  (SHASTA):	  what	  kind	  of	  threats	  are	  known	  on	  this	  domain?	  
•  Google	  Safe	  Browsing	  blacklists:	  is	  this	  domain	  believed	  to	  be	  unsafe?	  

–  Informa<on	  on	  the	  domain	  
•  RegistraDon	  informaDon	  (WHOIS):	  who	  registered	  domain?	  When?	  Where?	  
•  DNS	  relaDons:	  IP	  address	  of	  the	  web	  servers	  and	  of	  the	  name	  servers	  

–  Informa<on	  on	  the	  servers	  
•  GeolocaDon	  and	  AS	  informaDon:	  where	  is	  the	  server	  located?	  

•  Server	  upDme	  and	  version	  string:	  availability	  of	  the	  server	  (response	  to	  HTTP	  HEAD)	  and	  
version	  adver<sed	  in	  the	  HTTP	  headers	  
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3.	  GeneraDon	  of	  feature	  sets	  and	  data	  mining	  

• Mul<-‐Criteria	  Decision	  Analysis	  (MCDA).	  ATack	  aTribu<on	  
method	  developed	  by	  Olivier	  Thonnard	  in	  the	  context	  of	  
WOMBAT.	  

•  In	  a	  few	  words:	  group	  together	  domains	  that	  seem	  to	  be	  related	  
when	  looking	  at	  them	  from	  mul<ple	  standpoints	  (features)	  
–  Registrant	  email	  address	  

–  Registrar	  name	  
– Web	  server	  IP	  address/class	  C/class	  B	  subnets	  

–  Nameserver	  IP	  address	  

–  Registered	  domain	  name	  

SDCI	  2012	  -‐	  Cor<na	  d'Ampezzo	  -‐	  Italy	   17	  



What	  did	  we	  look	  at?	  

• 6,500	  dis<nct	  domain	  names	  
• 4,305	  web	  servers	  

–  2,677	  hos<ng	  only	  rogue	  AV	  domains	  

–  118	  hos<ng	  rogue	  AV	  domains	  and	  domains	  associated	  to	  other	  threats	  

–  1,510	  hos<ng	  both	  rogue	  AV	  domains	  and	  benign	  domains	  

• 45%	  of	  the	  domain	  names	  were	  registered	  through	  only	  29	  
registrars	  
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GeolocaDon	  
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Server	  versions	  

•  Very	  specific,	  but	  recurring	  version	  strings	  are	  adver<sed	  in	  the	  HTTP	  
headers.	  Systema<c	  deployment	  through	  “templates”?	  	  

•  Apache	  used	  in	  over	  40%	  of	  the	  installa<ons	  
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AdverDsed	  version	  string	   #servers	  

Apache	   610	  

Microsog-‐IIS/6.0	   218	  

Apache/2.2.3	  (CentOS)	   135	  

Apache/2.2.3	  (Red	  Hat)	   123	  

Apache/2	   100	  

Apache/2.2.11	  (Unix)	  mod	  ssl/2.2.11	  OpenSSL/0.9.8i	  DAV/2	  mod	  auth	  passthrough/2.1	  mod	  bwlimited/
1.4	  FrontPage/5.0.2.2635	  	  

69	  

Apache/2.0.52	  (Red	  Hat)	   49	  

nginx	   33	  

Apache/2.2.11	  (Unix)	  mod	  ssl/2.2.11	  OpenSSL/0.9.8e-‐fips-‐rhel5	  mod	  auth	  passthrough/2.1	  mod	  
bwlimited/1.4	  FrontPage/5.0.2.2635	  

32	  

LiteSpeed	   26	  
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≈	  
Domains	  and	  webservers	  

≈	  Only	  servers	  associated	  to	  100+	  domains	  are	  represented	  
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/24	  network	  

Domain	  name	  

Web	  server	  

Web	  server/DNS	  server	  

Registrant	  email	  
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Registra<on	  date	  



Level	  of	  	  
coordinaDon	  
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Are	  these	  findings	  specific	  to	  the	  threat	  landscape?	  

• Experiment:	  drive	  by	  downloads	  
–  Analysis	  of	  5304	  domains	  known	  to	  be	  landing	  pages	  for	  Internet	  Explorer	  
ADODB.Stream	  Object	  Installa<on	  Weakness	  (CVE-‐2006-‐003)	  

–  Repeated	  feature	  collec<on	  and	  analysis	  using	  MCDA	  

• Only	  21	  clusters	  were	  found	  accoun<ng	  for	  a	  total	  of	  201	  
domains	  (3.8%)	  
–  The	  domains	  under	  analysis	  do	  not	  share	  a	  common	  infrastructure	  

–  The	  infrastructure	  is	  not	  actually	  owned	  by	  the	  perpetuators	  of	  the	  
aTacks	  

–  Important	  difference	  with	  the	  Rogue	  AV	  scenario	  

• How	  to	  jus<fy	  this	  difference?	  
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Rogue	  AV	  economics	  

• What	  are	  the	  costs/revenues	  associated	  to	  the	  rogue	  AV	  
business?	  

• Costs	  (informal	  survey)	  
–  Average	  monthly	  cost:	   	   	   	  50$	  

–  Annual	  domain	  registra<on	  costs: 	  	   	  3-‐10$	  
–  Total	  annual	  costs: 	   	   	   	  879-‐2,230$	  

• Revenues	  
–  Average	  price	  for	  a	  rogue	  AV: 	  	   	  	   	  	  30-‐50$	  

–  Client	  volume? 	   	   	   	  ??	  
–  Total	  annual	  revenues: 	   	   	  ??	  
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Rogue	  AV	  servers	  and	  Apache	  mod_status	  

•  6	  servers	  (193	  domains)	  were	  
discovered	  to	  be	  offering	  u<liza<on	  
sta<s<cs	  through	  the	  output	  of	  
Apache	  mod_status	  
–  Con<nuous	  sampling	  of	  the	  output	  
over	  a	  period	  of	  44	  days	  

–  Filtered	  out	  probing/scanning	  aTempts	  
–  Tracked	  a	  total	  of	  372,096	  dis<nct	  IP	  
addresses	  
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Behavior	  evoluDon	  
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Cumula<ve	  number	  of	  dis<nct	  IP	  addresses	  for	  each	  
behavior	  type	  

Successful	  scans:	  25,447	  
Unsuccessful	  scans:	  306,248	  
Hit	  rate:	  7.7%	  
	  
A	  scan	  is	  considered	  
successful	  if	  a	  download	  is	  
performed	  by	  the	  same	  IP	  
address	  within	  24	  hours	  



CompleDng	  the	  table	  

• What	  are	  the	  costs/revenues	  associated	  to	  the	  rogue	  AV	  
business?	  

• Costs	  (informal	  survey)	  
–  Average	  monthly	  cost:	   	   	   	  50$	  

–  Annual	  domain	  registra<on	  costs: 	  	   	  3-‐10$	  
–  Total	  annual	  costs: 	   	   	   	  879-‐2,230$	  

• Revenues	  (pessimisDc	  esDmate)	  
–  Average	  price	  for	  a	  rogue	  AV: 	  	   	  	   	  	  30-‐50$	  

–  Expected	  mone<za<on	  rate	  for	  client	  hit: 	  0.26%	  (in	  previous	  studies	  on	  spam)	  

–  Client	  volume	  over	  44	  days: 	   	   	  331,695	  

–  Total	  annual	  revenues: 	   	   	  214,621-‐357,702$	  
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All	  a	  maMer	  of	  economics	  

• QuesDon:	  should	  we	  worry	  about	  threats	  targe<ng	  an	  
environment	  that	  has	  the	  following	  characteris<cs?	  
–  It	  is	  isolated	  from	  the	  Internet	  

–  It	  runs	  non-‐standard	  components	  that	  use	  proprietary	  protocols	  

–  It	  warns	  the	  user	  whenever	  a	  signed	  driver	  is	  introduced	  in	  the	  kernel	  
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All	  a	  maMer	  of	  economics	  

• QuesDon:	  should	  we	  worry	  about	  threats	  targe<ng	  an	  
environment	  that	  has	  the	  following	  characteris<cs?	  
–  It	  is	  isolated	  from	  the	  Internet	  

–  It	  runs	  non-‐standard	  components	  that	  use	  proprietary	  protocols	  

–  It	  warns	  the	  user	  whenever	  a	  signed	  driver	  is	  introduced	  in	  the	  kernel	  
• Answer:	  it	  depends!	  
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Stuxnet	  
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Employee	  
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et
	  

C&C	  servers	  

P2P	  communica<on	  
Remote	  propaga<on	  



Stuxnet	  
•  ATacks	  industrial	  control	  systems	  
•  Spreads	  by	  copying	  itself	  to	  USB	  drives	  

–  LNK	  vulnerability	  
–  Autorun.inf	  

•  Spreads	  via	  network	  shares	  
•  Spreads	  using	  2	  known	  and	  4	  0-‐day	  Microsog	  vulnerabili<es	  
•  Injects	  rootkit	  by	  means	  of	  a	  signed	  driver	  (signature	  stolen	  from	  legi<mate	  
vendor)	  

•  Injects	  STL	  code	  into	  Siemens	  PLCs	  
•  Communicates	  with	  C&C	  servers	  using	  HTTP	  

–  www.mypremierfutbol.com	  
–  www.todaysfutbol.com	  

•  Steals	  designs	  documents	  for	  industrial	  control	  systems	  
•  Sabotages	  targeted	  industrial	  control	  systems	  
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Stuxnet	  	  
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Over	  40,000	  infected	  unique	  external	  IPs,	  from	  over	  115	  countries	  
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CRISALIS	  (FP7	  SEC)	  
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How?	  

It’s	  not	  as	  easy	  as	  it	  seems	  



A	  conDnuously	  moving	  target	  	  

• The	  threat	  landscape	  is	  in	  
con<nuous	  evolu<on	  
– We	  can’t	  take	  a	  sta<c	  
picture	  

• Our	  assump<ons	  on	  its	  
characteris<cs	  influence	  
the	  data	  acquisi<on	  
methodology	  
– We	  WILL	  need	  to	  revisit	  our	  
ini<al	  assump<ons!	  
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hTp://www.wombat-‐project.eu	  



Belief	  #1:	  Internet	  malicious	  acDvity	  is	  uniform	  
throughout	  the	  IP	  space	  
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Need	  to	  spread	  our	  observa<on	  points	  to	  mul<ple	  networks	  and	  
environments	  



Belief	  #2:	  Internet	  exploits	  are	  only	  associated	  to	  large	  
worm	  infecDons	  and	  botnets	  

SDCI	  2012	  -‐	  Cor<na	  d'Ampezzo	  -‐	  Italy	   39	  Highly	  dynamic	  landscape	  with	  highly	  localized	  and	  ephemeral	  threats	  

Worms	  

Botnets	  



Belief	  #3:	  only	  dynamic	  analysis	  can	  help	  us	  in	  dealing	  
with	  polymorphism	  
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Simple	  sta<c	  characteris<cs	  are	  s<ll	  very	  helpful	  in	  detec<ng	  
recompila<ons.	  Behavior	  analysis	  has	  limita<ons	  
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Failure	  in	  injec<ng	  a	  
remote	  thread	  in	  
winlogon.exe	  

Successful	  connec<on	  
to	  C&C	  server	  and	  
download	  of	  addi<onal	  
components	  

Failure	  to	  
connect	  to	  C&C	  
server	  

Mostly	  classified	  as	  
“Backdoor.Trojan”	  
Muta<ng	  feature:	  
MD5	  hash	  
Fixed	  size	  and	  PE	  
header	  

ASN.1	  exploits	  

Shellcode	  pushing	  
malware	  through	  port	  
9988	  



Belief	  #4:	  the	  hosDng	  infrastructure	  underneath	  web	  
threats	  is	  mostly	  staDc	  
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Only	  by	  con<nuously	  following	  the	  life	  a	  domain	  we	  can	  fully	  
understand	  the	  threat	  economy	  



Belief	  #5:	  a	  domain/URL	  is	  either	  “green”	  or	  “red”	  
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The	  historical	  perspec<ve	  is	  important	  when	  looking	  at	  the	  state	  of	  a	  
domain	  
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WOMBAT	  datasets	  

• SGNET:	  distributed	  honeypot	  deployment	  based	  on	  protocol	  
learning	  
– What	  are	  the	  trends	  and	  the	  characteris<cs	  of	  code	  injec<on	  aTacks	  used	  
for	  malware	  propaga<on?	  

–  No	  assump<on	  on	  the	  exploit	  characteris<cs	  

• HARMUR:	  Historical	  ARchive	  of	  Malicious	  URLs	  
–  Informa<on	  on	  the	  infrastructure	  and	  the	  dynamics	  underlying	  web	  
threats	  

–  Data	  aggregator	  using	  mul<ple	  network	  and	  security	  feeds	  
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EmulaDng	  protocols	  in	  honeypots:	  the	  problem	  

• Need	  to	  increase	  level	  of	  interac<on	  
–  Required	  to	  retrieve	  informa<on	  on	  the	  root	  cause	  of	  the	  
observed	  ac<vi<es	  

	  

	  

• Need	  to	  minimize	  the	  cost	  of	  the	  sensors	  
–  Implicit	  requirement	  of	  a	  distributed	  deployment	  of	  
sensors	  hosted	  by	  volunteering	  partners	  

High 
Interaction 

Low  
Interaction 

SGNET 
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ScriptGen	  

• Protocol-‐agnos<c	  algorithm	  
• Observe	  conversa<on	  samples	  between	  a	  client	  and	  a	  real	  server	  
•  Infer	  seman<cs	  using	  bioinforma<cs	  algorithms	  
• Proved	  good	  results	  in	  handling	  determinis<c	  exploit	  scripts	  

MAIL FROM: <alice@symantec.com> 

MAIL FROM: <bob@symantec.com> 

MAIL FROM: <carl@symantec.com> MAIL FROM: <xxx@bad.ru> 

250 OK 

250 OK 

250 OK 

550 ERR 
MAIL FROM: <*@*.*> 

MAIL FROM: <*@symantec.com> 
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SGNET	  operaDon	  
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Sample	  	  
factory	   Argos 

Anubis 

"  Normal	  opera<on	  
"  New	  exploit	  encountered	  
"  Global	  update	  of	  the	  	  learning	  	  
"  Submission	  of	  a	  shellcode	  sample	  
"  Analyze	  new	  malware	  sample	  

G
at
ew

ay
	  

Shellcode	  
handler	  

Sensor	   SS
H	  

Sensor	  

Malware 

Sensor	  

Malware 

Refiner	  



The	  HARMUR	  framework	  
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AnalysisURL feeds

HARMUR

Norton SafeWeb feeds

Malicious domain lists

Phishtank

Robtex.com
DNS
information

WHOIS
information

Server analysis
(availability and version)

Security feeds
(Google Safe Browsing,

Norton SafeWeb)

Associa<on	  between	  
hostnames	  and	  servers,	  
between	  domains	  and	  
authorita<ve	  nameservers	   Registrant/registrar	  

informa<on,	  as	  well	  as	  
registra<on	  date	  

Security	  state	  of	  the	  
domain,	  as	  well	  as	  
associa<on	  of	  specific	  
URLs	  to	  threat	  iden<fiers	  
(when	  supported)	  Server	  availability	  (HTTP	  

HEAD),	  server	  version	  as	  
adver<sed	  in	  the	  headers	  

Passive	  DNS	  informa<on:	  
list	  of	  all	  hostnames	  
resolving	  to	  the	  same	  
server	  address	  
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Where?	  

The	  WINE	  program	  



Challenges	  

• Rigorous	  data	  collec<on	  is	  essen<al	  to	  security	  research	  
–  Understanding	  the	  threat	  landscape	  
–  Understanding	  the	  threat	  economics	  

–  Evalua<ng/benchmarking	  real-‐world	  applica<on	  of	  specific	  solu<ons	  

•  It’s	  an	  expensive	  process	  
–  Highly	  dynamic	  threat	  landscape	  

•  Need	  to	  ensure	  representa<veness	  of	  the	  observa<ons,	  but	  also	  repeatability	  
–  It’s	  an	  itera<ve	  process	  

• The	  effort	  cannot	  be	  easily	  shared	  
–  Field	  data	  experimenta<on	  is	  associated	  to	  lots	  of	  legal	  and	  ethical	  
concerns	  when	  it	  comes	  to	  sharing	  data	  
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WINE:	  Benchmark	  for	  Computer	  Security	  
http://www.symantec.com/WINE	  
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Symantec’s	  
worldwide	  sensors	  

Pla{orm	  for	  
experimental	  reproducibility	  

…
	  



The	  Worldwide	  Intelligence	  Network	  Environment	  
(WINE)	  

• Goal:	  repeatable	  cyber	  security	  experiments	  at	  scale	  

• Field	  data	  collected	  on	  millions	  of	  end-‐hosts	  

• Data	  sampled	  from	  Symantec’s	  opera5onal	  data	  sets	  

• Access	  WINE	  on	  SRL	  site:	  Culver	  City,	  CA	  or	  Herndon,	  VA	  
–  Fee	  required	  

• Store	  reference	  data	  sets	  used	  in	  prior	  experiments	  

• Maintain	  lab	  book	  
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WINE	  Data	  

• Sampled	  field	  data,	  representa<ve	  for	  what	  Symantec	  collects	  
–  Up	  to	  20	  TB	  	  
–  Over	  1M	  end-‐hosts	  

–  Goes	  back	  to	  2008	  

• Five	  data	  sets,	  ini<ally:	  
– Malware	  samples	  
–  Binary	  reputa<on	  (file	  downloads)	  
–  A/V	  and	  IPS	  telemetry	  

–  URL	  reputa<on	  
–  Spam	  
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More	  data,	  in	  the	  future	  



WINE	  Plaporm	  
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Submission	  
Gateways	  

Researcher	  
Parallel	  DB	  

VM	  Server	  

…
	  

Isolated	  Red	  Lab	  

<MD5,	  
	  Sample>	  

Archives	  
Mirror	  
Data	  

Archives	  
Mirror	  
Data	  



What	  WINE	  is	  not	  …	  

• …	  a	  defini<ve	  benchmark	  suite	  

• …	  a	  data	  set	  that	  can	  be	  copied	  outside	  of	  SRL	  

• …	  a	  system	  that	  can	  be	  accessed	  remotely	  

• …	  a	  repository	  for	  all	  the	  data	  that	  Symantec	  collects	  

• …	  an	  effort	  targeted	  exclusively	  at	  cyber	  security	  
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Contextual	  informa<on	  

OperaDonal	  Model	  
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DB	  

Virtualized	  
Server	   …

	  

Malware	  Samples	  

Researcher	  

5	  

NDA	  

1	  

WINE	  
Catalog	  

2	  

Proposal	  
•  Hypothesis	  
•  Data	  needed	  

3	  

Publica<on	  
•  Ack:	  WINE	   8	  

5	  

Isolated	  Red	  Lab	  

Contract	  

4	  

6	  

6	  

7	  

7	  



New	  
ATacks	  

Vulnerability	  

Dissemina<on	  
&	  Concealment	  

Zero-‐Day	  
ATacks	  

Patch	  

Advisory	  

Remedia<on	   Malware	  
Samples	  	  	  	  

	  	  	  

WINE	  Data	  Set:	  Malware	  
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Packed	  and	  unpacked	  malware	  binaries	  



New	  
ATacks	  

Vulnerability	  

Dissemina<on	  
&	  Concealment	  

Zero-‐Day	  
ATacks	  

Patch	  

Advisory	  

Remedia<on	   Malware 
Samples    

   
   
   

Binary	  
ReputaDon	  

WINE	  Data	  Set:	  Binary	  Reputa0on	  
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Norton	  Insight	  	  
(opt-‐in	  program)	  
Submissions	   Queries	  

MachineID	  
Timestamp	  

MD5	  of	  binary	  
SHA2	  of	  binary	  
Download	  URL	  
Protocol	  version	  

…	  



New	  
ATacks	  

Vulnerability	  

Dissemina<on	  
&	  Concealment	  

Zero-‐Day	  
ATacks	  

Patch	  

Advisory	  

Remedia<on	  

Binary	  
Reputa<on	  

A/V,	  IPS	  
Telemetry	  

WINE	  Data	  Set:	  A/V	  &	  IPS	  Telemetry	  
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Malware 
Samples    

   
   
   

Threats	  detected	  by	  
Norton	  products	  

Telemetry	  	  
ATack	  signature	  

Timestamp	  
Target	  OS	  

Target	  process	  
ATacking	  IP	  

CPU	  make	  &	  model	  
…	  



New	  
ATacks	  

Vulnerability	  

Dissemina<on	  
&	  Concealment	  

Zero-‐Day	  
ATacks	  

Patch	  

Advisory	  

Remedia<on	  

Binary	  
Reputa<on	  

A/V,	  IPS	  
Telemetry	  

Spam	  

WINE	  Data	  Set:	  Spam	  
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Malware 
Samples    

   
   
   

•  Samples	  of	  spam	  and	  phishing	  emails	  
•  Sta<s<cs	  on	  blocked	  spam	  



New	  
ATacks	  

Vulnerability	  

Dissemina<on	  
&	  Concealment	  

Zero-‐Day	  
ATacks	  

Patch	  

Advisory	  

Remedia<on	  

Binary	  
Reputa<on	  

A/V,	  IPS	  
Telemetry	  

Spam	  URL	  ReputaDon	  

WINE	  Data	  Set:	  URL	  Reputa0on	  

SDCI	  2012	  -‐	  Cor<na	  d'Ampezzo	  -‐	  Italy	   60	  

Malware 
Samples    

   
   
   

•  Data	  collected	  by	  
crawling	  the	  Web	  

•  http://safeweb.norton.com	  

URL	  ReputaDon	  
Site	  name	  
Site	  ra<ng	  
Threat	  URL	  
Threat	  type	  
Threat	  name	  
Timestamp	  



Distributed	  Data	  CollecDon	  
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Binary	  reputaDon:	  
35M	  machines	  

Malware:	  
7M	  samples	  

Spam:	  2.5M	  decoys	  

URL	  reputaDon:	  
10M	  domains	  

A/V	  telemetry:	  
130M	  machines	  



Graduate	  fellowship	  program	  
•  Interested	  in	  doing	  an	  internship	  with	  us?	  

–  http://www.symantec.com/about/careers/college/
fellowship.jsp	  

• Call	  for	  applica<ons:	  every	  year	  around	  January	  
• Eligibility	  criteria:	  

–  PhD	  or	  Master’s	  program	  focused	  on	  technology	  research	  in	  Europe	  or	  
U.S.	  

–  Preference	  to	  students	  with	  a	  desire	  to	  work	  in	  an	  industrial	  research	  lab,	  
and	  working	  on	  research	  projects	  of	  real-‐world	  prac<cal	  value	  to	  
customers	  

–  Selec<on	  according	  to	  the	  overall	  poten<al	  to	  academic	  excellence	  and	  
their	  academic	  progress	  to-‐date	  

–  The	  scholarship	  awards	  will	  be	  made	  through	  the	  university	  and	  are	  not	  
transferable	  to	  another	  academic	  ins<tu<on.	  
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Thank	  you!	  

Copyright	  ©	  2010	  Symantec	  CorporaDon.	  All	  rights	  reserved.	  Symantec	  and	  the	  Symantec	  Logo	  are	  trademarks	  or	  registered	  trademarks	  of	  Symantec	  Corpora<on	  or	  its	  affiliates	  in	  
the	  U.S.	  and	  other	  countries.	  	  Other	  names	  may	  be	  trademarks	  of	  their	  respec<ve	  owners.	  
	  
This	  document	  is	  provided	  for	  informa<onal	  purposes	  only	  and	  is	  not	  intended	  as	  adver<sing.	  	  All	  warran<es	  rela<ng	  to	  the	  informa<on	  in	  this	  document,	  either	  express	  or	  implied,	  
are	  disclaimed	  to	  the	  maximum	  extent	  allowed	  by	  law.	  	  The	  informa<on	  in	  this	  document	  is	  subject	  to	  change	  without	  no<ce.	  
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WINE	  
Can	  be	  used	  without	  modera<on	  

	  
www.symantec.com/WINE	  

	  
corrado_leita@symantec.com	  
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