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Abstract

The deployment of server replicas of a service across
an asynchronous distributed system (e.g., Internet) is
a real practical challenge. This target cannot be in-
deed achieved by classical software replication tech-
niques (e.g., passive and active replication) as these
techniques usually rely on group communication toolk-
its that require server replicas to run over a partially
synchronous distributed system to solve the underlying
agreement problem. This paper proposes a three-tier
architecture for software replication that encapsulates
the need of partial synchrony in a specific software com-
ponent of a mid-tier to free replicas and clients from
the need of underlying partial synchrony assumptions.
Then we propose how to specialize the mid-tier in order
to manage active replication of server replicas.

1 Introduction

Active [23] and passive [7] are well-known ap-
proaches used to keep strongly consistent the internal
states of a set of server replicas connected by a commu-
nication network. Informally, strong consistency means
that all replicas have to execute the same sequence of
updates before failing. This can be obtained by com-
bining (i) request ordering and (ii) atomic updates.

In order to maintain consistency despite replica fail-
ures, these approaches let replicas employ group com-
munication primitives and services such as total order
multicast, view synchronous multicast, group member-
ship, etc. For example, in active replication clients
and deterministic replicas employ a total order mul-
ticast primitive to ensure consistency. However such
primitives to be implementable require replicas (and
in some case even clients, e.g., [22]) to be deployed
in a partially synchronous distributed system, as they
rely on distributed agreement protocols'. A partially

11t is well known that these primitives are not implementable

synchronous system is an asynchronous distributed sys-
tem with some additional timing assumptions on mes-
sage transfer delays, process speeds etc. [14, 15]. As
examples, the timed asynchronous model [17] or the
asynchronous system model with unreliable failure de-
tectors [10] are partially synchronous distributed sys-
tems models. Partial synchrony can be guaranteed
(most of the time) only on small size distributed sys-
tems deployed over either a LAN or a CAN (Controlled
Area Network). This makes then difficult the deploy-
ment of server replicas over asynchronous large scale
distributed systems as service availability could be re-
duced by asynchrony even in the absence of replica fail-
ures.

In this paper we first introduce an architectural
property, namely Client/Server-Asynchrony, that if
satisfied by a replication technique allows to deploy
clients and server replicas within an asynchronous dis-
tributed system. Then we propose, in the context of
active replication, a three-tier architecture in which
clients (the client-tier) interact with a middle tier (the
mid-tier) that forwards client requests to server replicas
(the end-tier). The mid-tier is responsible for maintain-
ing consistency. To achieve this, the mid-tier embeds
two basic components, namely the sequencer and the
active replication handler. The first component is con-
cerned with defining a total order on client requests,
while the second masters the client/server interaction
enforcing atomicity on the end-tier. This clear sep-
aration of concerns allows to isolate the need of par-
tial synchrony assumptions within the sequencer com-
ponent. As a consequence this architecture satisfies
Client/Server-Asynchrony.

Finally we propose an implementation of the ac-
tive replication handler, working on an asynchronous
distributed system. The active replication handler re-
ceives a request from a client and gets a sequence num-
ber from the sequencer. Then it forwards the request
with its sequence number to all end-tier server replicas.

in a deterministic way in an asynchronous distributed system
due to FLP impossibility result [18].



The latter execute requests according to their sequence
numbers, computing the result. The active replication
handler waits for the first result from end-tier and sends
it back to client. As mid-tier components are involved
in every client-server interaction, they are replicated
in order that if an entity of a mid-tier component that
was carrying out a client/server interaction crashes, an-
other entity can conclude the job.

The remainder of this paper is organized as follows:
Section 2 introduces the basics of software replication
and the Client/Server-Asynchrony property, illustrates
active replication and defines correctness conditions;
Section 3 introduces a three-tier architecture that al-
lows to satisfy these architectural properties; Section 4
details a provable correct mid-tier protocol whose cor-
rectness, due to lack of space, is proved in [3]. Finally,
Section 5 concludes the paper.

2 Software Replication

The basic idea underlying software replication is to
replicate a server on different sites of a communication
network so that the service’s clients can access different
replicas in order to increase the probability of obtaining
a reply to their requests. When the server is stateless
(i.e., a result to a request depends only on the current
request message content) improving service availabil-
ity reduces to address the issue of letting the client
(more or less) transparently invoke all of the replicas
before returning a “no-response” exception. On the
other hand, i.e. when dealing with servers maintaining
an internal state (stateful servers), it arises the problem
of maintaining consistency among the replicas’ state to
let clients interact with the stateful replicated server as
if it was a singleton, highly available, object.

In this section we first introduce an architectural
property for software replication and then we deal with
the active replication technique, providing a set of
correctness conditions that ensure live and consistent
client/server interactions.

2.1 ADesrableProperty for SoftwareReplication

To match the nature of current distributed systems
(e.g. client/server architectures, n-tiers architectures),
apart from guaranteeing consistency, clients and server
replicas implementing a replication technique should
also enjoy the following architectural property :
Client/Server-Asynchrony. A client (resp. a
server replica) runs in a distributed system without any
timing assumption (i.e., an asynchronous distributed
system,).

This property allows clients and server replicas of a
stateful service to be deployed across a system like the
Internet.

Replication techniques are usually implemented
adopting two-tier architectures. This results in replicas
having to run agreement protocols to enforce consis-
tency. As a consequence, two-tier architectures for soft-
ware replication do not allow to satisfy Client/Server
Asynchrony (see also Section 2.4). We address such is-
sues in the context of active replication in the following
subsections.

2.2 Active Replication

Active replication [21, 23] can be specified taking
into account two types of players, namely clients and a
set of deterministic server replicas. Each client request
is received by each available replica that independently
executes the request and sends back the reply to the
client. We abstract the computation of a request reg
by a generic replica through the compute(req) method
that returns a result (res). Assuming a crash failure
model for processes, the client waits only for the first
reply and filters out others.

2.3 Correctnessof Active Replication

To enforce strong replica consistency, a correct im-
plementation of an actively replicated deterministic
service should satisfy the following properties [13]:
Termination. If a client issues a request, unless it
crashes, it eventually receives a reply.

Uniform Agreed Order. If a replica processes a re-
quest req as the i-th request, then the replicas that pro-
cess the i-th request will execute req.

Update Integrity. For any request req, every replica
executes compute(req) at most once, and only if a
client has issued req request.

Response Integrity. If a client issues a request req
and delivers a result res, then res has been computed
by some replica which executed compute(req).

These properties enforce the consistency of an ac-
tively replicated service. In particular Uniform Agreed
Order implies that if replicas execute requests, such
requests are executed in a total order?. The Termi-
nation property ensures live client/server interactions
(i-e., the liveness of the replicated service). The Update
Integrity property ensures that replicas compute replies
only upon receiving each client request for the first
time. Finally, the Response Integrity property guaran-
tees that the replies returned to clients are generated
by the service.

2 As server replicas are assumed deterministic, if they execute
all requests in the same order then they will produce the same
result for each request. This satisfies linearizability [19].



2.4 Implementing Active Replication

To enforce the consistency of a service replicated us-
ing active replication, a total order multicast primitive
is commonly employed. Therefore, in the case of ac-
tive replication, satisfying the architectural properties
of Section 2.1, turns out in checking if the implemen-
tation of the total order multicast primitive satisfies
those properties.

A large number of total order multicast and broad-
cast algorithms has been proposed in the literature. An
interesting classification can be found in [13]. Accord-
ing to this classification, message ordering can be built
by:
l.senders(e.g. [1, 12, 11, 21, 16]): in this case senders
agree on the order to submit requests to the replicas;
2.destinations (e.g.[5, 10]): in this case replicas agree
on the order to process client requests;
3.external processes (e.g. [6, 8, 16, 20]): ordering
may involve processes that are neither senders nor des-
tinations.

In algorithms of the first class clients must synchro-
nize among them to get a total order. This violates
Client-Asynchrony.

Algorithms of the second and third classes can
be adapted to satisfy Client-Asynchrony. For in-
stance, they can be adapted to the client/server
interaction model by equipping clients with a re-
trasmission/redirection mechanism to cope with
failures of destinations or external processes. Con-
cerning Server-Asynchrony, it is easy to see that it is
not satisfied by algorithms falling in the second class.
Algorithms of the third class are commonly designed
assuming that the “external process” is elected among
clients or servers that have to run in a partially
synchronous distributed system. As example, in [6]
processes elect a sequencer process that is in charge
of defining total order. Election is based on a group
membership service that is impossible to implement in
asynchronous distributed systems [9].

3 Three-tier (3T) active replication

3T active replication introduces a middle tier (mid-
tier) interposed between asynchronous clients (client-
tier) and asynchronous server replicas (end-tier). The
mid-tier is in charge of accepting client requests, enforc-
ing a total order on them and of forwarding requests to
the end-tier that returns a result to the mid-tier, which
finally provides clients with results. Moreover, inside
the mid-tier, we separate the problem of agreeing on
a total order of client requests (to satisfy the Uniform
Agreed Order property) from the problem of letting all
server replicas execute these ordered requests. The first

problem is addressed by the sequencer mid-tier compo-
nent and the second by the active replication handler
mid-tier component. To ensure the liveness (i.e., the
Termination property) of client/server interactions in
presence of failures, the mid-tier must be fault toler-
ant i.e., both the sequencer and the active replication
handler components must be replicated.

In the remainder of this section we introduce the sys-
tem model and present the 3T architecture for active
replication.

3.1 System model

We consider a distributed system formed by a set of
processes that communicate by message passing.

Processes can fail by crashing. After a crash event a
process stops executing any action. A process is correct
if it never fails.

Processes communicate through eventual reliable
asynchronous channels that are modelled by the fol-
lowing properties:

Channel Validity. If a process receives a message m,
then m has been sent by some process.

Channel No Duplication. Messages are delivered to
processes at most once.

Channel Termination. If a correct process sends a
message m to a correct process, the latter eventually
delivers m.

Previous properties actually states that processes
run over an asynchronous distributed system.

Processes are actually of four disjoint types: a
set {c1,...,q} of client processes (client-tier), a set
{h1,...,h,} of active replication handler (ARH) repli-
cas (implementing the mid-tier ARH component), a set
{r1,...,rm} of deterministic server replicas (end-tier)
and a single correct process, belonging to the mid-tier,
namely the Seq component. This component actually
abstracts the fault-tolerant implementation of the se-
quencer service specified in Section 4.3.

We finally assume:
ARH Correctness.
(i.e., [2HL]) is correct.
Replica Correctness.
end-tier replica.

A majority of ARH replicas

There is at least one correct

3.2 The3T Architecture

Figure 1 shows the components of the three-tier ar-
chitecture for active replication. In the following we
introduce the interfaces and a short functional descrip-
tion of each component.

¢ Retransmission/Redirection message han-
dler (RR). RR is a message handler embed-
ded by each client to cope with ARH replica
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Figure 1. A Mid-tier Architecture for Active
Replication

failures and with the asynchrony of communica-
tion channels (i.e., to enforce the Termination
property). RR exposes to client applications the
ISSUEREQ(request) method that accepts a re-
quest as input parameter. This method is in-
voked by client applications to submit requests,
and blocks the client process until the result for
the request is received. Operationally, RR labels
each outgoing client request with a unique request
identifier (reg_id). It then sets a local timeout to
transmit the request to a different ARH replica
if a reply is not received within the timeout, and
it continues to issue the request towards different
ARH replicas until a reply is eventually received.

e Sequencer (Seq). The sequencer is a fault-
tolerant service that returns a unique and consec-
utive sequence number for each distinct request.
This is the basic building block to get the Uni-
form Agreed Order property. In particular, Seq
exposes two methods of the Seq interface:

— GETSEQ(req-id) that returns the sequence
number associated with req_id;

— GETREQID(seq) that returns either the re-
quest identifier associated to seq (if any) or
null (otherwise).

e Active Replication Handler (ARH). ARH is
the core of the replication logic: by exploiting
Seq, it orders all incoming client requests and en-
sures at least one copy of each client request is
eventually delivered to every non-crashed end-tier
replica. Once replicas return results, ARH returns
them to clients. To achieve Termination despite
failures, ARH is implemented by a set of repli-
cas and each replica maintains an internal state

composed by a set of (req_id, request) pairs. Each
ARH replica has access to two methods:

— UPDATEMAJ(reqg_id, request) that updates a
majority of ARH replica states;

— FETCHMAJ() that reads a majority of replica
states;

e Filtering and Ordering message handler
(FO). FO is a message handler placed in front
of each end-tier replica (i) to ensure ordered exe-
cution of client requests according to the number
assigned by Seq to each request and (ii) to avoid re-
peated executions of the same client request (pos-
sibly sent multiple times by ARH). Previous fea-
tures allow to enforce Uniform Agreed Order and
Update Integrity on the end-tier replicas.

RR and FO message handlers are co-located with
the client and with the end-tier server replica respec-
tively. Hence we assume that the crash of a client (resp.
server replica) implies the crash of its RR (resp. FO)
and vice-versa.

4 The mid-tier protocol

In this section we present the protocol run by the
mid-tier to enforce the correctness properties of Section
2.3. To this aim, we first explain an introductory exam-
ple showing how a client/server interaction is carried
out in absence of failures. Then we detail the protocols
of the components depicted in Figure 1.

4.1 Introductory Example

Figure 2 shows a failure-free run of the mid-tier
protocol. In this scenario, a client ¢; invokes RR
method ISSUEREQ(request; ) to issue request request; .
This method first assigns a unique request iden-
tifier req_id; to request; and then it sends the
(req-idy, requesty) pair to an ARH replica (e.g., hy).
Upon receiving the (req_idy,request;) pair, hy first
updates a majority of ARH replicas ({h1, hs}) invok-
ing UPDATEMAJ(req_idy, request;). Then h; invokes
the sequencer GETSEQ(req_id;) method to assign a
unique sequence number (1 in the example) to the re-
quest. Hence hq sends the pair (1, request;) to all end-
tier replicas and starts waiting for the first result from
an end-tier replica. The FO component of each non-
crashing end-tier replica checks if the incoming request
is the expected one, i.e. if the request sequence number
is 1. In the example, the FO component of r1 and r
verifies this condition, and invoke compute(requesty)
on its replica that produces a result result;. Then
FO sends to hy the pair (1,result;). Upon deliver-
ing the first pair, hy sends (req-idy,result,) back to



c1. hy discards following results produced for request;
(not shown for simplicity in Figure 2). Then h; serves
requesty sent by co: it updates a majority of ARH
replicas ({hi1,h2}), gets the sequence number 2 from
the sequencer, sends (2, requests) to all end-tier repli-
cas and waits for the first reply from end-tier. Note
that in this scenario rs receives request (2,requests)
before receiving (1, request;). However, upon receiv-
ing (1, request;), the r3 FO component executes both
the requests in the correct order returning to h; both
the results. This ensures that the state of r3 evolves
consistently with respect the state of r; and r,. When
h1 receives the first (2, results) pair, it sends the result
back to client.

4.2 Retransmission/Redirection

The RR pseudo-code is shown in Figure 3. RR
maintains a state variable #cl_seq increased for each
new client request to form a unique request identifier
along with the client identifier cl_id. To issue a re-
quest, a client invokes the ISSUEREQ() method (line
4). In detail, the ISSUEREQ() method first assigns
to the ongoing request the unique request identifier
requid = (cl_d,#cl_seq) (line 8), and then enters a
loop (line 9). Within the loop, the client (i) sends the
request to an ARH replica (line 10) and (ii) sets a local
timeout (line 11). Then, a result is returned by Is-
SUEREQ() if the client process receives a result within
the timeout period for the request (line 14). Other-
wise another ARH replica is selected (line 15) and the
request is sent again towards such a replica (line 10).

4.3 Sequencer

The Seq component is a fault-tolerant implemen-
tation of a sequencer service. A sequencer service
dynamically assigns unique and consecutive sequence
numbers to unique request identifiers (defining a to-
tal order) and allows to query its internal state to
inspect the total order. In particular, it receives as-
signment requests from other processes and returns
an integer positive sequence number denoted #seq for
each distinct request. A process issues an assignment
request invoking the GETSEQ(req_id) method where
req_id is an unique request identifier. To cope with
assignment request retransmissions, the sequencer ser-
vice maintains a state A composed by a set of as-
signments {a1, as ...ap_1,ax} where each assignment a
corresponds to a pair (req_id, #seq), in which a.req_id
is a request identifier and a.#seq is the sequence num-
ber returned by the sequencer service.

Formally, a correct sequencer service implementa-
tion must satisfy the following properties:
Assignment Validity. If a € A then (i) there
exists a process p that issued an assignment request

GETSEQ(req-id) and (ii) req-id = a.req_id.
Assignment Response Validity. If a process p de-
livers a reply #seq, then (i) p issued an assignment re-
quest GETSEQ(req_id), and (ii) Ja = (req_id, #seq) €
A;
Bijection. Va;,a; € A :
a;.req-id # aj.req_id
Consecutiveness. Va;, € A : (a;.#seq > 1) A
(a;.seq > 1= Fa; : a;.#seq = a;.#seq — 1)
Sequencer Termination. If a process p issues a re-
quest then, unless p crashes, it eventually delivers a
reply.

A fault-tolerant sequencer implementation that sat-
isfies the previous specification is described in [2, 4].

Furthermore, a sequencer service receives from pro-

cesses query requests through the GETREQID (#seq)
method, which either returns req_id if exists a; =
(req-id, #seq) € A or null otherwise. We thus intro-
duce the following property to capture the sequencer
behavior upon the receipt of a query request:
Query Response Integrity. If a process p in-
vokes GETREQID (#seq) then: if I(req_id, #seq) €
A when the sequencer receives a query request then
GETREQID (#seq) returns req_id; else it returns
null.

Interested readers can find in [3] a modified version
of the sequencer implementation proposed in [2, 4] that
satisfies the afore sequencer service specification.

Implementing a fault-tolerant replicated sequencer
mandates the solution of agreement problems. As a
consequence, sequencer replicas have to run within a
partially synchronous distributed system, in order to
overcome the FLP impossibility result [18] and to en-
force the service availability. Let us note that the
sequencer service can be implemented by a set of
server replicas exploiting group communication prim-
itives (e.g., total order multicast) based on distributed
agreement protocols.

a;.#seq # aj.#seq &

4.4 Active Replication Handler

The basic idea underlying the ARH protocol is to
let each ARH replica enforce end-tier consistency in-
dependently from other ARH replicas, i.e. each ARH
replica forwards to the end-tier every client request at
most once (actually, exactly once if the ARH replica is
correct).

Figure 4 illustrates the pseudo-code of an ARH
replica, based on the following data structures and
communication primitives.

Data Structures

e the LocalState variable is a set of (req_id, request)
pairs. LocalState is used by ARH replica to hold
information on client requests despite client and
ARH replica failures. It is read and written by
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RR MESSAGE HANDLER
1 hlist :== (h1, ..., hyn);

2 INTEGER #cl_seq := 0;

3 IDENTIFIER Teq-id;

4  RESULT ISSUEREQ(request)

5 begin

6 INTEGER 7 := 1;

7 #cl_seq := #cl_seq + 1;

8 req-id := {(cl_id, #cl_seq);
9

Figure 2. a Failure-free Run

loop
10 send [“Request”, (req-id, request)] to hlist(i);
11 t.setTimeout := period;
12 wait until ((deliver [“Result”, (req-id, result)] from h € hlist) or (t.expired()))
13 if (not t.expired())
14 then return (result);
15 else i:= (i+ 1) mod |hlist|;
16 end loop
17 end

Figure 3. Pseudo-code of RR Message Handler

the UPDATEMAJ and FETCHMAJ communication
primitives (see below).

the LastServedReq variable stores the sequence
number associated by Seq to the last client request
that the ARH replica has served;

the #seq variable stores the sequence number as-
sociated by Seq to a client request that ARH has
received by a client.

Communication Primitives.

e UpPDATEMAJ() accepts as input parameter a
(req-id, request) pair p and multicasts p to all
ARH replicas {hy,...,h,}. An ARH replica upon
receiving such an update message, inserts p in its
LocalState variable and then acknowledges the
message receipt. The UPDATEMAJ() method re-
turns the control to the invoker as soon as it has
received [%$1] acknowledgement messages;

FETCHMAJ() does not take input parameters and
returns the union of the set of (req_id, request)

pairs contained in the LocalState variables of a
strict majority of ARH replicas. Upon invocation,
FETCHMAJ() multicasts a state request message
to all ARH replicas {hy,...,h,}. An ARH replica,
upon receiving a state request message responds
with a state message containing the current value
of LocalState. The FETCHMAJ() method waits
until it has received [2F1] state messages, com-
putes the union and returns the latter to the in-
voker;

Due to the lack of space, an implementation of the
above primitives is given [3].

ARH Protocol. Each ARH replica runs the proto-
col of Figure 4. In particular, upon receiving a mes-
sage (req-id, request) from a client ¢ (line 4), an ARH
replica h; (i) updates a majority of ARH replicas ex-
ploiting the UPDATEMAJ() primitive? (line 5) and (ii)

31n this way other ARH replicas are able to retrieve all client
requests and to forward them to the end-tier. This is done to let
all request messages reach the end-tier despite client and ARH
replica failures.



ACTIVEREPLICATIONHANDLER

SET LocalState := 0;

INTEGER LastServedReq := 0;
INTEGER #s5eq;

UPDATEMAIJ((req-id, request));

#seq := Seq.GETSEQ(req-id);

if (#seq > LastServedReq + 1)
then LocalState := FETCHMAJ();

© 00U WN -

when (deliver [“Request”, (req_id, request)] from c) do

for each j : LastServedReq < j < #seq

10 do req_id; := Seq.GETREQID(j);

11 request; := (request : (req-id;,request) € LocalState);

12 for each 71y € {r1,...,7n} do send [“TORequest”, (j, request;)] to r¢;
13 for each 1y € {r1,...,7n} do send [“TORequest”, (#seq, request)] to re;

14 LastServedReq := max(LastServedReq, #seq);

15 wait until (deliver [“TOResult”, (#seq, result)] from ry € rlist)

16 send [“Result”, (req_id, result)] to c;

Figure 4. Pseudo-code of an ARH replica h;

invokes the sequencer to assign a sequence number
(stored in the #seq variable) to the request (line 6).
Hence if #seq > LastServedReq + 1 then some other
ARH replica served other client requests with sequence
number comprised in the interval [LastServedReq +
1,#seq — 1]. In this case, to preserve the protocol ter-
mination, h; sends such requests again to the end-tier.
To this aim:

e invokes the FETCHMAJ() primitive (line 8) to re-
trieve the union of a majority of local states?;

e it sends to server replicas all the requests with
sequence number comprised [LastServedReq +
1,#seq — 1], along with their sequence numbers
that are retrieved using the sequencer (lines 9-12);

Finally h; sends to server replicas the current client
request along with its sequence number (line 13), up-
dates the LastServedReq variable (line 14) and then
waits for the first result from a server replica (line 15).
Upon the receipt of the first result, h; forwards the
result to the client.

45 Filtering and Ordering

Figure 5 illustrates the FO message-handler pseudo-
code. FO has an internal state composed by (i) the
FExpectedSeq variable, storing the sequence number
associated with next request to execute, and (ii) the
FExecuted array, storing in the j-th position the result
of the request with sequence number j.

For each receipt of a “TORequest” message from
an ARH replica h; (line 3), FO waits until the re-
quest sequence number seq is lower than or equals
to ExpectedSeq (line 4). When such condition holds
FO atomically executes statements (5-8). In particu-
lar, when a request has seq = FxpectedSeq (line 5),
FO computes the result, stores the result in Executed

4As each client request is stored in a majority of ARH local
states (line 5), the execution of FETCHMAJ() at line 8 store into
LocalState all the client requests served by ARH replicas.

and increases the ExpectedSeq variable. Finally, FO
sends a “TOResult” message, containing the request
sequence number and the request’s result, to h;.

FO MESSAGE HANDLER

EzxpectedSeq := ExpectedSeq + 1;
send [“TOResult”, (seq, Executed[seq])] to h;;

1 ARRAY Ezxecuted;

2 INTEGER EzpectedSeq :=1;

3 when (deliver [“TORequest”, (seq, request)] from h;) do
4 wait until (seq < EzpectedSeq)

5 if (seq = ExpectedSeq)

6 then result := compute(request);

7 Ezecuted[seq| := result;

8

9

Figure 5. Pseudo-code of FO message han-
dler

4.6 Discussion

The proposed 3T architecture satisfies the
Client/Server-Asynchrony of Section 2.1 as, from
the system model, clients and servers can be deployed
within an asynchronous distributed systems.

Note that clients do not play any role in enforcing
consistency, they are only equipped with a simple re-
trasmission /redirection mechanism. This allows to im-
plement very thin clients that match current technolo-
gies. It also widens the spectrum of devices that could
host such clients (e.g. mobile phones, PDAs, etc).

The proposed 3T architecture confines as much as
possible the need of partial synchrony. As shown, syn-
chrony is actually needed only for implementing the se-
quencer service (other entities run on an asynchronous
distributed system). Another option would be to merge
both ARH and sequencer functionality in a single mid-
tier component. This approach eliminates the hop re-
quired by ARH replicas to invoke Seq. However, the
need of partial synchrony assumption would embrace
the whole mid-tier.

Let us note that the three-tier active protocol has
been presented omitting several possible optimization,
detailed in [3].



5 Conclusions

Server replicas of a stateless service can be deployed
across an asynchronous distributed system. This does
not hold if replicas implement a stateful service follow-
ing classical replication techniques as they need timing
assumption on the system connecting replicas in order
to maintain consistency. This limits the dissemination
of replicated stateful services over the asynchronous,
large scale systems as the Internet.

This paper introduce a Client/Server-Asynchrony
property that captures the possibility to deploy repli-
cas of a service across asynchronous systems. Then
we presented a 3T architecture for handling active
software replication. The 3T architecture meets the
Client/Server-Asynchrony property by confining the
need of partial synchrony assumptions within a se-
quencer service detached from clients and server repli-
cas.

Then we presented an implementation of a provable
correct active replication protocol whose correctness,
due to lack of space, is shown in [3].
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