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Abstract

Thehandlingof InteroperableObjectGroupReferences
(IOGRs) is one of the basic building block of any FT-
CORBA compliantplatform. In this paper we introduce
two basiccomponents:IOGRManager, a tool to create,
update, browseIOGRs, and an Object-Request-GateWay
(ORGW), a CORBA compliant client requestinterceptor,
which allows clients running on non-FT-Corbacompliant
ORBsto transparently interact with replicatedobjectsre-
siding on FT-CORBA-compliantplatforms. Both compo-
nentshavebeendevelopedin the context of Interoperable
ReplicationLogic (IRL) project which investigatesthe im-
pactof threetiersarchitectureson software replication.

1 Intr oduction

Commonlymarket-availablemiddlewaresbasicallyoffer
only the possibility of transparentremotemethodinvoca-
tionsof objectsdeployedoveradistributedsystems.This is
usuallydonewithoutguaranteeinganythingaboutthequal-
ity of service(QoS).SuchmiddlewaresrelayQoSmanage-
menttasksto theunderlyingplatformsor to theapplication
itself, i.e. outof themiddlewareQoS. An emergingtrendin
themiddlewareareais thusthepossibilityof increasingthe
functionality provided by a middlewarewith QoS related
middlewareextensions,in order to allow programmersto
exploit thesameQoS-APIson differentplatforms.

CORBA ([14]) is a distributedobjectcomputing(DOC)
messagepassingmiddleware basedon a standardarchi-
tecturethat allows programmersto createand accessob-
jectsdeployedoveradistributedsystems.CORBA achieves
full interoperabilityin heterogeneousenvironmentsby pro-
viding location, platform and languagetransparency. In
CORBA, the commonmiddleware tasks(e.g. object lo-
cation,requestmarshaling,messagetransmission,message

unmarshalingetc.) areundertaken by the ObjectRequest
Broker (ORB) component.

In this context, the ObjectManagementGrouphasre-
cently releasedFault TolerantCORBA (FT-CORBA, [13,
12]) specification,with the aim of simplifying the devel-
opmentof highly-available, fault-tolerant,distributed ap-
plications. One of the main limitations of release1.0 of
FT-CORBA is theso-calledvendor-dependencylimitation.
In particular, in order to simplify the developmentof FT-
CORBA compliantinfrastructures,it is statedin thespecifi-
cationthatsuchinfrastructuresshouldbenon-interoperable,
i.e. all thereplicasbelongingto a givenfault tolerancedo-
mainshouldrun over ORBsprovidedby the samevendor.
This neutralizesone of the main advantagesof CORBA
technology, i.e. the possibility of run-time interactions
amongobjectsdeployedondifferentplatformsrunningover
ORBsprovidedby differentvendors.

A lot of work is goingon in orderto implementtheFT-
CORBA specification(or aportionof it). At thebestof our
knowledge,two existing systemsareFT-CORBA compli-
ant:Eternal[9] andDOORS[10]. While theEternalsystem
hasbeenusedasproof of conceptduring the standardiza-
tion effort – andis non-interoperable– theDOORSsystem
is still underdevelopment,andonly implementsasubsetof
thespecification.

In this paperwe presentsomeexperiencesdonein the
thecontext of InteroperableReplicationLogic (IRL) project
[18]. Themissionof IRL is to studytheimpactof threetiers
architectureson softwarereplication[1]. Oneof the main
IRL’s targetsis to developaninteroperableandportableim-
plementationof the FT-CORBA specification[2, 6, 8]. In
sucha context, IRL componentsactsasa midtier between
thedistributedapplicationandORBsfrom distinctvendors
runningon differentplatforms1.

1Actually, the entire IRL developmentis being carriedout on three
differentCORBA compliantplatforms,i.e. JacORB[19] andIONA’s [17]
OrbacusandOrbix 2000.
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More specifically, in this paper we presenttwo IRL
building blocks:

� IOGRManager objectwhichallows to createandup-
dateFT-CORBA compliantinteroperableobjectgroup
references(IOGRs);

� ORGW (Object-Request-GateWay) which allows
clients running on non-FT-Corba compliant ORBs
(implementingPortableInterceptors)to transparently
interact with replicated objects residing on IRL
platform.

Thelattercomponentactuallyemulatesthebehaviour of
a FT-CORBA compliantclient ORB without impactingon
theORB code. By usingsuchcomponents,anadministra-
tive client is allowedto createobjectgroupsandto publish
their references,while otherclientscantheninteractwith
theobjectgroupasif it wasasingletonhighly availableob-
ject.

Theremainderof thepaperis organizedasfollows: Sec-
tion 2 describesIOGRs structureand how they must be
managedby FT-CORBA clientORBs,Section3 dealswith
theCORBA objectwedeploy to createandmodify IOGRs,
Section4 introducesPortableInterceptorsandthe way we
usethemto implementtheOutgoingRequestGateway. Fi-
nally, Section5 concludesthepaper.

2 Fault Tolerant CORBA BasicMechanisms

In the FT-CORBA specification, fault tolerance is
achievedthroughentity redundancy, fault detectionandre-
covery. The replicatedentity is the CORBA object, and
replicatedobjectsaremanagedthroughthe abstractionof
objectgroup in order to guaranteestrongconsistency. To
identify anobjectgroup,FT-CORBA introducesinteroper-
ableobjectgroupreferences(IOGRs).An IOGRis apartic-
ular typeof anInteroperableObjectReference(IOR, [14]).
IOGRsareusedby FT-CORBA compliantclient ORBsin
order to provide clientswith replicationand failure trans-
parency by the transparentclient reinvocationandredirec-
tion mechanisms.

2.1 Inter operableObject Group References

An IOGR is a particularkind of multiprofile IOR with
the additionalcapability of handlingthe notion of object
group. A multiprofile IOR is an IOR composedby more
thanoneprofile. Eachprofile identifiesa connectionend-
point containingthe information neededby the ORB to
reacha CORBA objectimplementation(transportprotocol,
hostaddress,etc.). However, a multiprofile IOR doesnot
handle,for example, membershipchangeswithin an ob-
ject group,objectgroupversioningandprimary identifica-
tion within anobjectgroupwhichfollowsaprimary-backup

replication style. IOGR are thus introducedin CORBA
specificationto copewith suchissues.
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Figure 1. IOGR Structure

A generic IOGR is representedin Figure 1 where
the componentsadded by the FT-CORBA specifica-
tion are within white rectangles. An IOGR con-
tains multiple TAG INTERNET IOP profiles. Any of
these profiles can be used by client ORBs to reach
the server object group. The reference also con-
tains a TAG MULTIPLE COMPONENTS profile. A
TAG MULTIPLE COMPONENTSprofile mustbepresent
in an IOGR when it identifies an empty group, i.e.
with no replicascurrently belongingto the group. Each
profile must contain the TAG FT GROUP component,
while the TAG FT PRIMARY componentcan be con-
tainedin at mostoneTAG INTERNET IOP profile. The
TAG FT GROUP component is a struct composedby
four fields, namely: version, ft domain id, ob-
ject group id and object group ref version.
Thesefields allow to uniquely identify an object group
in the context of a fault tolerancedomain and to as-
sociate version numbersto membershipchanges. The
TAG FT PRIMARY component of a IIOP profile, if
present,informsto theclientORB thatthecontainingIIOP
profileprobablyis theprimarymemberof apassively repli-
catedobject group. In the following sectionwe describe
how requestshasto beperformedby clientsoncethey have
obtaineda non-emptyIOGR,e.g.by invoking theCORBA
Namingor Tradingservices.

2.2 Transparent Client Reinvocation and Redi-
rection

A FT-CORBA client accessingan objectgroup, i.e. a
CORBA client runningon a FT-CORBA compliantclient
ORB and invoking an object group deployed in a FT-
infrastructure,behavesdifferentlyfrom aclassicalCORBA
client. This is mainly due to the fact that (i) a client of
a replicatedobjecthasto be masked asmuchaspossible
from failuresof object group membersor of the network

2



and(ii) it hasto uniquely identify its requestsin order to
allow duplicatefiltering uponrequestreinvocation.To deal
with suchissues,in the FT-CORBA standardtwo mecha-
nismsareidentified,i.e. transparentclient reinvocationand
transparentclient redirection.

TransparentClient Reinvocation. Thetransparentclient
reinvocationmechanism providesclientswith replication
and failure transparency exploiting two sub-mechanisms
that we define transparent client failover and transparent
requestidentification.

The transparent client failover mechanismmandates
a FT-CORBA compliant client ORB, invoking an object
group identified by an IOGR, to try exploiting all of the
profiles containedin the object referencebefore return-
ing an exception to the client. More precisely, a FT-
CORBA compliantclient ORB mustnot abandonan invo-
cation(throwing an exceptionto the client) until (i) it has
tried to invoke the replicatedservers by exploiting all of
the TAG INTERNET IOP profilescontainedin the IOGR
while receiving only exceptionsfalling into the so called
failover conditions, or (ii) it hasreceivedanexceptionthat
doesnot fall amongsuch failover conditions,or (iii) the
requestexpiration time haselapsed(seebelow), or (iv) it
hasreceivedthereply. Failover conditionsarethecircum-
stancesunderwhichanORBis allowedto reissuearequest
usinga (possiblydifferent)profile containedin anIOGR.

COMPLETED_NO COMM_FAILURE
TRANSIENT
NO_RESPONSE
OBJ_ADAPTER

Completion Status CORBA System Except ion

COMPLETED_NO COMM_FAILURE
TRANSIENT
NO_RESPONSE
OBJ_ADAPTER
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COMPLETED_NO
COMPLETED_MAYBE

COMM_FAILURE
TRANSIENT
NO_RESPONSE
OBJ_ADAPTER

With
Transparent
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Transparent
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Figure 2. Failo ver Conditions with and without
Transparent Reinvocation

Figure 2 illustrates the CORBA exceptionssignaling
failoverconditionsfor both: ORBsimplementingtranspar-
entreinvocationandORBsthatdo not (i.e. ORBsthatsup-
port multiprofile IORs but do not supportIOGRs). Such
conditionsdefine when a (FT-CORBA compliant) client
ORB is allowed to reissuea request. Note that a FT-
CORBA compliant client ORB is allowed to reissuere-
questseven if the returnedrequestcompletion statusis
COMPLETEDMAYBE. In this casea server could actu-
ally have executedthe request. Therefore,to avoid re-
peatedexecutionof reissuedrequests,FT-CORBA defines

how a client ORB must uniquely identify a requestto al-
low serversto automaticallyperformduplicatefiltering,and
this is what we have definedhastransparent requestiden-
tification. Requestidentificationis donein FT-CORBA by
usingtheREQUEST servicecontext. This servicecontext
is put in eachrequestand containsthree fields, namely:
client id, retention id andexpiration time.
The pair composedby client id andretention id
is a uniquerequestidentifier thatallows theserver ORB to
identify repetitions.If therequestis a repetition,theserver
doesnot reexecutethe requestbut ratherreturnsthe reply
that wasgeneratedby the prior execution. Theexpira-
tion time is thebasicbuilding blockof agarbagecollec-
tion mechanism.It providesto serversalowerboundonthe
time until which they must retain the requestinformation
andthecorrespondingreply (if any). TheREQUESTcon-
text’sexpiration time field is determinedby theclient
ORBby addingthelocalclockvalueto thevalueof there-
quest duration policy value, that is themeanby
which a client communicatesto theORB its estimateabout
thedurationof aninvocation.Whena client ORB startsis-
suinga request,it setsa timeout of durationequalto the
request duration policy value. Whenthis time-
out expiresandthe reply hasnot beenreceived, the client
ORB throws a NO RESPONSECORBA exceptionto the
client.

Transparent Client Redirection. IOGRsheldby clients
may becomeobsolete: a membershipchangecan occur
asynchronouslywith respect to the client invocations.
For this reason, FT-CORBA defines how to propagate
membershipchangeswithout having the client resolve
the object group referenceeach time it has to perform
an invocation2. The solution to this problem adopted
by FT-CORBA is based on the assumptionsthat ob-
ject group membersrapidly track membershipchanges
and always have updatedreferences. Thus, to provide
clients with the most updatedIOGRs, a server needsto
know which is the current versionof the IOGR held by
the client. For this reason, a FT GROUP VERSION
servicecontext is defined. It containsa single field ob-
ject group ref version in which the client ORB
copiesthetheobject group ref version field value
of the IOGR’s TAG FT GROUP component.In this way,
whenagroupmemberserverORBreceivesarequest,it can
determinewhethertheclient referenceis obsoleteor not. In
the first case,it throws a LOCATION FORWARD PERM
exception to the client ORB that, when received by the
client ORB, has the effect of permanentlyupdating its

2Notethatalsonameresolutionis asynchronouswith respectto mem-
bershipchanges.Thereforethis is not a solutionto theproblemof provid-
ing clientswith mostupdatedreferences.It is only a workaroundto try
providing clientswith freshreferences.
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reference. In the secondcase, the requestis normally
executedandareply is returnedto theclient.

It is clear that even when consideringthe ”basic” FT-
CORBA mechanismsdiscussedabove, a setof coreprob-
lemshave to be addressed.In particular, in the next sec-
tions,weaddressthefollowing issues:

� IOGRcreation,updatingandmodification;
� Implementingtranparentclient reinvocationandredi-

rectionuponanonFT-CORBA compliantORB;

While thefirst problemsolutionrepresentsabasicbuild-
ing block of a fault toleranceinfrastructure,the second
problemhasto beconsideredin thewider context of build-
ing an interoperableFT-CORBA compliantinfrastructure,
thatis theaim of theIRL project.

3 Creatingand Managing IOGRs:
the IOGRManager CORBA Object

In this sectionwe describethe object implementedin
IRL to allow CORBA clientsto build, updateandmanage
IOGRs. Figure 3 shows the IDL interfaceof the IOGR-
Manager CORBA object.

Note that in the IOGRManager interfacewe use the
ObjectGroup type for passingparametersas well as
to return results,i.e. object group references.This type
is definedas the Object CORBA type. In this way, an
IOGRManager client canhandleobjectgroupreferences
exactly as it handlesgenericobject references. We pre-
ferred to define the ObjectGroup type to improve the
IDL interfacereadability. The semanticof the operations
providedby theIOGRManagerobjectis describedbelow:

create IOGR: allows to createIOGRs. It takesasinput
parameterthe ids of the object group and of the fault
tolerancedomain, the object group version and an Ob-
jectList object,which containsa (possiblyempty) list
of references.If thelist is empty, asimpleIOGRcontaining
a multiple componentsprofile is returned(seeSection2.1).
If the list is not empty, the returnedreferencewill include
all the IIOP profiles of the referencesbelonging to the
object list, modifiedasexplainedin Section2.1. In
any case,thereturnedobjectgroupreferencehasno profile
containinga TAG FT PRIMARY component.Theprimary
memberof an object group working in primary backup
style can be set later using the set Primary Member
operation,describedbelow.

extract object references: allowsto extractfrom
anobjectgroupreference,passedasinputparameter, a(pos-
sibly empty)list of objectreferences,onefor eachmember
of thegroup.

typedef Object ObjectGroup;
typedef sequence<Object> ObjectList;

interface IOGRManager {

ObjectGroup create_IOGR(
in FT::FTDomainId ft_domain_id,
in FT::ObjectGroupId object_group_id,
in FT::ObjectGroupRefVersion

object_group_ref_version,
in ObjectList object_list)
raises (IOGRManagerException);

ObjectList extract_object_references(
in ObjectGroup object_group)
raises (IOGRManagerException);

ObjectGroup add_Member(
in ObjectGroup object_group,
in Object object)
raises (IOGRManagerException);

ObjectGroup remove_Member(
in ObjectGroup object_group,
in Object object)
raises (IOGRManagerException);

Object get_Primary_Member(
in ObjectGroup object_group)
raises (IOGRManagerException);

ObjectGroup set_Primary_Member(
in ObjectGroup object_group,
in Object primary_object)
raises (IOGRManagerException);

ObjectGroupRefVersion get_Group_Version(
in ObjectGroup object_group)
raises (IOGRManagerException);

void set_Group_Version(
in ObjectGroup object_group,
in FT::ObjectGroupRefVersion version)
raises (IOGRManagerException);

boolean is_ObjectGroup (in Object object);

boolean is_Equivalent(
Object object_a,
Object object_b)
raises (IOGRManagerException);

Figure 3. The IOGRManager IDL Module

add Member /remove Member: allows to insert/remove
a memberinto/from an objectgroupreference.It extracts
the IIOP profile from the object input parameter, and
inserts/remove it into/from theobject group reference,
thatis finally returnedasresult.
get Primary Member/set Primary Member: ac-
ceptsasinput parameteran objectgroupreferenceandre-
turns/setsthe referenceof the IIOP profile containingthe
TAG FT PRIMARY component(if any, seeSection2.1).
get Group Versionset Group Version: re-
turns/sets the version of the object group refer-
ence passed as input parameter. i.e. the value
of the Object Group Ref Version field of the
TAG FT GROUP componentof a profile of the object
groupreference.
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is ObjectGroup: canbeusedtocheckif anobjectrefer-
enceis anobjectgroupreference.i.e. if theobjectreference
containsin eachprofile theTAG FT GROUPcomponent.
is Equivalent: given two object references,
this operation returns true if the two object
references are object groups and the two pairs�
ft domain id � object group id � of the two

objectgroupreferencesareidentical.

Eachof the operationsdescribedabove throws excep-
tionsto notify clientsabouttheoccurrenceof someanoma-
lous condition. This is the casewhen, for example, an
IOGRManager client tries to get theprimaryobjectof an
objectgroupwhenthis primaryhasnot beenset,or whenit
triesto removea membernot belongingto a groupor from
anemptygroup.

Concerningthe implementationof theIOGRManager
object, we point out that it is mainly basedon the syn-
tactical manipulationof serializedreferences. The oper-
ation describedabove are actually basedon the follow-
ing pattern: (i) the referencespassedas input parame-
tersareconvertedinto serializedobject references(by the
orb.object to string() method,(ii) somesyntac-
tical manipulation/inspectiontakes place, (iii) if a serial-
ized IOR is the result of the operation, it is first con-
verted into an ObjectGroup type reference(by the
orb.string to object() method)andthenreturned
to thecaller. In thisway, clientsarenot involvedin any IOR
manipulationand can handleobject group referencesex-
actlyasthey handleobjectreference.NotealsothatIOGR-
Manager hasbeendesignedasacompletelystatelesscom-
ponent,in orderto simplify its replicationandto gethigh-
availability.

4 Using IOGRs: the ORGW Component

Thenext logical stepafterhaving createdIOGRsis let-
ting thembeusedby clientsof replicatedobjectsaddressed
by IOGRs. In particularin this sectionwe describehow
a nonFT-CORBA client ORBimplementingPortableInter-
ceptors [11] canbeextendedto get transparentclient redi-
rectionandredirectionmechanisms.Underapracticalpoint
of view this meansthat a CORBA client caninteractwith
replicatedobjectsbenefitingof replicationandfailuretrans-
parency even thoughit runsover a non FT-CORBA com-
pliant ORB. This could leveragethe useof “legacy” client
ORBs,without requiringto CORBA clientsto updatetheir
ORB versionto FT-CORBA compliantones,providedthat
such“legacy” ORBsimplementportableinterceptors.

Before of describingsuchan extensionwe briefly de-
scribePortableInterceptors.Interestedreaderscanrefer to
[4, 7, 11] for additionaldetails.

4.1 Portable interceptors

CORBA PortableRequestInterceptors(PIs, [11]) area
mechanismallowing to modify theORBandtheapplication
behaviour upontheeventof sendingor receiving amessage
(e.g. a request,a reply or anexception)without impacting
eitheron theORB codeor on theapplicationone.Request
PIs arelogically setbetweenthe ORB andthe application
layers(Figure4) andcanbeinstalledin anORB by invok-
ing their interfaces. RequestInterceptorsareclassifiedin
client requestinterceptors andserverrequestinterceptors.
The former are installed in client-sideORBs and can in-
terceptoutgoingrequestsandcontexts aswell asincoming
repliesandexceptions.Conversely, thelatterareinstalledin
server-sideORBsandcaninterceptincomingrequestsand
contextsaswell asoutgoingrepliesandexceptions.PIscan
perform operationsat differentpoints during requestpro-
cessing.Figure4 showssuchinterceptionpoints.

After their installation,PIs interceptall the requestsor
repliesexchangedbetweena client anda server ORB.Dif-
ferentinterceptorinstancescanberegisteredwithin asingle
ORB and,oncea messageis intercepted,all the registered
interceptorinstanceswill be invokedby theORB uponthe
arrival of a triggeringevent. The invocationorder is ORB
implementationdependentandcannotbe either inspected
or modified3.

By implementingthe methodsreportedin Figure4, re-
questinterceptorscanbeconfiguredto:

� accessrequestor reply information (this is a strictly
platformdependentissue)to performsomeaction;

� redirecta requestto anothertargetby throwing a LO-
CATION FORWARD exceptionto theclient ORB4;

� throw otherCORBA exceptions;

� manipulatethe requestservicecontext, e.g. to piggy-
backadditionalinformationontoa message;

� performtheir own invocations;

� delaya requestor a reply.

Providing suchfeatures,PIsactuallybecomea powerful
developmenttool. Without impactingon applicationcode,
they canbeused,for instance,to piggybackauthentication

3Actually, someORB implementationsallow to chain interceptorsin
a customizablefashion,e.g. by definingtheir invocationorder. However,
assumptionson the order of invocationof multiple interceptorresult in
non-portableinterceptioncode.

4After aLOCATION FORWARD exceptionhasbeenthrown by anin-
terceptor, nootherregisteredinterceptoris invokedby theORB.
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informationinto GIOP5 messagesflowing betweena client
andaserver, to uniquelyidentify clientrequestsandredirect
themamongdifferentreplicasof a fault-tolerantserver [6,
8], to sharethe load amongdifferentcopiesof a server, to
implementcachingmechanisms[3] or to implementflow
control,asalsoshown in [4].

However, in somecircumstances,PIs do not suffice to
meettheapplicationrequirements.In particular, PI limita-
tionscanbesummarizedasfollows:

� client requestPIscannotgeneratetheir own repliesto
interceptedrequests;

� PIscandefinitively block a requestor a reply only by
raisinganexception;

� PIs canredirecta requestonly by throwing a LOCA-
TION FORWARD exception;

� PIscannotalternoneof theparametersof a requestor
of a reply;

� PIs cannotmodify the requestservicecontexts (but
they canaddtheir own contexts);

Moreover, in Java implementations, because of the
Java Portable Binding, an interceptor cannot access
the RequestInfo interface to read the following at-
tributes: arguments, exceptions, contexts, op-
eration context, result. Roughlyspeaking,a Java
PI cannotaccessmorethantheoperation nameof the
RequestInfo interfacefieldsconcerningthesignatureof
anoperation.If aPI triesto doso,aNO RESOURCESsys-
temexceptionis thrown. To overcomethislimitationsalong
with the impossibility of creatingreplies,a designpattern
usingproxy [4, 5] canbeadopted6.

5GIOP is the acronym of GeneralInter-ORB Protocol,i.e. the speci-
fication of the abstractprotocolallowing CORBA remoteobjectinterop-
eration.This generalspecificationis instanciatedover a specifictransport
layer, e.g. the InternetInter-ORB Protocolis the GIOP instanceover the
TCP/IPtransportlayer.

6Note that the proxy patternalso increasesthe flexibility of the solu-
tion by decouplingtherequestredirectionaspectsfrom theonesdependent
from theapplication.

4.2 The ORGW Component

The OutgoingRequestGateWay (ORGW) componental-
lows a CORBA client runningon a CORBA 2.4 compliant
ORBimplementingportableinterceptorsto interactwith an
objectgroupby exploiting thetransparentclient redirection
andreinvocationmechanismsdescribedin Section2.2.

The component is intended to entirely substitute a
genericclient ORB with an extendedORB. The extended
ORB is standardCORBA ORB within which a particular
CORBA compliant portablerequestinterceptorhas been
registered.To enhanceclient transparency, aCORBA client
initializes the ORGW componentas it initializes the ORB.
In particular, a Java CORBA client wantingto exploit the
ORGW functionalityhasto:

1. import thepackageirl.orgw;

2. initialize the ORGW component by invoking the
org.omg.CORBA.ORB orgw init() method.
This methodtakes as input parametersthe samepa-
rametersof the org.omg.CORBA.ORB.init(),
and a int invocationSematicType pa-
rameter introduced to implement additional
client invocation semantics. Currently, the only
admitted value for the invocationSemat-
icType parameter is FT CORBA. As for the
org.omg.CORBA.ORB.init() method, the
org.omg.CORBA.ORB orgw init() method
returnsa referenceto anORB.

In legacy applications a client initializing
the ORB has simply to substitute the orb =
org.omg.CORBA.ORB.init(args,prop) in-
struction with the orb = orgw init(args,prop,
FT CORBA) one. In this way, it will be able to interact

with a replicatedobject as the FT-CORBA specification
mandates.

In thefollowing, we first describehow theORGWcom-
ponentaccomplishesthe taskof implementingtransparent
client reinvocationand redirectionand then its limitation
concerningtherequestexpirationtime timeout.
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ORGW Implementation As mentionedbefore,theORGW
componentlogically extendsan ORB with the functional-
ity of a customclient requestportableinterceptor, i.e. the
ORGWInterceptor.

ClientClient ClientClient

ORBORB
ORGWORGW

ORGWInterceptorORGWInterceptor

ORBORB

CORBA client 
application

FT-CORBA client 
application in IRL

Figure 5. Common CORBA Client Compared
with a FT-CORBA Compliant Client

Figure5 comparesastandardCORBA clientapplication
with one using the ORGW component,and shows the re-
lationshipsamongthe client, the ORGW, the ORB andthe
ORGWInterceptor component.

TheORGWIntercetor is thecoreof theORGW. ORG-
WInterceptorimplementsthefollowing actions:

	 requestinterceptionand filtering : eachtime a client
issuesa request,the ORGWInterceptor checksif
therequestis destinedto anobjectgroupor not. In the
latter case,the ORGWInterceptor let the request
passtroughit without interfere,i.e. therequestis nor-
mally handledby the ORB containedin theORGW. If
the requestis destinedto an objectgroup, the ORG-
WInterceptor executesthefollowing steps.

	 request completion: a requestdestinedto object
groupsis augmentedwith servicecontexts. Theseare
the REQUEST and the FT GROUP VERSION ser-
vice contexts describedin Section2.2,usedto imple-
ment, respectively, the transparentrequestidentifica-
tion andredirectionmechanisms.

	 requestredirectionand reinvocation: afterrequest’s
completion, the ORGWInterceptor extracts the
first IIOP profile from the object group reference(if
any), convertsit into anobjectreferenceandusesthis
referenceto throw a LOCATION FORWARD PERM
exceptionto theclient ORB. The ORB thentranspar-
ently reissuesthe requestto the object referredto by
thereferencecontainedin theexceptionmessage.The
requestreissuedby the ORB will passagainthrough
the ORGWInterceptor. Recursive scenariosare

avoided in this casevery easily: being the new re-
questissuedtowardsanobjectandnot towardsanob-
ject group, the interceptorlet it passthroughwithout
interfering. After the ORB hasreissuedthe request,
oneof thefollowing eventscanhappen:

1. either the invoked replica throws a LOCA-
TION FORWARD PERM exceptioncontaining
anupdatedobjectgroupreferenceor,

2. the invokedreplica(or theclient ORB) throws a
CORBA exceptionfalling into the failover con-
ditionsdescribedin Section2.2or,

3. the invoked replica (or the client ORB) throws
a CORBA exceptionthat doesnot fall into the
failoverconditionsdescribedin Section2.2or,

4. theinvokedreplicareturnsa reply or anuserex-
ception.

ORGWInterceptor listensfor the occurrenceof one
of thepreviousfour eventsby implementingthePI’s inter-
facereceive other() andreceive reply()meth-
odsandreactsasfollows:

case(1). the interceptor updates its internal state and
throws a LOCATION FORWARD PERM to the
server ORB, provoking a reinvocation that usesthe
new objectgroupreferenceobtainedby the previosly
invokedserver;

case(2). the interceptorchecksif it hasalreadyexploited
all of theprofilescontainedin thereference.In theaf-
firmative, it definitively stopstheinvocationby throw-
ing aNO RESPONSECORBA exceptionto theclient.
Otherwiseit incrementallyselectsanotherprofile and
usesit to throw aLOCATION FORWARD PERMex-
ceptionto theclientORB,sothattherequestis issued
againtowardsadifferentreplica;

cases(3) and (4). thereplyor theexceptionis returnedun-
modifiedto theclient.

In its currentimplementationstatus,ORGWIntercep-
tor suffersof a limitation dueto therequesttimeoutexpi-
ration.Morespecifically, in Section2.2wepointedout that
a FT-CORBA compliantclient ORB mustthrow a CORBA
exception if a requestis not served after its expira-
tion time haselapsed.A standardCORBA ORB, how-
ever, doesnot allow to settimeoutson requestinvocations,
unlessimplementingtheCORBA MessagingSpecification
[15] or the RealTime CORBA Specification[16]. More-
over, suchatimeoutis notimplementableinsideourORGW
beingportableinterceptorsdesignedaspurestatelesscom-
ponents.As a consequenceour currentORGWimplemen-
tation doesnot throw exceptionsto the client after request
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durationtimeexpiration,eventhoughit insertsaclientcon-
figurablerequestdurationtimesinto theREQUESTservice
contexts to enableserver-side garbagecollection of out-
datedrequests(seeSection2.2)7.

5 Conclusions

The race to develop software componentsfor FT-
CORBA compliantplatformsis just started. In this paper
wepresentedtwo componentsto handleandto useIOGRs:
theIOGRManager andtheORGW. IOGRManager is ac-
tually a tool for building andmanagingFT-CORBA com-
pliant IOGRs. This tool could be useful for anyone that
is going to implementa FT-CORBA compliantInfrastruc-
ture. ORGW is a CORBA compliantclient requestintercep-
tor that implementsthe FT-CORBA client invocationse-
manticwithout requiringORB modifications. It allows a
standardCORBA client runningover a CORBA ORB im-
plementingportableinterceptorsto benefitof the transpar-
entclient redirectionandreinvocationmechanisms.

The IOGRManager CORBA object is available for
downloadat theIRL Projectwebsite [18]. TheORGW will
bealsoavailablesoonat thesameaddress.
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