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Abstract

Thehandlingof Interoperable ObjectGroup Refeences
(IOGRs)is one of the basic building block of any FT-
CORBA compliantplatform. In this paper we introduce
two basic components:l OGRVanhager , a tool to create
update browselOGRs, and an Object-Request-Gatedy/
(ORGW, a CORBA compliant client requestinterceptor
which allows clients running on non-FFCorbacompliant
ORBsto transpaently interact with replicatedobjectsre-
siding on FT-CORBA-compliantplatforms. Both compo-
nentshavebeendevelopedin the context of Interoperable
ReplicationLogic (IRL) project which investigateghe im-
pactof threetiers architectureson softwae replication.

1 Intr oduction

Commonlymarket-availablemiddlevaresbasicallyoffer
only the possibility of transparentemotemethodinvoca-
tionsof objectsdeployedoveradistributedsystemsThisis
usuallydonewithoutguaranteein@rything aboutthe qual-
ity of service(QoS).Suchmiddlewaresrelay QoSmanage-
menttasksto the underlyingplatformsor to theapplication
itself, i.e. outof the middlevare QoS An emegingtrendin
themiddlewareareais thusthe possibility of increasinghe
functionality provided by a middleware with QoS related
middleware extensions,in orderto allow programmergo
exploit the sameQoS-APIson differentplatforms.

CORBA ([14]) is adistributedobjectcomputing(DOC)
messagepassingmiddleware basedon a standardarchi-
tecturethat allows programmergo createand accessob-
jectsdeployedoveradistributedsystemsCORBA achieves
full interoperabilityin heterogeneousrnvironmentsby pro-
viding location, platform and languagetranspareng In
CORBA, the commonmiddleware tasks(e.g. objectlo-
cation,requesimarshalingmessagéransmissionmessage

unmarshalingetc.) are undertalen by the Object Request
Broker (ORB) component.

In this context, the Object ManagementGroup hasre-
cently releasedrault TolerantCORBA (FT-CORBA, [13,
12]) specification,with the aim of simplifying the devel-
opmentof highly-available, fault-tolerant,distributed ap-
plications. One of the main limitations of releasel.0 of
FT-CORRA is the so-calledvendordependenciimitation.
In particular in orderto simplify the developmentof FT-
CORBA compliantinfrastructuresit is statedn the specifi-
cationthatsuchinfrastructureshouldbenon-interoperable,
i.e. all thereplicasbelongingto a givenfault tolerancedo-
main shouldrun over ORBs provided by the samevendor
This neutralizesone of the main advantagesof CORBA
technology, i.e. the possibility of run-time interactions
amongobjectsdeployedondifferentplatformsrunningover
ORBsprovidedby differentvendors.

A lot of work is goingon in orderto implementthe FT-
CORERBA specificationor aportionof it). At thebestof our
knowledge,two existing systemsare FT-CORBA compli-
ant: Eternal[9] andDOORS10]. While theEternalsystem
hasbeenusedas proof of conceptduring the standardiza-
tion effort — andis non-interoperable the DOORSsystem
is still underdevelopmentandonly implementsa subsebf
the specification.

In this paperwe presentsomeexperiencesionein the
thecontext of InteroperabldreplicationLogic (IRL) project
[18]. Themissionof IRL is to studytheimpactof threetiers
architectureon softwarereplication[1]. Oneof the main
IRL'stargetsis to developaninteroperablendportableim-
plementatiorof the FT-CORBA specification2, 6, 8]. In
sucha contet, IRL component@actsasa midtier between
thedistributedapplicationand ORBsfrom distinctvendors
runningon differentplatforms.

1Actually, the entire IRL developmentis being carriedout on three
differentCORBA compliantplatforms,i.e. JacORB[19] andIONA’'s[17]
OrbacusandOrbix 2000.



More specifically in this paperwe presenttwo IRL
building blocks:

e | OGRManager objectwhichallowsto createandup-
dateFT-CORBA compliantinteroperablebjectgroup
referenceglOGRS);

e ORGW (Object-Request-Gatedy) which allows
clients running on non-FFCorba compliant ORBs
(implementingPortablelnterceptors}o transparently
interact with replicated objects residing on IRL
platform.

Thelattercomponentctuallyemulateghe behaviour of
a FT-CORBA compliantclient ORB without impactingon
the ORB code. By usingsuchcomponentsan administra-
tive clientis allowedto createobjectgroupsandto publish
their referenceswhile other clients cantheninteractwith
theobjectgroupasif it wasasingletonhighly availableob-
ject.

Theremaindeof the paperis organizedasfollows: Sec-
tion 2 describestOGRs structureand how they must be
managedy FT-CORBA client ORBs,Section3 dealswith
the CORBA objectwe deploy to createandmodify IOGRs,
Section4 introducesPortablelnterceptorsandthe way we
usethemto implementthe OutgoingRequesGateavay. Fi-
nally, Section5 concludeghe paper

2 Fault Tolerant CORBA BasicMechanisms

In the FT-CORBA specification, fault tolerance is
achievedthroughentity redundany, fault detectionandre-
covery. The replicatedentity is the CORBA object, and
replicatedobjectsare managedhroughthe abstractionof
objectgroupin orderto guaranteestrongconsisteng. To
identify anobjectgroup,FT-CORBA introducesnteroper
ableobjectgrouprefeence (IOGRs).An IOGRis apartic-
ular typeof anInteroperablébjectReferencdIOR, [14]).
IOGRsareusedby FT-CORBA compliantclient ORBsin
orderto provide clientswith replicationandfailure trans-
pareng by thetranspaentclient reinvocationandredirec-
tion mechanisms.

2.1 Inter operableObject Group References

An IOGRis a particularkind of multiprofile IOR with
the additional capability of handlingthe notion of object
group. A multiprofile IOR is an IOR composedoy more
thanoneprofile. Eachprofile identifiesa connectionend-
point containingthe information neededby the ORB to
reacha CORBA objectimplementatior(transportprotocol,
hostaddressetc.). However, a multiprofile IOR doesnot
handle, for example, membershipchangeswithin an ob-
ject group,objectgroupversioningandprimary identifica-
tion within anobjectgroupwhichfollowsaprimary-backup

replication style. IOGR are thus introducedin CORBA
specificatiorto copewith suchissues.
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Figure 1. 10GR Structure

A generic IOGR is representedin Figure 1 where
the componentsadded by the FT-CORBA specifica-
tion are within white rectangles. An IOGR con-
tains multiple TAG_INTERNET_IOP profiles. Any of
these profiles can be used by client ORBs to reach
the sener object group. The reference also con-
tains a TAG_.MULTIPLE_.COMPONENTS profile. A
TAG_MULTIPLE_COMPONENT Sprofile mustbe present
in an IOGR when it identifies an empty group, i.e.
with no replicascurrently belongingto the group. Each
profile must contain the TAG_.FT_GROUP component,
while the TAG_FT_PRIMARY componentcan be con-
tainedin at mostone TAG_INTERNET_IOP profile. The
TAG_FT_GROUP componentis a struct composedby
four fields, namely: version, ft _domai n. d, ob-

j ect group.i d and obj ect _group_ref -ver si on.

Thesefields allow to uniquely identify an object group
in the contet of a fault tolerancedomain and to as-
sociate version numbersto membershipchanges. The
TAG_FT_PRIMARY componentof a IIOP profile, if

presentjnformsto the client ORB thatthe containingllOP

profile probablyis the primarymemberof apassvely repli-

catedobjectgroup. In the following sectionwe describe
how requesthasto be performedby clientsoncethey have
obtaineda non-emptylOGR, e.g. by invoking the CORBA

Namingor Tradingservices.

2.2 Transparent Client Reinvocation and Redi-
rection

A FT-CORBA client accessingan objectgroup,i.e. a
COREA client runningon a FT-CORBA compliantclient
ORB and invoking an object group deployed in a FT-
infrastructurebehaesdifferentlyfrom a classicalCORBA
client. This is mainly dueto the fact that (i) a client of
a replicatedobjecthasto be masled as much as possible
from failuresof object group membersor of the network



and (ii) it hasto uniquelyidentify its requestsn orderto
allow duplicatefiltering uponrequesteinvocation.To deal
with suchissues,in the FT-CORBA standardwo mecha-
nismsareidentified,i.e. transpaentclientreirvocationand
transpaentclient redirection

TransparentClient Reinvocation. Thetransparentlient
reinvocationmechanism provides clients with replication

and failure transpareng exploiting two sub-mechanisms

that we definetranspaent client failover and transpaent
requesidentification

The transpaent client failover mechanismmandates
a FT-CORBA compliantclient ORB, invoking an object
group identified by an IOGR, to try exploiting all of the
profiles containedin the object referencebefore return-
ing an exception to the client. More precisely a FT-
CORBA compliantclient ORB mustnot abandoraninvo-
cation (throwing an exceptionto the client) until (i) it has
tried to invoke the replicatedseners by exploiting all of
the TAG_INTERNET_IOP profiles containedin the IOGR
while receving only exceptionsfalling into the so called
failover conditions or (ii) it hasrecevvedan exceptionthat
doesnot fall amongsuchfailover conditions,or (iii) the
requestexpiration time haselapsed(seebelow), or (iv) it
hasrecevedthereply. Failover conditionsarethe circum-
stancesinderwhichan ORBIs allowedto reissuearequest
usinga (possiblydifferent)profile containedn anlOGR.

Completion Status CORBA System Exception
Without COMPLETED_NO COMM_FAILURE
Transpar ent TRANSIENT
Reinvocation NO_RESPONSE
OBJ_ADAPTER
With COMPLETED_NO COMM_FAILURE
Transpar ent COMPLETED_MAYBE | TRANSIENT
Rei n\fgcation NO_RESPONSE
OBJ ADAPTER

Figure 2. Failover Conditions with and without
Transparent Reinvocation

Figure 2 illustratesthe CORBA exceptionssignaling
failover conditionsfor both: ORBsimplementingtranspar
entreinvocationandORBsthatdo not (i.e. ORBsthatsup-
port multiprofile IORs but do not supportlOGRs). Such
conditionsdefine when a (FT-CORBA compliant) client
ORB is allowed to reissuea request. Note that a FT-
CORBA compliantclient ORB is allowed to reissuere-
guestseven if the returnedrequestcompletion statusis
COMPLETED.MAYBE. In this casea sener could actu-
ally have executedthe request. Therefore,to avoid re-
peatedexecutionof reissuedequestsFT-CORBA defines

how a client ORB mustuniquelyidentify a requestto al-
low senersto automaticallyperformduplicatefiltering, and
this is what we have definedhastranspaentrequestiden-
tification. Requesidentificationis donein FT-CORBA by
usingthe REQUEST servicecontext. This servicecontext
is put in eachrequestand containsthree fields, namely:
client.id,retention.dandexpirationztinmne.
The pair composediy cl i ent i d andretention. d
is a uniquerequesidentifier thatallows the sener ORB to
identify repetitions.If therequesis arepetition,the sener
doesnot reexecutethe requestout ratherreturnsthe reply
thatwas generatedy the prior execution. The expi r a-
ti on_ti e isthebasicbuilding block of agarbageollec-
tion mechanismlt providesto senersalowerboundonthe
time until which they mustretain the requestinformation
andthe correspondingeply (if any). The REQUEST con-
text'sexpi rat i on_t i ne fieldis determinedy theclient
ORB by addingthelocal clock valueto thevalueof ther e-
guest _durati on_pol i cy_val ue, thatis the meanby
which a clientcommunicateso the ORB its estimateabout
the durationof aninvocation.Whena client ORB startsis-
suing a request,it setsa timeoutof durationequalto the
request _durati on_pol i cy_val ue. Whenthistime-
out expiresandthe reply hasnot beenreceied, the client
ORB throws a NO_RESPONSECORBA exceptionto the
client.

Transparent Client Redirection. IOGRsheldby clients
may becomeobsolete: a membershipchangecan occur
asynchronouslywith respectto the client invocations.
For this reason, FT-CORBA defineshow to propagate
membershipchangeswithout having the client resohe
the object group referenceeachtime it hasto perform
an invocatiorf. The solution to this problem adopted
by FT-CORBA is basedon the assumptionsthat ob-
ject group membersrapidly track membershipchanges
and always have updatedreferences. Thus, to provide
clients with the most updatedlOGRs, a serer needsto
know which is the currentversionof the IOGR held by
the client. For this reason,a FT_.GROUP.VERSION
servicecontext is defined. It containsa single field ob-
j ect group.ref _versi on in which the client ORB
copiesthetheobj ect _gr oup_r ef _ver si on field value
of the IOGR’s TAG_FT_GROUP component.In this way,
whenagroupmembersener ORB recevesarequestijt can
determinewhethertheclientreferences obsoleteor not. In
the first case,it throws a LOCATION_FORWNARD_PERM
exceptionto the client ORB that, when receved by the
client ORB, has the effect of permanentlyupdating its

2Note thatalsonameresolutionis asynchronousith respecto mem-
bershipchangesThereforethis is nota solutionto the problemof provid-
ing clientswith mostupdatedreferences.lt is only a workaroundto try
providing clientswith freshreferences.



reference. In the secondcase, the requestis normally
executedandareply is returnedo theclient.

It is clearthat even when consideringthe "basic” FT-
CORBA mechanismgliscussedbove, a setof core prob-
lems have to be addressed.In particular in the next sec-
tions,we addresghefollowing issues:

o IOGR creation,updatingandmodification;

e Implementingtranparentclient reinvocationandredi-
rectionuponanon FT-CORBA compliantORB,;

While thefirst problemsolutionrepresenta basicbuild-
ing block of a fault toleranceinfrastructure,the second
problemhasto be consideredn thewider context of build-
ing aninteroperable=FT-CORBA compliantinfrastructure,
thatis theaim of the IRL project.

3 Creatingand Managing IOGRs:
the | OGRVanager CORBA Object

In this sectionwe describethe object implementedin
IRL to allow CORBA clientsto build, updateand manage
IOGRs. Figure 3 shaws the IDL interfaceof the | OGR-
Manager CORBA object.

Note that in the | OGRManager interfacewe usethe
bj ect G oup type for passingparametersas well as
to returnresults,i.e. objectgroup references. This type
is definedasthe Cbj ect CORBA type. In this way, an
| OCRManager client canhandleobjectgroupreferences
exactly as it handlesgenericobject references. We pre-
ferred to definethe Qbj ect Gr oup type to improve the
IDL interfacereadability The semanticof the operations
providedby thel OGRManager objectis describedelow:

creat e | OGR: allows to createlOGRs. It takesasinput
parameterthe ids of the object group and of the fault
tolerancedomain, the object group version and an Cb-

j ect Li st object,which containsa (possiblyempty)list
of referencesilf thelist is empty asimplelOGR containing
amultiple componentgrofile is returned(seeSection2.1).
If thelist is not empty the returnedreferencewill include
all the IIOP profiles of the referencesbelongingto the
obj ect 1i st, modified asexplainedin Section2.1. In
ary casethereturnedobjectgroupreferencehasno profile
containinga TAG_FT_PRIMARY componentThe primary
memberof an object group working in primary backup
style can be set later using the set _Pri mar y _Menber

operationdescribedelow.

ext ract _obj ect _r ef er ences: allowsto extractfrom

anobjectgroupreferencepasse@sinputparametera(pos-
sibly empty)list of objectreferencespnefor eachmember
of thegroup.

typedef Cbj ect Onbject Goup;
typedef sequence<Obj ect> Obj ect Li st;

interface | OGRvanager {

Obj ect G oup create_| OGR(
in FT::FTDonwmi nld ft_domain_id,
in FT:: Object&Goupld object_group_id,
in FT:: Obj ect G oupRef Versi on
obj ect _group_ref_version,
in ObjectList object_list)
rai ses (| OGRwanager Exception);

Obj ect Li st extract _object_references(
in ObjectGoup object_group)
rai ses (| OGRwanager Exception);

Obj ect Group add_Menber (
in ObjectGoup object_group,
in Object object)
rai ses (| OGRwanager Exception);

Obj ect Group renpve_Menber (
in ObjectGoup object_group,
in Object object)
rai ses (| OGRwanager Exception);

Obj ect get_Primary_Menber (
in ObjectGoup object_group)
rai ses (| OGRwanager Exception);

Obj ect Goup set _Prinmary_Menber (
in ObjectGoup object_group,
in Object prinmary_object)
rai ses (| OGRwanager Exception);

Obj ect G oupRef Ver si on get _G oup_Versi on(
in ObjectGoup object_group)
rai ses (1 OGRMVanager Exception);

voi d set_G oup_Version(
in ObjectGoup object_group,
in FT:: Obj ect G oupRef Versi on version)
rai ses (1 OGRMVanager Exception);

bool ean i s_ObjectGoup (in Cbject object);

bool ean i s_Equi val ent (
bj ect obj ect_a,
bj ect obj ect_b)
rai ses (| OGRwanager Exception);

Figure 3. The | OGRVanager IDL Module

add_Menber /r enrove_Menber : allowsto insert/remeoe
a memberinto/from an objectgroupreference.lt extracts
the IIOP profile from the obj ect input parameterand
inserts/remue it into/fromtheobj ect _gr oup reference,
thatis finally returnedasresult.

get _Pri mary_Menber /set _Primary_Menber: ac-
ceptsasinput parametean objectgroupreferenceandre-
turns/setghe referenceof the IIOP profile containingthe
TAG_FT_PRIMARY componen(if ary, seeSection2.1).
get _G oup_Ver si onset G- oup_Ver si on: re-
turns/sets the version of the object group refer
ence passedas input parameter i.e. the value
of the (bj ect _G oup_Ref Version field of the
TAG_FT_.GROUP componentof a profile of the object
groupreference.



i s_Obj ect Gr oup: canbeusedo checkif anobjectrefer

enceis anobjectgroupreferencei.e. if theobjectreference
containgn eachprofile the TAG_FT_GROUP component.

i s_Equi val ent : given two object references,
this operation returns true if the two object
references are object groups and the two pairs
(ft .domai n_.i d,obj ect group.id) of the two

objectgroupreferencesreidentical.

Eachof the operationsdescribedabove throws excep-
tionsto notify clientsaboutthe occurrencesf someanoma-
lous condition. This is the casewhen, for example, an
| OGRManager clienttriesto getthe primary objectof an
objectgroupwhenthis primary hasnot beenset,or whenit
triesto remove amembemot belongingto a groupor from
anemptygroup.

Concerningthe implementationof the | OCCRManager
object, we point out that it is mainly basedon the syn-
tactical manipulationof serializedreferences. The oper
ation describedabove are actually basedon the follow-
ing pattern: (i) the referencespassedas input parame-
tersare corvertedinto serializedobjectreferencegby the
orb. obj ect tostring() method,(ii) somesyntac-
tical manipulation/inspectionakes place, (iii) if a serial-
ized IOR is the result of the operation,it is first con-
verted into an Obj ect Group type reference(by the
orb. stringto._object() method)andthenreturned
tothecaller. In thisway, clientsarenotinvolvedin ary IOR
manipulationand can handleobject group referencesex-
actly asthey handleobjectreferenceNotealsothat! OGR-
Manager hasbeendesignedsacompletelystatelessom-
ponent,in orderto simplify its replicationandto gethigh-
availability.

4 UsingIOGRs: the ORGWNVComponent

The next logical stepafter having createdOGRsis let-
ting thembeusedby clientsof replicatedobjectsaddressed
by IOGRs. In particularin this sectionwe describehow
anonFT-CORBA client ORBimplementingortable Inter-
ceptos [11] canbe extendedto gettransparentlient redi-
rectionandredirectionmechanismsUnderapracticalpoint
of view this meansthata CORBA client caninteractwith
replicatedobjectsbenefitingof replicationandfailuretrans-
pareng eventhoughit runsover a non FT-CORBA com-
pliant ORB. This couldleveragethe useof “legag/” client
ORBs,without requiringto CORBA clientsto updatetheir
ORB versionto FT-CORBA compliantones,providedthat
such“legag/” ORBsimplementportableinterceptors.

Before of describingsuchan extensionwe briefly de-
scribePortablelnterceptors.Interestedeadersanreferto
[4, 7, 117] for additionaldetails.

4.1 Portable interceptors

CORBA PortableRequestnterceptorgPls,[11]) area
mechanisnallowing to modify theORB andtheapplication
behaiour uponthe eventof sendingor receving amessage
(e.g. arequestareply or an exception)without impacting
eitheron the ORB codeor on the applicationone. Request
Pls arelogically setbetweenthe ORB andthe application
layers(Figure4) andcanbeinstalledin an ORB by invok-
ing their interfaces. Requestinterceptorsare classifiedin
client requestinterceptos and serverrequestinterceptos.
The former are installedin client-sideORBs and canin-
terceptoutgoingrequestsaand contexts aswell asincoming
repliesandexceptions.Corverselythelatterareinstalledin
sener-sideORBsandcaninterceptincomingrequestsand
contts aswell asoutgoingrepliesandexceptions.Plscan
perform operationsat different points during requestpro-
cessing Figure4 shows suchinterceptionpoints

After their installation,Pls interceptall the requestor
repliesexchangedetweera clientanda sener ORB. Dif-
ferentinterceptoiinstanceganberegisteredwithin asingle
ORB and,oncea messagés interceptedall the registered
interceptorinstanceswill be invokedby the ORB uponthe
arrival of atriggeringevent. The invocationorderis ORB
implementationdependentind cannotbe eitherinspected
or modified.

By implementingthe methodsreportedin Figure4, re-
guestinterceptorsanbe configuredo:

e accesgequestor reply information (this is a strictly
platformdependenissue)to performsomeaction;

o redirecta requesto anothertargetby throwing a LO-
CATION_FORWARD exceptionto theclient ORB*;

o throw otherCORBA exceptions;

e manipulatethe requestservicecontet, e.g. to piggy-
backadditionalinformationontoa message;

o performtheir own invocations;
e delayarequesbrareply.
Providing suchfeaturespPIsactuallybecomea powerful

developmenttool. Withoutimpactingon applicationcode,
they canbe used for instanceto piggybackauthentication

3Actually, someORB implementationsallow to chaininterceptorsin
a customizabldashion,e.qg. by definingtheir invocationorder However,
assumptionn the order of invocationof multiple interceptorresultin
non-portablénterceptioncode.

4After a LOCATION_FORWARD exceptionhasbeenthrown by anin-
terceptorno otherregisterednterceptotis invoked by the ORB.
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Figure 4. Client and server Portable Request Interceptor s

informationinto GIOP° messagefiowing betweena client
andasener, to uniquelyidentify clientrequestsindredirect
themamongdifferentreplicasof a fault-tolerantsener [6,
8], to sharethe load amongdifferentcopiesof a sener, to
implementcachingmechanismg3] or to implementflow
control,asalsoshavnin [4].

However, in somecircumstancesPls do not suffice to
meetthe applicationrequirementsin particulay Pl limita-
tionscanbe summarizedasfollows:

o clientrequestPIs cannotgenerataheir own repliesto
interceptedequests;

o Plscandefinitively block a requesior a reply only by
raisinganexception;

e Plscanredirecta requesbnly by throwing a LOCA-
TION_FORWARD exception;

e Plscannotalternoneof the parametersf arequesbr
of areply;

e Pls cannotmodify the requestservice contexts (but
they canaddtheir own contexts);

Moreover, in Java implementations, because of the
Jasa Portable Binding, an interceptor cannot access
the Request | nf o interface to read the following at-
tributes: ar gunent s, excepti ons, cont exts, op-
eration_cont ext,resul t. Roughlyspeakinga Jasa
Pl cannotaccessnorethanthe oper at i on nameof the
Request | nf o interfacefieldsconcerninghesignatureof
anoperationIf aPltriesto doso,aNO_RESOURCESys-
temexceptionis thrown. To overcomethislimitationsalong
with the impossibility of creatingreplies,a designpattern
usingproxy [4, 5] canbe adoptecP.

5GIOPis the acrorym of Generalinte-ORB Protocol,i.e. the speci-
fication of the abstractprotocolallowing CORBA remoteobjectinterop-
eration. This generalspecifications instanciatedver a specifictransport
layer, e.g. the Internetinter-ORB Protocolis the GIOP instanceover the
TCP/IPtransporiayer

6Note that the proxy patternalsoincreaseshe flexibility of the solu-
tion by decouplingherequestedirectionaspectfrom theonesdependent
from the application.

4.2 The ORGWComponent

The Qutgoing RequestGatahdy (ORGWN componental-
lows a CORBA clientrunningon a CORBA 2.4 compliant
ORB implementingportableinterceptorgo interactwith an
objectgroupby exploiting thetransparentlientredirection
andreinvocationmechanismslescribedn Section2.2.

The componentis intendedto entirely substitute a
genericclient ORB with an extendedORB. The extended
ORB is standardCORBA ORB within which a particular
CORBA compliant portablerequestinterceptorhas been
registered.To enhancelienttranspareng a CORBA client
initializes the ORGWcomponentasit initializes the ORB.
In particular a Java CORBA client wantingto exploit the
ORGWfunctionality hasto:

1. importthepackage r | . or gw;

2. initialize the ORGW component by invoking the
org. ong. CORBA. ORB orgw.i nit() method.
This methodtakes as input parameterghe samepa-
rametersof the or g. ong. CORBA. ORB. i nit (),
and a int invocationSematicType pa-
rameter introduced to implement additional
client invocation semantics. Currently the only
admitted value for the invocati onSemat -
i cType parameteris _FT_CORBA. As for the
org.ong. CORBA. ORB.init() method, the

or g. ong. CORBA. ORB orgw. ni t () method
returnsareferenceo anORB.
In  legagy applications a client initializing

the ORB has simply to substitute the orb =
or g. ong. CORBA. ORB. i ni t (args, prop) in-
struction with the orb = orgwi ni t (args, prop,
_FT_CORBA) one. In this way, it will be ableto interact
with a replicatedobject as the FT-CORBA specification
mandates.

In thefollowing, we first describehow the ORGW com-
ponentaccomplisheshe task of implementingtransparent
client reinvocationand redirectionand then its limitation
concerningherequesexpirationtime timeout.



ORGWImplementation As mentionedbefore,the ORGW
componentogically extendsan ORB with the functional-
ity of a customclient requestportableinterceptori.e. the
ORGW nt er cept or .

)

ORGW
ORB
ORB
CORBA client FT-CORBA client

Figure 5. Common CORBA Client Compared
with a FT-CORBA Compliant Client

Figure5 compares standardCORBA clientapplication
with one using the ORGW component,and shows the re-
lationshipsamongthe client, the ORGW the ORB andthe
ORGW nt er cept or component.

The ORGW nt er cet or isthecoreof the ORGW ORG-
Winterceptorimplementgshefollowing actions:

e requestinterceptionand filtering : eachtime aclient
issuesa requestthe ORGW nt er cept or checksif
therequests destinedo anobjectgroupor not. In the
latter case,the ORGW nt er cept or let the request
passtroughit withoutinterfere,i.e. therequesis nor
mally handledby the ORB containedn the ORGW If
the requestis destinedto an objectgroup, the ORG
W nt er cept or executeghefollowing steps.

e request completion: a requestdestinedto object
groupsis augmentedvith servicecontets. Theseare
the REQUEST and the FT_.GROUP.VERSION ser
vice contets describedn Section2.2, usedto imple-
ment, respectiely, the transparentequestidentifica-
tion andredirectionmechanisms.

e requestredirectionand reinvocation: afterrequests
completion, the ORGW nt er cept or extracts the
first IIOP profile from the object group referenceif
ary), corvertsit into anobjectreferenceandusesthis
referenceo throw a LOCATION_FORNARD_PERM
exceptionto the client ORB. The ORB thentranspar
ently reissueghe requestto the objectreferredto by
thereferencecontainedn the exceptionmessageThe
requestreissuedby the ORB will passagainthrough
the ORGW nt er cept or . Recursve scenariosare

avoided in this casevery easily: being the new re-
guestissuedtowardsan objectandnot towardsan ob-
ject group, the interceptorlet it passthroughwithout
interfering. After the ORB hasreissuedthe request,
oneof thefollowing eventscanhappen:

1. either the invoked replica throws a LOCA-
TION_FORNARD_PERM exceptioncontaining
anupdatedbjectgroupreferenceor,

2. theinvokedreplica(or the client ORB) throws a
CORBA exceptionfalling into the failover con-
ditionsdescribedn Section2.2 or,

3. the invoked replica (or the client ORB) throws
a CORBA exceptionthat doesnot fall into the
failover conditionsdescribedn Section2.2 or,

4. theinvokedreplicareturnsareply or anuserex-
ception.

ORGW nt er cept or listensfor the occurrenceof one
of the previous four eventsby implementingthe PI's inter-
facer ecei ve_ot her () andr ecei ve_repl y() meth-
odsandreactsasfollows:

case(l). the interceptor updatesits internal state and
throvs a LOCATION_FORNARD_PERM to the
sener ORB, provoking a reinvocation that usesthe
new objectgroupreferenceobtainedby the previosly
invokedsener;

case(2). the interceptorchecksif it hasalreadyexploited
all of theprofilescontainedn thereferenceln theaf-
firmative, it definitively stopstheinvocationby throw-
ingaNO_RESPONSECORBA exceptionto theclient.
Otherwiseit incrementallyselectsanothemrofile and
usest to throw aLOCATION_FORNARD _PERMex-
ceptionto the client ORB, sothattherequesis issued
againtowardsa differentreplica;

caseq3) and (4). thereplyortheexceptionis returnedun-
modifiedto theclient.

In its currentimplementatiorstatus ORGW nt er cep-
t or suffersof alimitation dueto the requestimeoutexpi-
ration. More specifically in Section2.2we pointedout that
aFT-CORBA compliantclient ORB mustthrow a CORBA
exception if a requestis not sened after its expi r a-
tion_ti me haselapsedA standardCORBA ORB, how-
ever, doesnot allow to settimeoutson requesinvocations,
unlessimplementingthe CORBA MessagingSpecification
[15] or the Real Time CORBA Specification[16]. More-
over, suchatimeoutis notimplementablénsideour ORGW
beingportableinterceptorglesignedaspurestatelessom-
ponents.As a consequenceur currentORGW implemen-
tation doesnot throw exceptionsto the client after request



durationtime expiration,eventhoughit insertsaclientcon-
figurablerequesturationtimesinto the REQUEST service
contts to enablesener-side garbagecollection of out-
datedrequestgseeSection2.2)’.

5 Conclusions

The race to develop software componentsfor FT-
CORBA compliantplatformsis just started. In this paper
we presentedwo components$o handleandto uselOGRs:
thel OCRVanager andthe ORGW | OCRManager is ac-
tually a tool for building and managingFT-CORBA com-
pliant IOGRs. This tool could be useful for aryone that
is going to implementa FT-CORBA compliantinfrastruc-
ture. ORGWis a CORBA compliantclient requesintercep-
tor that implementsthe FT-CORBA client invocation se-
mantic without requiring ORB modifications. It allows a
standardCORBA client runningover a CORBA ORB im-
plementingportableinterceptorgdo benefitof the transpar
entclientredirectionandreinvocationmechanisms.

The | OGRManager CORBA object is available for
downloadatthe IRL Projectwebsite[18]. The ORGMwill
bealsoavailablesoonatthe sameaddress.
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